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This Model Textbook has been developed by NBF according to the National Curriculum of 
Pakistan 2022- 2023. The aim of this textbook is to enhance learning abilities through 
inculcation of logical thinking in learners, and to develop higher order thinking 
processes by systematically building upon the foundation of learning from the previous 
grades. A key emphasis of the present textbook is on creating real life linkages of the 
concepts and methods introduced. This approach was devised with the intent of 
enabling students to solve daily life problems as they go up the learning curve and for 
them to fully grasp the conceptual basis that will be built upon in subsequent grades. 


After amalgamation of the efforts of experts and experienced authors, this book was 
reviewed and finalized after extensive reviews by professional educationists. Efforts 
were made to make the contents student friendly and to develop the concepts in 
interesting ways. 


The National Book Foundation is always striving for improvement in the quality of its 
books. The present book features an improved design, better illustration and 
interesting activities relating to real life to make it attractive for young learners. 
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Do 


y After completing this lesson, you will 
-= be able to 


understand and apply logic gates in digital systems, define and create truth tables using 
Boolean operators like AND, OR, NOT, NAND, XOR) and logic diagrams. 

understand and evaluate stages of the systems design, e.g. software development life 
cycle (analysis, design, coding, and testing etc.), and software development 
methodologies. 

understand and explain the scalability and reliability of networking systems via network 
topology. 


€ understand and explain t 
encryption to transmit data. 


he need for cybersecurity and contrast different methods of 


a CoN en - | 
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UNIT INTRODUCTION 


Acomputer system is a fundamental and permeating part of modern life. It has revolutionized the 
way we work, communicate, learn, and entertain ourselves. Acomputer system is not just a single 
device but a sophisticated combination of hardware and software components that work together 
to process information, solve problems, and execute a multitude of tasks. 


A computer is fundamentally a digital machine because it operates based on digital data and 
binary logic. Acomputer processes data digitally by converting input information into binary code 
(Os and 1s), storing it in memory, and utilizing its central processing unit (CPU) to execute a series 
of binary-based instructions. The CPU performs arithmetic, logical, and control operations on this 
binary data, with the help of specialized units like the Arithmetic and Logic Unit (ALU) and control 
unit. Conditional branching and looping allow the computer to make decisions and repeat tasks as 
needed. Once processing is complete, the results are converted back to human-readable form 
and presented to the user through output devices. This digital approach enables computers to 
perform a wide range of tasks with incredible speed and accuracy. 


1.1 Data Representation in a Digital Computer 


A Digital Computer is an electronic machine as it consists of millions of electronic switches. An 
electronic switch is very similar to an electric switch that is used to turn ON/OFF light. The main 
difference is that it works on very low voltage. If the electronic switch is closed, electricity flows 
and if itis open, electricity does not flow. Thus, switch has only two states. Binary number system 
used for counting also consists of two digits, 0 and 1. Therefore, binary digits, 0 and 1, are used in 
computer to represent the two states of a switch. 


When current flows in a switch, it is ON and represents binary 1. When there is no current ina 
switch, it is OFF and represents binary 0. A binary digit, 0 or 1 is referred to as a bit. Groups of 1s 
and Os are used in computer to represent data and this is known as binary code. For example, the 
binary code 1000100, may represent the letter D. 


A computer must be able to recognize codes that represent numbers, letters and special 
characters. These codes are known as alphanumeric codes. Alphanumeric codes include the 
following characters. 


© Lower-case letters, a to z 
© Upper-case letters, Ato Z 
© Numeric digits, 0 to9 


© Special characters including punctuation marks and special symbols such as %, $, &, #, +, 
etc. 


The American Standard Code for Information Interchange (ASCII) is the most commonly used 
alphanumeric code. It uses 7 bits or 8-bits to represent a character and the total number of 
characters it represents is 128 ; 


The circuitry of a digital computer works on DC voltage. Such voltage can have only two possible 
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values at any time. Fig. 1.1 shcws a digital 
pulse that takes the values 0 Volt and +5 
Volts. These voltage levels are assigned the 
binary values 0 and 1. These O and 1 
representations are called logic 0 and logic 1, 
respectively. Although the logic levels in Fig. 
1-1 are shown as exactly OV and +5V, in 
practical systems each logic level will 
represent a range of voltages. For example, 
logic O might be any voltage between OV and 
+0.8V, and logic 1 might range from +2V to 
+5V. The circuits that operate on these signals | 
are called digital logic circuits. 


1.2 Analog and Digital Signals 


Logic 1 (High Voltage) 


Logic 0 (Low Voltage) 


Fig 1.1 - Digital signals 


Analog Sigaals: Analog signals are continuous 
signals that vary smoothly over time. These 
signals can ta’ 2 any value within a given range 
and are represented by a continuous waveform. 
Analog signals are often used in traditional 
audio and video transmission, as well as in 
various physical phenomena. Analog signals 


shown in Fig 1.2. 


Examples of Analog Signals: 
© Analog audio signals (e.g.,, analog audio cassette tapes) 


© Analog video signals (e.g., VHS tapes) 


© Humanspeech 
e@ Analog temperature readings 


© Analog voltage signals 
Digital Signals: Digital signals are discrete, BR Maga POET PATTON OO 1 
binary signals that represent information using a as oT Oo1To OVTTOHT0) 1001 Te 
series of discrete values. These values are VITOTTOTT PATIOT HOT 
typically represented by Os and 1s, where 0 AREAS 
usually represents the absence of a signal or a 
low voltage, and 1 represents the presence of a 
signal or a high voltage. Digital signals are 
commonly used in modern electronic devices and 
communication systems. Digital signals shown in 


Fig 1.3. 
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Fig 1.3 - Digital signals 
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Examples of Digital Signals: 
c Binary code (Os and 1s) 
€ Digital audio signals (e.g., MP3 files) 
¢€ Digital images (e.g., JPEG files) 
c Digital video signals (e.g., MP4 files) 
€ Digital data in computers 


Differences between Analog and Digital Signals: 


Feature Analog Signals Digital Signals 


. Infinite possibilities of values 
Noise Susceptible to noise and More resistant to noise and 
Susceptibility interference interference 
Transmission Degrades over long distances man Be trasinitted over 16ne 
8 $ distances with less degradation 
Storage and Prone to quality loss during Can be copied and reproduced 
Reproduction copying or storage without quality loss 
Scalability Not easily scalable Easily scalable 


Complexity of Analog processing is often more Digital processing is typically more 
Processing complex straightforward 


Analog audio signals, analog Digital audio signals, digital 
temperature readings images 


Discrete values (Os and 1s) 


Limited discrete values 


1.3 Digital Logic and Logic Gates 
Digital logic is fundamental in creating electronic devices such as calculator, computer, digital 
A ° . ° d 
watches, etc. It is used to create digital circuits which consist of large number of logic gates. 


Logic gates are building blocks of digital circuits. A logic gate performs a particular logical 
function. Logic gate has two or more logic inputs (LOW or HIGH) and produces a single output 
which may be LOW (0) or HIGH (1), determined by the logic levels present at the inputs. 


1.3.1 Logic Gates and their Truth Tables 


The commonly used logic gates are AND, OR, NAND, NOR, NOT, Exclusive-OR and Exclusive-NOR 
which are explained below. 


9 
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AND Gate 


AND gate operates such that the output will be at level 1 
(HIGH) only when all inputs are 1 (HIGH) as shown in Fig.1.4. 
The mathematical expression for the two-input AND gate is 
written as F=xy. For a three-input gate, it would be F=xyz, and 
so on for more inputs. The truth table for AND gate for two | Fig 1.4 - Symbol, Sat ike and truth 
variables is shown in Fig.1.4. Of AND s 


OR Gate 


OR gate produces a 1 output when any input is 1 as shown in 
Fig.1-5. Its mathematical expression is F=x+y, where the + 
stands for the OR operation and not normal addition. For a 
three-input OR gate, it would be F=x+y+z, and so on. The 
truth table for OR gate for two variables is shown in Fig.1.5. 


NAND Gate 

NAND gate combines the AND and NOT gates, such that the 
output will be 0 only when all the inputs are 1 as shown in 
Fig.1.6. Its logic expression is F= xy which indicates that 
inputs x and y are first ANDed and then the result is inverted. 
Inversion is indicated by a bar. Thus, an AND gate always 
produces an output that is the inverse (opposite) of an AND 
gate. The truth table for NAND gate for two variables is shown 


in Fig. 1.6. 


NOR Gate 

NOR gate combines the OR and NOT ates, such that the 
output will be 0 when any input is 1 as shown in Fig.1.7. Its 
logic expression is F=x+y , which indicates that x and y are first 
ORed and then the result inverted. Inversion is indicated by a 
bar. ANOR gate always gives an output that is the inverse of an 
OR gate.The truth table for NOR gate for two variables is 
shown in Fig.1.7. 


NOT Gate 

NOT gate is a single input gate. It converts LOW to HIGH and 
vice versa as shown in the truth table of Fig.1.8. Therefore, it 
is commonly known as an inverter. Its logic expression is F=x, 
The bar in the expression indicates the inversion operation. In 
the output of graphical symbol, the small circle indicates } Fig» 
inversion. The truth table for NOT gate is shown in Fig.1.8. 


Downloaded from Atta Shad’College Digital Library.. 


Xx 
0 
m ey, | 
: 1 


Fig 1.9 - Symbol, expression and 
truth table of XOR gate 


Exclusive-OR Gate 


Exclusive-OR (XOR) gate has a graphic symbol similar to 
that of OR gate, except for the additional curved line on the 
input side. It produces a 1 output only when the two inputs 
are at different logic levels. Its output expression is 


F=xy+xy.The truth table for XOR gate for two variables is 
shown in Fig.1.9. 


1.3.2 Truth Table 


=o-o 
Oo-m-.0;7 


Atruth table represents a Boolean function or digital logic circuit in table form. It shows how a 


logic circuit's output or Boolean expression responds to all the possible combinations of the inputs 
using logic '1' for true and logic ‘0’ for false. 


It has the following properties. 


© Truth table consists of rows and columns. 


© It shows relationship between inputs and output from a Boolean function or digital logic 
circuit. 

© Itshows output for all the possible combinations of inputs using 0 for LOW and 1 for HIGH. 

© All the combinations of inputs are Table 1.1 - Truth Table 
listed in columns on the left, Inputs Working Outputs 


working in the middle and output bx] y [2 [| 2] my2 | over | Ry] Feoeyz) + oyed > Ry) | 
pols|s{ o | o [oo 


counting with a number of bits 
equal to the number of inputs. 


Example: Truth Table for the Boolean 
function is shown in Table 1.1: 


F=(x.y.zZ)+(x.y.z)+(x-y) 
1.3.3 Boolean Identities 


Boolean identities are mathematical expressions or equations that are always true, regardless of 
the values of the variables involved. In the context of Boolean algebra, which deals with binary 
variables and logic operations (AND, OR, NOT), these identities are fundamental for simplifying 
and analyzing logical expressions. These Boolean identities are essential for simplifying Boolean 
expressions and analyzing digital circuits. Table 1.2 shows some commonly used Boolean 
identities. 
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Identity Type 
Identity Law (OR) 
Identity Law (AND) 

Domination Law (OR) 
Domination Law (AND) 
Complement Law (OR) 
Complement Law (AND) 


Double Negation Law 


Idempotent Law (OR) 
Idempotent Law (AND) 
Associative Law (OR) 
Associative Law (AND) 
Distributive Law (AND over OR) 
Distributive Law (AND over OR) 
Absorption Law (OR) 
Absorption Law (AND) 


Negation Law (De Morgan's Theorem) 


Negation Law (De Morgan's Theorem) 


binary variables, the logical operators (OR, AND and 
NOT), parenthesis and equal sign. A binary variable 


variables, the function can be either Oor 1. 
As an example, consider the following Boolean 
function. 
=x+y 
The function F is equal to 0, if x=0 and y=0. For all 


- A+(B-C)= (A+B): (A+C) 


Mg? Mag Table 1.2 - Boolean identities 


Boolean Identity 


A+0=A 
A-1= 
A+1= 
A: 0=0 
A+A=1 
A-A=0 
A=A 
A+A=A 
A-A=A 


(A+B) +C=A+(B+C) 
(A: B):- C=A-: (B- C) 
A- (B+C)=(A- B)+(A-: C) 


A+(A:B)=A 
A: (A+B)=A 
A+B=A-B 


iN 
| > 
||] ow 


A-B=A+t 


You can use digital circuit simulation tools 
(like Logisim) to implement and test Boolean 
circuits. Logisim is an open-source program 
that helps you make and simulate logic 
circuits. 


Download Link: _ 
https: //sourceforge.net/projects/circuit/ _ 


the other combinations of x and y, the function will be equal to 1. 


ABoolean function can be transformed from an algebraic expression into a logic circuit composed 
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of AND, ORand NOT gates. This is explained by the following four examples. 


Example 1: 


Conversion of Boolean function F1=xyz to logic 
circuit To convert this function to logic circuit, a 
single AND gate is required for the term xyz . ANOT 
gate is also required to convert z to z , before it is 
input to the AND gate as shown in Fig.1.10. 


Example 2: 


Fig 1.10 - Logic circuit of Function F1 


Conversion of Boolean function F2=x+yz 
to logic circuit To create the logic circuit 
of this function, one AND gates is 
required for the term yz, one NOT gate to 
convert y to y and an OR gate to perform 
OR operation on the terms x and yz. The 
logic circuit of this function is shown in 
Fig.1.11. 


Example 3: 


Conversion of Boolean function 
F4=xy+xz to logic circuit To create the 
logic circuit of this function, two AND 
gates are required for the terms xy 
and xz, two NOT gates to convert x to 
x and y toy and an OR gate to perform 
the OR operation on the outputs of | __ Se 
two AND gates as shown in Fig.1.12. ps EiRelake Sh hopie’ ci euleor upcton Fa 4 

Example 4: 


Conversion of Boolean function 
F3=x yz+xyz+xy to logic 
circuit. This function has three | ¥ 
terms. Therefore, three AND 
gates are required for these 
terms. Two NOT gates are 
required to obtain x and y. The | z 
output of AND gates is to be 

input into an OR gate to perform 

the OR operation between all 
the three terms. The logic 


circuit of this function is shown , ——— menimniemsinesintah 
naa 5 1.13 - Logic of function F’ Pay a 
in Fig.1.13. Fi 1.13- : c circuit \ F3 ry 
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1.3.5 Simplification of Boolean Function using Karnaugh Map (K-Map) 


Karnaugh Map (K - Map) 
Karnaugh Map (K-Map) was introduced by Maurice Karnaugh in 1953. It provides a simple methog 
for simplifying Boolean functions. When a simplified Boolean function is converted into a logic 
circuit, it requires less number of gates and hence costs less. 

K-map is a pictorial form of a truth table. It consists of square boxes called cells. All the possible 
combinations of variables involved in a Boolean function are written inside the cells in their 
respective positions. A two-variable K-map contains 22=4 cells, three-variable 23=8 cells and so 
forth. 

Simplification of Two-Variable Boolean Function Using K- Map 

A two-variable K-map for variables A and B is shown in Fig.1.14. It consists 
of four cells having two rows and two columns. Suppose the two variables 
are A and B. Each row and column is labelled with a variable and its 
complement. Complement of a variable is also called prime. Each cell 
contains a product term of variables A and B in its respected cell. For 
example, the term AB is placed in cell that is in rowA and column B. 
Simplification of a two-variable Boolean function will be explained with 


the following example. 


Example 1: 
Simplify the Boolean function F1 =AB+AB+AB using K-map. 


© The first step to simplify the Boolean function is to 
plot the terms of the function on the Karnaugh 
map. This function has three terms, for each term, 
a 1 will be placed in the corresponding cell. This is 
shown in Fig.1.15. 

© The next step is grouping cells for simplification. 
Grouping means combining cells in adjacent cells. 
The K-map contains a pair of ist 
adjacent and another pair of ist 

© Combine two terms by eliminating the variable that is in both normal 
and complemented form. In the horizontal group, B appears in both 
normal and complemented form. Therefore, B will be eliminated in 
this group and only Ais left. Similarly, in the vertical group, A appears 
in both normal and complemented form. Therefore, A will be 
eliminated in this group and only B will is left. 

the result is written as the sum of variables as: 


hat is horizontally 
hat is vertically adjacent as shown in boxes in Fig.1.16. 


© Finally, 
F1=A+B 
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The following are the rules for simplifying a two-variable Boolean function. 


© For each term of the function, place 1 in the corresponding cell in Kanaugh map. 


© Make groups of two cells that contain 1. Groups may be horizontal or vertical but not diagonal. 
© Groups may overlap. 


o 


Eliminate the variable that is in normal and complemented form in the group. 


Write the simplified function in the form of sum of variables that were not eliminated in 
groups. 


© If a K-map contains two 1s in diagonal cells then group cannot be formed which means the 
function cannot be simplified. 


Simplification of Three-Variable Boolean Function using K - Map 


B B B B 


A three-variable K-map for variables A, B and C is shown in 
Fig.1.17. It consists of eight cells having two rows and four 
columns. Rows are labelled with the complement and 
normal form of the variable A. Each column is labelled with 
two variables, B and C, in their normal or complemented _ 

form. Each cell contains a product term of variables A, B 
and C in its respected cell. For example, the term ra C C ‘al 


ABC is placed in cell that isin rowA and column BC. 
_ Fig 1.17 - Three-variable K-map 


The following are the rules for simplifying a three-variable 
K-map. 

For each term of the function, place 1 in the corresponding cell in Karnaugin map. 
Form groups of four if possible otherwise groups of two. 

Groups can contain only 1s. 

Groups can be horizontal or vertical 

Groups can overlap and wrap around the side of the K-map. 


If possible include each 1 in at least one group. 


0 0 0 00 0 


Eliminate the variables that are in normal and complemented form in a group and create a 
term for each group. 


© Write the simplified function in the form of sum of terms. If a cell containing a 1 cannot be 
included in any group then write the full term with three variables. 


Example 2: Simplify the Boolean function 
F1=ABC+ABC+ABC+ABC 
© The first step to simplify the Boolean function is to plot all the terms of the function on the 


three variable Karnaugh map. This function has four terms, for each term, a 1 will be placed in 
the corresponding cell. This is shown in Fig. 1.18. 
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© Combine two terms by eliminating the variable that is 
in both normal and complemented form in a group. !n 
the group that is on the top, the variable C appears in 
both normal and complemented form. Therefore, C 
will be eliminated from this group and the combined 
term becomes AB. Similarly, in the bottom group also, 
C appears in both normal and complemented form. 
Therefore, C will be eliminated from this group also 
and the combined term becomes AB 

© The simplified function can be written as the sum of the resulting terms after eliminating the 
variable C from both groups as given. F2=AB+AB. 


Fig 1.19 - Grouping of 1s in four-variable 
K-map 


Example 3: 
Simplify the following Boolean function 
F3=ABC+ABC+ABC+ABC = 
The map for this function is shown in Fig.1.20. There 
are four squares marked with 1s, one for each term of the 
function. Two adjacent squares are combined in the third 
column to give two variable term BC because Ais dropped. 
The remaining two squares with 1s are also adjacent. The 
map is considered to wrap around the sides to form 
adjacent squares. Therefore, these two squares are 
combined to give two variable term AC because here B is 
dropped. Thus the simplified function becomes: 


F3=BC+AC 
Example 4: 
Simplify the following Boolean function 
F4=AB C+ABC+ABC+ABC+ABC . 
The map to simplify this function is shown in Fig. 1.21. The function in this example has tiv 


Fig 1.20 - K-map of function F3. 
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terms, as indicated by the five squares marked with 1s. It 
is simplified by combining four squares in the center to 
give the siiigle term C because A and B are eliminated. The 
remaining single square marked with a 1 is combined with 
an adjacent square that has already been used once. This 
is allowed because the combination of the two squares 


gives the simplified two variable term AB. The simplified c 
function is: 


C e © 3 
F4=C+AB 
Example 5: 


Simplify the Boolean function 
F5=ABC+ABC+ABC+ABC+ABC 


The K-map of this function is shown in Fig.1-22. It is 
simplified by combining four squares in the right and left 
columns to give the single variable term C because A and B 
are eliminated. The remaining single square marked with 
a 1 is combined with the adjacent square on the left that 
has already been used once. The combination of the two 
squares gives the term AB. From the map we obtain the 
simplified function: F5=C+AB. 


Fig 1.22 - K-map of function F5 


1.3.7 Principle of Duality In Boolean Algebra 


The Principle of Duality in Boolean algebra —_——‘Table 1.3 - Some examples to illustrate the Principle 
states that for any given Boolean ___of Duali 


expression/function, a dual expression can Expression 
obtained by interchanging the AND (.) and OR 1=0 
(+) operators while complementing (negating) 
the variables. 


Duality in Boolean algebra refers to a 
fundamental property where certain 
operations and rules can be interchanged 
while still preserving the logic and truth of 
expressions. In other words, it highlights the 
symmetry between two pairs of operations: 
AND (conjunction) and OR (disjunction), as 
well as 0 (false) and 1 (true). 


X.(Y.Z) = (X.Y).Y X+(¥+Z)=(X+Y)+Z 


A.(A+B)=A A+A.B=A 
XY + Y + ZXY=0 (X + Y).¥.(Z2+X+Y)=1 


Some examples to illustrate the Principle of 
Duality are shown Table 1.3. 
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1.3.8 Uses.of Logic Gates 

Logic gates are essential components in digital electronics and computing. They are used in 
numerous applications in various fields. 

The following are some important usages of logic gates. 

Memory Circuits: Flip-flops and latches, which are built using logic gates, are used to store binary 
data am memory circuits. A flip-flop is a digital circuit that stores binary information and is widely 
used in digital electronics for building memory elements and sequential logic circuits. A latch is 
another type of digital circuit that stores binary information. Latches are often used in memory 
storage elements and data path circuits. 

Clock Synchronization: Logic gates help in clock synchronization and signal processing in digital 
systems. 

Data Encoding and Decoding: Logic gates are used to encode and decode data for transmission 
and reception in communication systems. 

Multiplication and Division: Complex mathematical operations like multiplication and division 
can be performed using a combination of logic gates. 

Digital Signal Processing (DSP): Logic gates are used in DSP circuits for filtering, modulation, and 


demodulation. 
Data Encryption and Decryption: Cryptographic algorithms use logic gates for data encryption 


and decryption. 
Calculator Circuits: Basic calculators use logic gates to perform arithmetic calculations. 


Traffic Light Control: Logic gates are used in traffic light control systems to manage traffic flow. 


Robotics: Logic gates play a crucial role in controlling 
th t and decision-making of robots dala , 
emovementa 8 . Now that you have acquired a foundational 
Security Systems: Logic gates are used in security | understanding of logic gates, you are well-equipped to 
engage in practical digital electronics experiments. 


systems to control access, alarms, and surveillance. Utilize this knowledge to conduct hands-on 
experiments with logic gates using a Breadboard and 


Automotive Electronics: In vehicles, logic gates are , 
various electronic components. A sample experiment 


used for engine control, airbag deployment, and | hasbeen prepared to guide you through the process. A 
breadboard (sometimes called a plug-block) is used for 


anti-lock brake systems (ABS). 
j ; . building temporary circuits. It is useful to designers 
Home Automation: Logic gates are employed in } because it allows components to be removed and 


smart home systems to automate tasks like lighting 


replaced easily. 


and temperature control. 

Medical Devices: Medical equipment uses logic gates 
for monitoring and controlling various functions. 
Aerospace Applications: Logic gates are used in 
navigation systems, autopilots, and guidance 
systems for aireraft and spacecraft. 


18 


Downloaded from Atta Shad College Digital Library. 


a ae =e 


Digital Electronics Experiment 


AND Gate Practical on Bread-Board ‘°) 

Suggested Youtube link: 
~ https: //www.youtube.com/watch?v=aMVgrSU2PLc&list=-PLe_7x5eaUqtVgVnAccCemHekNNzVbHq_findex=5 
; 


How to use Breadboard: https: //www.youtube.com/shorts/05ZrbtwUZMk 
Requirements: 


. Breadboard: Provides a platform for circuit assembly. 


2 ween 


1 
2. Input Switch (Push Button or Toggle Switch): Represents the binary input state (0 or 1). 
3. Resistor (e.g., 10k): Used for current limiting and pull-up resistor configurations. 
4. LED: Indicates the output state. 
5. NPN Transistor (e.g., 2N3904): Acts as an electronic switch in the circuit. 
6. Connecting Wires: Establish electrical connections between components. 
7. Power Supply (e.g., 5V): Provides the necessary voltage for the circuit. 
Procedure: ‘ 
1. Place Components on the Breadboard: 
© Position the breadboard on a stable surface. 


© Insert the input switch, resistor, LED, and NPN 
transistor into the breadboard. 


2. Connect Power Supply: 


© Attach the power supply to the positive and 
negative rails of the breadboard. 


aoe? ower 
oenr* . 


3. Connect Resistor to Switch: 


© Connect one leg of the resistor to one terminal 
of the input switch. 


© Connect the other leg of the resistor to the positive rail. 
4. Connect Switch to Ground: 

© Connect the other terminal of the input switch to the ground rail. ‘ 
5. Connect Transistor Base: ¢ 

© Connect the junction between the resistor and the input switch to the base (B) of the NPN transistor. t 
6. Connect Transistor Emitter: 

© Connect the emitter (E) of the NPN transistor to the ground rail. - 
7. Connect Transistor Collector: 

© Connect the collector (C) of the NPN transistor to the positive rail through a current-limiting resistor. 
8. Connect LED: 

© Connect the cathode (shorter leg) of the LED to the collector (C) of the NPN transistor. 

© Connect the anode (longer leg) of the LED to the positive rail. F al 
9. Test the NOT Gate: 


© Press the input switch. The LED should light up when the switch is not pressed (logic 0), and vice versa, 
stmutating the NOT gate behavior. 
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1.4 Software Deve! nent Life Cycl 


Software Development Life Cycle (SDLC) is the process of creating a new software or system. In 
other words these are the models and methodologies that experts use to develop the system. In 
software engineering the SDLC concept reinforces many kinds of software development 
techniques. These techniques process the framework for planning and controlling the creation of 
software. The software development life cycle (SDLC) is the process of planning, writing, 
modifying, and maintaining software. Developers use the methodology as they design and write 
modern software for computers, cloud deployment, mobile phones, video games, etc. In IT, the 
term “life cycle” was first used in the 1950s to describe the stages involved in developing a new 
computer system, but it is now commonly used to refer to all the stages in the production of any 
type of software. 


1.4.1 Different Phases of SDLC 


Development/ 
Coding 


Maintenance/ 
Support 


"Fig 1.23 - Phases of System Development Life cy<le_ 
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The following are phases/steps in SDLC. 

Defining the Problem Phase 

Planning Phase 

Feasibility Study Phase 

Analysis Phase 

Requirement Engineering Phase 

Design Phase 

Development/Coding Phase 

Testing/Verification Phase 

Deployment/Implementation Phase 


Documentation Phase 


aeeaee0ee08d0o9o88 8 


a 


Maintenance/Support Phase 
1. DEFINING THE PROBLEM PHASE 


In this phase the problem to be solved or system to be developed is clearly defined. All the 
requirements are documented and approved from the customer or the company which consists of 
all the product requirements to be designed and developed during the development life cycle. 


Example: Students’ Examination System Development 


Defining the problem: A Students’ Examination System is needed to be developed that covers all 
the aspects from Examination taking to the Students’ results generations. 


2. PLANNING PHASE 


In the project planning phase, the project's goal is identified, and the necessary requirements for 
product development are assessed. A thorough evaluation of resources, including personnel and 
costs, is conducted, accompanied by the conceptualization of the new product. The gathered 
information undergoes analysis to explore potential alternative solutions. If no feasible 
alternatives are found, the data is organized into a comprehensive project plan, which is then 
presented to management for approval. 


Example: In the Students’ Examination System Development project planning will be made to 
set the ultimate goals and an estimate of resources, such as personnel and costs, is prepared. 


3, FEASIBILITY STUDY PHASE 


Feasibility study is an essential aspect of project planning and decision-making in the Software 
Development Life Cycle (SDLC). It involves evaluating various dimensions to determine the 
viability and practicality of developing a proposed system. 


Feasibility study is the analysis and evaluation of a proposed system, to determine, whether it is 
technically, financially/economically, legally and operationally feasible within the estimated 
cost and time. Different feasibility studies are explained as follows. 
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—. Feasibility: Technical feasibility assesses the practicality of implementing a proposed 
Ai roma technological standpoint. It involves evaluating whether the necessary technology 
(hardware,software),tools and resources are available or can be developed to support the 
system. 
Example: Consider the Students’ Examination System Development project 
Technical Feasibility Considerations: The developing company will evaluate 
existing infrastructure (hardware/software) can support the proposed system. 
Economic Feasibility: Economic feasibility evaluates the financial viability of a proposed system 
by comparing its costs and benefits. 
Operational Feasibility: Operational feasibility assesses the extent 


aligns with the organization's operational processes and goals. 
sibility: Legal feasibility evaluates whether a proposed system complies with 


whether the 


to which a proposed system 


Legal Fea 
applicable laws, regulations, and standards. 
Schedule Feasibility: Schedule feasibility assess 
specified timeframe. 


4. ANALYSIS PHASE 


During the analysis phase the project te 


done with the assistance of client focus 
what their expectations are for the new system and how it will perform. 


In this phase, the in-charge of the project team must decide whether the project should go ahead 
with the available resources or not. Analysis is also looking at the existing system to see what and 
how it is doing its job. The project team asks the following questions during the analysis. 

© Canthe proposed software system be developed with the available resources and budget? 


© Will this system significantly improve the organization? 
s the existing system even need to be replaced etc? 
ation System Development project is analyzed for development. 
ollege to study the existing system and will suggest the possible 


es whether a system can be completed within a 


am determines the end-user requirements. Often this is 
groups, which provide an explanation of their needs and 


© Doe 
Example: The Students’ Examin 
The project team will visit the C 
improvements. 
5. REQUIREMENT ENGINEERING PHASE 
Requirement Engineering is a crucial phase in the Software Development Life Cycle (SDLC) that 
focuses on gathering, analyzing, documenting, and managing requirements for the development 
of the proposed system. This phase lays the foundation for the subsequent stages of development 
and ensures that the software meets the needs and expectations of stakeholders (e.g. End users). 


Requirement engineering consists of the following steps. 


© Requirement gathering 
© Requirement validation 


© Requirements management 
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Requirement Gathering 


Requirements gathering is a pivotal stage in the Software Development Life Cycle (SDLC), aiming 
to identify and document the needs and expectations of stakeholders. Various techniques are 
employed for this purpose, and they can be broadly classified into different types. Below are 
some typical types of requirement gathering types with examples. 


i. Interviews: It involves direct conversations with stakeholders to gather information about 
their needs, expectations, and preferences. 


Example: In the Students’ Examination System Development project the business analyst 
conducts interviews with key users and managers to understand their requirements for a new 
customer relationship management (CRM) system. 


ii. Surveys and Questionnaires: This method involves distributing surveys or questionnaires to 
collect information from a large number of stakeholders. 


Example: In the context of developing a Students’ Examination System for a college, surveys 
or questionnaires could be distributed to gather information from students, faculty, and 
administrators. For example, the IT team might send out a survey to students and faculty 
members to collect feedback on the user interface and functionality of the proposed examination 
system. 


iii. Observation: This technique involves observing users in their natural work environment to 
understand how they currently perform tasks and identify areas for improvement, 


Example: In the context of developing a Students’ Examination System for a college, the 
observation method involves actively watching and understanding how students, faculty, and 
administrators currently handle examination-related tasks in their work environments. For 
instance, designers could observe students during examination times, noting how they submit 
papers, how faculty members manage grading, and how administrators 9yersee the overall 
process. This direct observation allows the project team to identify weak areas, inefficiencies, or 
areas for improvement in the existing examination system. 


iv. Document Analysis: This approach includes reviewing existing documentation, reports, and 
manuals to extract relevant information about the current system or processes. 


Example: For the Students’ Examination System Development project, the development 
team could analyze academic policies, grading criteria, and any previous reports on examination 
processes to extract relevant information. 


Requirements Validation 


Requirement validation focuses on scrutinizing the gathered requirements to ensure they align 
with the stakeholders’ intentions. This process distinguishes itself from verification, which takes 
place after requirements have been accepted. During requirements validation, a thorousi: 
review is conducted to verify the completeness and accuracy of the elicited requirements. 


Example: In the context of the Students’ Examination System development project, once the 


i ______ 
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initial requi pd 
‘ele ee snes for the examination system are compiled, the project team engages in 
NN : i ation by carefully examining each specification. This ensures that the proposed 

aa ‘unctionalities accurately reflect the expectations of students, faculty, and 
administrators involved in the examination process. 


Requirements Management 


Requirements management is a continual process aimed at guaranteeing that the software 
Sonsistently fulfills the expectations of both the acquirer and users. It involves the collection of 
new requirements that may emerge due to evolving expectations, changing regulations, or other 
sources of modification. 

Example: In the context of the Students’ Examination System development project, as the 
Students’ Examination System evolves, requirements management becomes essential. This 
involves actively seeking and incorporating new requirements that may arise from feedback 
sessions with users, changes in academic policies, or advancements in examination 
methodologies. Continuous requirements management ensures that the examination system 
adapts to the dynamic needs of the educational environment. 


6.. DESIGN PHASE 

The design phase in the Software Development Life Cycle (SDLC) is a crucial step where the 
system architecture is planned and detailed specifications are created based on the requirements 
gathered during the analysis phase. Unified Modeling Language (UML) and various Design 
patterns play significant roles in this phase. Unified Modeling Language (UML) is a standardized 
visual modeling language widely used in software engineering and system design. It plays a crucial 
role in the Software Development Life Cycle (SDLC) by providing a common notation that allows 
developers, analysts, and stakeholders to communicate and visualize the different aspects of a 


m. Design patterns play a pivotal role in the SDLC by offering reusable solutions, promoting 


syste 
ontributing to the 


best practices, enhancing communication among team members, and c 
creation of maintainable and scalable software systems. They are valuable tools for software 


engineers striving to build high-quality, robust, and efficient software solutions. 


The design phase normally consists of two simple structures. These are: 


e Algorithms 
@ Flowchart 
|. Algorithms 


Algorithms are precise and systematic p 
problem. They provide a structured a 


problem or performing a specific task. 
Example: In the Students’ Examination System Development project the following algorithms 


will find the result of a student using percentage marks. 


ee 
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rocedures designed to guide the step-by-step solution ofa 
nd detailed set of instructions for solving a particular 


Algorithm to find the Percentage Marks Algorithm to find the Student's Result 


2. Read Total Marks, TM 
3. Read Obtained Marks, OM 


4. Percentage Marks(PM) = OM / TM X 100 
5. Print “Percentage Marks”, PM 


3. If PM >=40 Then Print “ Pass” Else Print 
“Fail” 


ii.Flowcharts 


A flowchart is a diagrammatic representation used to illustrate an algorithm or a process. It 
visually presents the sequence of steps in the algorithm through special shapes (symbols) and 
connects them with arrows to depict their sequence. This graphical representation offers a 
systematic, step-by-step solution to a specified problem. 


Some most commonly used flowchart symbols are shown in Fig 1.25. 


Symbol Name Function 


Indicates the starting or ending 
Terminal of the program, process, or 
interrupt program 

Parallellogram Used for any Input/Output(I/O) 

A operation, Indicates that the 

| ae input/output computer is to obtain data or 

output results 
: Diamond Used to ask a question that can 
be answered in a binary format 
(Yes/No, True/False) 


Rectangle 
. Used for Arithmetic operations 


[ and data manipulations 


Arrows 
| Flow Lines | ShShows direction of flow 
Circle | ies 
sed to connect one part «/ 
Connector the flowchart to the othe: 


ee 


| 


Example: 
In the Students’ Examination System Development proj ct, the Flowchart for the above 
algorithms will be as follows. 


25 
Downloaded from Atta Shad College Digital Library. 


Flowchart to find the Percentage Marks 


Print “Percentage 


Marks”, PM 


‘2 DEVELOPMENT/CODING PHASE 
e, developers translate the plans fo 


In the development/coding phas 
into actions. T 


design the tangible user interface 
ance 


ed out using programming languages, a process CO 


processing of test data to enh 


coding is carri 
programming. 


Example: In the Students’ Exami 
database structure, specifying how 


write code for the flow of 
information within the system, 
ensuring seamless processes 
from question generation to 
result compilation. Additionally, 
user interface screens are 
precisely designed to provide a 
user-friendly environment for 
students, faculty, and 
administrators interacting with 
the examination system. 
Throughout this phase, rigorous 
testing using prepared test data 


hey develop the database struc 


Flowchart to find the Students Result 


Yes 
Print “PASS” 
No 


Print “PASS’ 


y 


rmulated in the design phase 


tures, design codes for the data flow processes, and 


s stage involves the preparation and iterative 
of the written code. The actual 


mmonly referred to as Computer 


screens. Thi 
the precision and efficiency 


m development project, developers create the 
ated data. They 


nation Syste 
the system will store and retrieve exam-rel 


1. #include<iostream> 
2. int main() 


int cs; 
float total, per; 

cout << "Please Enter su 
cin >>cs; // taking values from user 


total = 50; 


bject marks of Computer Science: \n"; 


/ calculating percentage 
" << total; 
Percentage = " << per<<"%"; 


per = cs/total*100; / 
cout << “\nTotal Marks = 


cout << “\nMarks in 
return 0; 
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is performed to identify and rectify any issues, contributing to the creation of a robust and 
efficient examination system. 


The Figure 1.27 displays example of programming code with output, created in the C++ 
programming language to calculate students’ percentage marks in a subject for the Students’ 
Examination System Development project. 


8. TESTING/VERIFICATION PHASE 


In the testing/verification phase, all aspects of the system are tested for functionality and 
performance. Testing involves the execution of programming modules to detect errors, 
commonly known as bugs. The primary goal of testing is to assess specific attributes or 
capabilities of a program or system, ensuring that they are aligned with the required 
specifications. It involves checking items for consistency by comparing results against 
predetermined requirements. Software testers employ various techniques, including black box 
and white box testing, to identify and eliminate all identified bugs or errors before the final 
product is released. The process of error identification and removal is referred to as debugging. 


Black Box Testing: Black Box Testing is a software testing method where the internal workings or 
logic of a system are not known to the tester. The focus is on evaluating the system's outputs based 
on specified inputs without considering its internal code structure. 


Example: Login Functionality of a Web Application 
Scenario: Testing the login functionality of a web application. 


Tester's Perspective: The tester does not have access to the source code or knowledge of the 
internal implementation details. 


Test Cases: 


© Input: Valid username and password, Expected Output: Successful login. 


© Input: Incorrect password, Expected Output: Login failure. 
© Input: Invalid username, Expected Output: Login failure. 
© Input: Empty username and password, Expected Output: Login failure. 


White Box Testing: White Box Testing is a testing approach where the tester has knowledge of the 
internal code, logic, and architecture of the system being tested. It involves evaluating the 
system's internal structures, code paths, and overall code quality. 


Example: In the Students’ Examination System Development project the above programming 
module is tested for errors using White box testing. 


Scenario: Testing a specific function within a software application. Here the students’ correct 
percentage marks and the result is being tested. 


Tester's Perspective: The tester has access to the source code and understands the internal logic 
of the function being tested. 


ZY 
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Test Cases: | 
© Test each statement within the program code. 
© Verify that variables are correctly initialized and updated. 
© Check for the errors and debug, if needed. 
© Evaluate the code's performance under various conditions by providing values. 


The test result of the program code is given as follows. 


Test of Code to find the Percentage Marks : Test of Code to find the Student's Result 


Test 1: 
Enter Percentage of the student 


90.00 


Test 1: 
Enter Total marks of the student=1100 
Enter Obt. marks of the student=990 

Percentage Marks = 90.00 


Pass 


Test 2: 
Enter Percentage of the student 


30.90 
| 
| 
| 


‘Test 2: 
Enter Total marks of the student=1100 


Enter Obt. marks of the student=340 
Percentage Marks = 30.90 


Fail 


9. DEPLOYMENT / IMPLEMENTATION PHASE 


/Implementation Phase involves a series of activities aimed at making the 


The Deployment 
e is handed over to 


software/system accessible for use. During this phase, the finalized softwar 
users, making the transition from development to utilization. 
The main activities that are involved during deployment/implementation phase are: 


© Installation and activation of the hardware and software. 


© Insome cases the users and the computer operation personals are trained on the developed 


software system. 

© Conversion: The process of changing from the old system to the new one is called conversion. 
Deployment/Implementation Methods 

The deployment or implementation of a system can be executed through various methods, as 

illustrated in Figure 1.29. 


i.Direct: In this method, the old s 
The transition is abrupt, and once implemented, the old system becomes obsolete. 
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ystem is entirely replaced by the new system simultaneously. 
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ii.Parallel: The parallel method involves running both the old and new systems concurrently for a 
certain period. This approach allows for the identification and rectification of major issues with 
the new system without risking data loss. 


iii.Phased: The phased implementation method facilitates a gradual transition from the old 
system to the new one. It involves the incremental introduction of the new system while 
progressively phasing out the old system. 


iv.Pilot: In the Pilot method, the new system is initially deployed for a small user group. These 
users engage with, assess, and provide feedback on the new system. Once the system is deemed 
satisfactory, it is then rolled out for use by all users. 


Direct 


Parallel 


Phased 


|New System 


10. DOCUMENTATION PHASE 


In SDLC, developing good user documentation is an important part of the implementation 
process. Documentation serves as a method of communication among the people responsible for 
developing, implementing, and maintaining the newly developed system. Installing and 
operating a newly designed system or modifying an established application requires a detailed 
record of that system's design. Documentation is extremely important in diagnosing errors and 
making changes, especially if the systems analysts who developed a system are no longer with the 
organization. 


11. MAINTENANCE/SUPPORT PHASE 


In SDLC, the system maintenance is an ongoing process. The system is monitored continually for 
performance in accordance with user requirements and needed system modifications are 
incorporated. When modifications are identified, the system may reenter the planning phase. 
This process continues until a complete solution is provided to the customer. Maintenance can be 
either be repairing or modification or some enhancement in the existing system. 
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[CTS}| Case Study: Development of a Library Management System (LMS) ) 
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i. Defining the Problem Phase: The library of XYZ Elementary School faces challenges in efficiently 
managing its book inventory, tracking borrowed books, and providing an organized system for library 
staff. There is a need for a comprehensive Library Management System (LMS) to address these issues 
and enhance the overall library experience. 
2. Planning Phase: A project team is formed, including representatives from the school 
administration, librarians, and IT professionals. The team establishes project goals, scope, budget, 
anda timeline for the development of the LMS. Key milestones and deliverables are identified. 
3. Feasibility Study Phase: A feasibility study is conducted to assess the technical, operational, and 
economic viability of implementing the LMS. The study concludes that the benefits of the system, 
including improved efficiency and user satisfaction, outweigh the costs. 
4. Analysis Phase: Detailed analysis is performed to understand the current library processes, identify 
user needs, and document system requirements. The team conducts interviews with librarians and 
observes day-to-day operations to gather essential information. 
5. Requirement Engineering Phase: Based on the analysis, a detailed list of functional and non- 
functional requirements for the LMS is compiled. This includes features such as book cataloging, user 
management, check-in/check-out functionality, and reporting capabilities. 
6. Design Phase: The system architecture and database design are created. User interface prototypes 
are developed to visualize how the LMS will look and function. The design phase also includes planning 
for data security, system scalability, and user accessibility. 
7. Development/Coding Phase: The actual coding of the LMS begins, adhering to the design 
specifications. The development team uses appropriate programming languages and tools to 
implement the various modules of the system, ensuring that it meets the specified requirements. 
8. Testing/Verification Phase: Comprehensive testing is conducted to identify and rectify any bugs or 
issues. The LMS undergoes unit testing, integration testing, and system testing to ensure its 
functionality, reliability, and performance meet the desired standards. 
9. Deployment/Implementation Phase: The LMS is deployed and integrated into the school’s library 
infrastructure. Training sessions are conducted for library staff to familiarize them with the new 
system. Data migration from the old system, if applicable, is executed seamlessly. 
10. Documentation Phase: Comprehensive documentation, including user manuals, system 
architecture, and code documentation, is created. This documentation serves as a reference for users 
and future developers, ensuring the system's maintainability. 
11. Maintenance/Support Phase: Post-implementation support and maintenance are provided to 
address any issues that may arise. Regular updates and improvements are made to the system based on 
user feedback and changing requirements, ensuring Its continued effectiveness. 
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1.4.2 Software Development Models 


Software Development Models refer to the fundamental activities and approaches used in 
software development to plan, design, build, test, implement, and maintain software systems. 
These processes provide a structured framework for managing software projects. Many software 


development models are available in the market. Each has its own advantages and disadvantages. 
The following are the two common models. 


© Waterfall Model 
€ Agile Model 
Waterfall model 


The waterfall model is a sequential or linear development approach, in which development is 
seen as flowing steadily downwards (like a waterfall) through several phases. It is the most 
popular process models in software development. Developers use this approach when the 
requirements for a product are well-defined and resources are available. This model has five 


phases: 

€ Requirements ~ Requirements 
€ Design SA 
€ Development 

© Testing 

© Deployment 


€ Maintenance 
These steps always follow in this order 
and do not overlap. The developer must 
complete every phase before the next 
phase begins. This model is named 


"Waterfall Model”, because its 
diagrammatic representation resembles —— : 


a flow of waterfalls as shown in Fig 1.30. 


1. Requirements: 


In this phase the development team works on the feasibility of developing a software product. 
The aim of this phase is to understand the exact requirements of the customer and to document 
them properly. Both the customer and the software developer work together so as to document 
all the functions, performance, and interfacing requirement of the software. This takes place in 
the two following steps: 


© Requirements Gathering and Analysis: The development team collects the essential 
requirements from all the possible stakeholders and analyzes them. During the analysis, 
they eliminate incomplete and inconsistent requirements. 


© Requirements Specification: After requirements analysis, the development team documents 
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them in a Software Requirement Specification (SRS) document. It contains both functional 
and non-functional requirements of the software. 


2. Design: 

In this step the development team transforms requirements into a format that can be easily 
converted into the code in chosen programming language. Further, it involves creating design 
documents specifying the different modules/components of the system, their interfacing, data 
flow, etc. All the data collected is stored in a software Design Document (SDD) document. This 
document helps to establish the software's architecture. 


3. Development: 

The Development phase involves the actual coding of the software based on the design 
specifications. During this phase, design is implemented. If the SDD is complete, the coding phase 
proceeds smoothly, because all the information needed by software developers is contained in 
the SDD. Developers use the detailed design documentation to write the necessary code, turning 


the conceptualized system into a functioning software product. 

4. Testing: 

During testing, the code is thoroughly tested for bugs and debugged or modified if required. After 
this the Implementation (also called deployment) phase involves making the software in use in 
the real environment after it undergoes multiple rigorous tests. This phase is highly important as 
the quality of the end product is determined by the effectiveness of the testing carried out. The 
better output will lead to satisfied customers, lower maintenance costs, and accurate results. 


5. Deployment: 
The Deployment phase involves making the software available in the intended environment for 


end-users. This includes activities such as installation, configuration, and data migration to 
ensure a smooth transition from the development environment to live production. It marks the 
point at which the software fs ready for use. 

6. Maintenance phase: 

‘ time, a software product may require some updates to remain functional in the 


Over a period ol 
real-world environment. The maintenance phase takes care of this activity by timely tuning the 


software as per the requirement. 
It is very important phase of waterfall development model. Even if the software is live and end 


users use it, it is essential to update it regularly. 


There are two main types of maintenances: 
© Corrective Maintenance: It involves correcting errors left undiscovered during the 


cle opment and testing stages. 
© Perfective Maintenance: This entails enhancing the functionality of the software product as 
and when required keeping in mind the future trends and customers demand. 
Advantages of the Waterfall Model: 
© Itis perfectly suitable for projects where all the requirements are predefined and understood 


re 
32 
Downloaded from Atta Shad College Digital Library, 


EE 


clearly. Requirements do not change throughout development. 

It is easy to understand and implement. ' 

All the activities to be performed in each phase are clearly defined. 

The release date and the final cost are already estimated before the development begins. 
It is easier to assign tasks to different team members. 

All processes, actions, and results are well documented. 

Disadvantages of the Waterfall Model: 


© Inflexibility to changes is a significant drawback, making mid-project adjustments 
challenging. 


© Leng delivery times are inherent as the entire project must be completed before delivery. 
© High risk of project failure due to late client visibility and potential dissatisfaction. 


© Late vefoct detection is a concern as testing is performed toward the end of development. 
Agile Model 


The Agile model is a software development process that 
is based on the iterative and incremental approach, 
emphasizing flexibility, collaboration, and customer 
feedback. The Agile model is a type of incremental 
model where software is developed in a rapid 
incremental cycle as shown in Fig. 1.31. This method 
breaks tasks into smaller iterations, or parts and does 
not directly involve long cerm planning. The project 
scope and requirements are laid down at the beginning 
of the development process. This model has six phases: 


© Requirements gathering 
Planning 


Design 
Implementation 
Testing 


Deployinent 
© Maintenance 
Requirements Gathering: 


In the Agile software development model, the "Recirements Gathering” phase is characterized 
by continuous collaboration and dynamic responsiveness. Rather than relying on a comprehensive 
upfront documentation, Agile teams engage in ongoing discussions with stakeholders. Through 
workshops, meetings, and iterative feedback sessions, the team identifies and prioritizes user 
stories, capturing requirements in a flexible and evolving manner. The emphasis is on 
adaptability, allowing for adjustments and refinements as the project progresses. 
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Planning: 


Agile planning is iterative and done in short cycles called sprints. The team, including developers 
and stakeholders, collaboratively plans the work for the upcoming sprint. Priorities are set, and 
tasks are pulled from the product backlog into the sprint backlog based on their importance and 
feasibility. Planning sessions are dynamic, allowing adjustments based on changing 
requirements. 

f: ign: 


The design phase in Agile Model is a collaborative process that adapts to changing requirements 
and emerging insights. Unlike traditional approaches, Agile design activities are ongoing and 
occur at various levels throughout the development lifecycle. Cross-functional teams collaborate 
to design and refine features incrementally, ensuring that design decisions align with evolving 
project needs. This iterative approach allows for flexibility, facilitating the incorporation of 
feedback from stakeholders and team members. 

Impleme..*-‘ion: 

lves developing the features identified in the design 
short cycles known as sprints. During the 
ment prioritized user stories based on the 


The implementation phase in Agile Model invo 
phase. Agile development occurs incrementally in 


“Development” phase, cross-functional teams imple 
sprint backlog. The focus is on delivering small, functional increments regularly, promoting 


adaptability to changing requirements. Collaboration within the team is crucial, fostering 
communication and shared understanding. Agile development principles prioritize customer 
satisfaction through the continuous delivery of tangible and valuable software. 

Testing: 

In the Agile context, testing is 
development. The “Testing” phase in 
each increment is thoroughly validat 
and address issues promptly. The iterative nature o 
resolution of defects, contributing to the overall quality of the product. 

Deployment: 

The Deployment phase in Agile enables incremental and continuous delivery of product 
increments. Completed features are deployed/implemented to a staging environment for 
validation before being released to production. The emphasis is on ensuring a smooth and 
continuous delivery process that aligns with customer needs. 

Maintenance: 

Maintenance in Agile involves addressing any issues identified after deployment. Regular review 
and feedback sessions characterize the "Maintenance" phase in Agile. At the end of each iteration, 
a sprint review is conducted to showcase completed features to stakeholders. This session 
provides an opportunity to gather feedback, assess the achieved goals, and discuss potential 
improvements. The iterative feedback loop ensures that the product evolves based on reat \,orld 
r insights, contributing to continuous improvement. 


an integral and continuous activity that happens in parallel with 
volves both automated and manual testing, ensuring that 
ed. Testers collaborate closely with developers to identify 
f Agile allows for the early detection and 


usage and stakeholde 
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Advantages of the Agile Model: 


© Agile model offers flexibility and adaptability, allowing adjustments for evolving 
requirements. 


© Inthis model continuous client involvement ensures higher satisfaction. 

© Itenables early and incremental delivery of a functional product. 

© Continuous improvement is facilitated through regular demonstrations. 

€ Improved communication is emphasized, fostering collaboration. 

Disadvantages of the Agile Model: 

© Dependency on customer availability poses a challenge. 

The potential for scope creep e:xists with the flexibility to accommodate changes. 
Coordination challenges emerge with larger team sizes. 

Limited emphasis on documentation can be a drawback. 

Not ideal for projects with stable and well-defined requirements. 
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Network topology is a systematic arrangement of computers and other devices in a network. It is 
an important concept when building or managing a computer network. It is the backbone of any 
networking application. It defines how computers, servers, switches, routers, storage devices, 
and other network-relati2d devices are connected with each other and set up to effectively share 
data and resources acridss the system in an organized manner. Network devices are called 
“Nodes”. In network topology all nodes on a network are physically or logically arranged in 
relation to each other. ‘There are several ways to arrange a network. Each has advantages and 
disadvantages and depending on the needs of the company or organization. Some common 
topologies are shown in the Fig.1.32 as follows. 


Bus 
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There are two approaches to network topology: Physica\ and Logical. Physical network topology, 
as the name suggests, refers to the physical connections and interconnections between nodes and 
the network—the wires, cables, and so forth. Logical network topology is a little more abstract 
and strategic, referring to the conceptual understanding of how and why the network is arranged 
the way it is, and how data moves through it. 


1.5.1 Types of Network Topologies 


Various network topologies are available for configuring a network. The most commonly used 
topologies include bus, star, ring, mesh, tree and hybrid. Each topology comes with its own set of 
advantages and disadvantages. The selection of the most suitable topology for a particular 
organization or company depend on its specific needs and requirements. 


Bus Topology 

Bus topology is a network topology in which devices 
are connected to one cable or line running through the 
entire network. It is one of the most cost-effective 
and efficient ways to connect computers, printers, 
and other devices. With bus topology, all the data 
travels along a single cable, making it easy to install 
and maintain. 

Ethernet is commonly used in bus topologies. It 


defines the hardware (such as cables and connectors) 
and communication protocols for devices in the network. Ethernet operates using the CSMA/CD 


(Carrier Sense Multiple Access with Collision Detection) protocol to manage access to the shared 
communication medium. 
Advantages of Bus Topology: 


© The main advantage of bus topology is that it is easy to install and maintain. All the nodes are 
connected to one cable, eliminating the need for complex wiring, and this makes it a great 


choice for smaller networks. 

© Bus topology is very cost-effective because all the nodes are connected to one cable. Users 
don't have to buy multiple cables or network switches, making it a great choice for those on a 
budget. 

© Bus topology has a fast data transmission rate because all the nodes are connected to one 
cable, making it ideal for applications requiring high-speed data transfer. 

© Bus topology is relatively easy to expand by simply connecting additional nodes to the existing 
cable, This makes it a great choice for larger networks that require scalability. 


Disadvantages of Bus Topology: 
© In bus topology all nodes share the same bandwidth. This can lead to network congestion and 


slow down transmission speeds. 
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© In this topology if one node goes down, it can caise a network failure because there is only one 
cable. In addition, the entire network will be affected if the main cable is damaged or cut. 


Applications of Bus Topology: 


© Bus topology is a great choice for small office neworks because of its cost-effectiveness and 
ease of installation. 


© Bus topology can also be used in home networks dueto its low cost and ease of use. 
Star Topology 


In astar topology, every device is linked to a central hut 
or switch. This configuration is widely employed and 
popular due to its flexibility, scalability, and ease o 
installation. 


In a star topology, devices are typically categorized as\ 
clients or end-user devices. Clients include-computers, | 
laptops, smartphones, and other devices that connect 
to the network to access services or resources offered by 
a Server. Aserver is a powerful computer or device that }) 
provides services, resources, or data to other devices in {| 
the network. Servers are often connected to the central hub ina star topology, allowing multiple 
clients to access their services. 


Advantages of Star Topology: 


\ 
\ 


© Star topology is relatively easy to install, as all nodes ate Onnected directly to the hub or 
switch. This eliminates the need for complex wiring an makes it an excellent choice for 
more extensive networks. 


© Star topology is very reliable because it has no single point ‘ fiilure. If one node goes down, 
the rest of the network will still be operational. \ 


© Star topology has a high- performance rate due to its dedicated inks between nodes and the 
hub, making it ideal for applications requiring fast data transter. 


Disadvantages of Star Topology: 


© Star topology can be more expensive than other types of net because of the additional 
cost of hubs or switches required to connect all devices togethe.. 


© Star topology is more prone to failure than other types of be-works, as all nodes are 
connected to one hub or switch. If the hub or switch fails, the entire network will be 
affected. | 
\ 


Applications of Star Topology: 


Star topology is often used in large office buildings and campus networkedee to its scalability and 
reliability, It is also a great choice for home networks as it is easy to installand maintain. 


| 
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Mesh Topology, 
Mesh topology is a network configuration where 
every node establishes connections with all other 
nodes within the network. This type of top ology is 
particularly advantageous for larger né2tworks, 
offering a significant level of redundancy and 
reliability. 


Fig 1.35 - Mesh topology 


Advantages of Mesh Topology: 
©. Mesh topology provides a high level of redundancy as each no 
nodes in the network. This ensures ¢ ontinuous data transmission even if one or more nodes 


de is connected to all other 


experience failure. 


©. Mesh topology is very reliable due to its redundant connection 
in mesh topology contribute to it's exceptional reliability. If one node experiences a failure, 


the remaining network nodes conitinue to operate seamlessly. 
©. Mesh topology demonstrates high flexibility and cain be easily scaled to accommodate the 
requirements of larger networks. 


5. The redundant connections 


€. Setting up a mesh topolog,y network can be complex due to the multiple connections 


required between nodes. 


2. ati-a tin et ere: de 
: Pit ti ns ofMesin mUPpvi OY. 


Mesh topology is often used in corporate networks and military applications due to its high 
ce for wireless applications as well due to its 


redundancy and reliability. It is a great choi 
flexible and scalable network structure. 


Tree Topology . 
Tree topology (or hierarchical topology) is a 
network topology that utilizes.a hierarchical or 
tree-like layout of interconnected nodes. It is 
similar to the star topology [out with multiple hubs 
“) or switches instead of are, allowing for more 
efficient data transmissiian and scalability. This 
structure exhibits a hierarchy of nodes, with a 
central or top-level node: commonly referred to as 
the "Root node”. 


~~ 


Advantages of Tree Tepplogy: 


©. Tree topology is more scalable than other types of networks as it allows for the addition and 
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removal of nodes without disrupting the entire network. This makes it ideal for those 
networks that require frequent changes or expansion. 


€ Tree topology provides a high level of reliability due to its redundant connections between 
nodes. If one node fails, the rest of the network will still be operational. 


€ Tree topology is cost-effective as it eliminates the need for complex wiring and allows for 
more efficient data transmission. 


Disadvantages of Tree Topology: 


€ Installing a tree topology network can be complex due to the multiple connections required 
between nodes. 


€ Troubleshooting a tree topology network can be difficult as there are multiple paths for data 
transmission. 


Applications of Tree Topology: 
Tree topology is well-suited for large corporate environments where departments or divisions can 
be organized in a hierarchical fashion, and the network can be easily scaled to meet evolving 
connectivity requirements. 

Ring Topology 

Ring topology is a network topology in which all 
devices are connected to one another in a 
circular loop. Data travels around the ring in 
one direction, passing through each device 
until it reaches its destination. Ring topology is 
often used Fiber Distributed Data Interface 
(FDDI) networks, also called dual ring network. 


| 


In a Ring Topology, the key term associated eee 
with the communication protocol is "Token Ring". Token Ring is a network protocol that controls 
access to the network by passing a special data packet, known as a “token,” around the network. 
Only the device holding the token is allowed to transmit data. The token circulates continuously 
around the ring. 


Dual Ring topology: Ring topology often use Fiber Distributed Data Interface (FDDI) networks, 
also called dual ring network. In a dual ring topology, two separate rings are connected to form 
one large loop. This provides greater security and efficiency as data can travel in both directions 
around the loop ina clockwise or counterclockwise direction. 


Advantages of Ring Topology: 
« _ Ring topology provides a high level of reliability as each device has an alternate route in 
case of failure. 
«€ Ring topology is cost-effective as it eliminates the need for complex wiring and allows for 
more efficient data transmission. 
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Disadvantages of Ring Topology: 


© Ring topology faces the challenge of limited bandwidth since each device on the ring must 
share the same communication path. This sharing can result in bottlenecks and affect the 
data transmission speed. 


© The ring topology rely on a continuous circular connection between all nodes. If this 
connection is disrupted or broken at any point, the entire network may become 
unavailable. 


© The troubleshooting process for a ring topology network is difficult and can be challenging. 
Applications of Ring Topology: 


Ring topology is often used in Local Area Networks (LANs) due to its scalability and reliability. Dual 
ring topology is also used in fiber-optic networks as it provides more efficient data transmission 
than other topologies. 


Hybrid Topology 

Hybrid Topology integrates different network 
configurations to establish a more efficient and 
dependable network. Due to its scalability and 
reliability, it is often used in large-scale 
networks such as corporate networks, military 
applications, and wireless networks. Hybrid 
topology combines elements from star, tree, 
ring, and bus topologies to create an 
interconnected network with multiple 
pathways for data transmission. 


Advantages of Hybrid Topology: 
© Hybrid topology is flexible and easily adaptable to changes in the network. 


© With multiple pathways for data transmission, hybrid topology offers higher reliability. 


© The configuration of hybrid topology facilitates high scalability, accommodating 
modifications or expansions in the network. 


© By merging two or more basic networks, hybrid topology reduces the overall cost of a 
network by reducing the amount of hardware and wiring needed. 


© Hybrid topology enhances security by providing multiple layers of protection, making 
unauthorized access to the network more challenging. 


Disadvantages of Hybrid Topology: . 


© Hybrid topology can be more complex to set up and maintain, as it requires the merging of 
different types of topologies. 


© Troubleshooting a hybrid topology network is more challenging as there are multiple 
pathways for data transmission. 
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Applications of Hybrid Topology: 


Hybrid topology is often used in large-scale applications and industrial applications such as 


process control systems, as it provides a reliable connection between nodes in complex 
environments. 


1.5.2 Scalability and Reliability of Network Topologies 


Scalability and reliability are two important aspects of networking systems. These can be 
influenced by the choice of network topology. Network topology refers to the physical or logical 
layout of devices and connections within a network. Different topologies have different 
implications for scalability and reliability. 

Scalability and Reliability in Star Topology 


© Scalability: Star topology is moderately scalable. Adding more devices is possible by 


connecting them to the central hub or switch. However, the capacity of the central hub can 
become a bottleneck as the network grows. 


© Reliability: Star topology is relatively reliable. If a device or cable fails, it typically only 
affects that specific device's connectivity, not the entire network. 


Example: In a corporate office network using a star topology, as the company expands, new 
employees’ computers can be added by connecting them to the central switch. However, if the 
central switch fails, all connected devices lose connectivity. 


Scalability and Reliability in Bus Topology 


© Scalability: Bus topology is not highly scalable. Adding more devices can lead to signal 
degradation, as electrical signals must travel the entire length of the bus. Extending the bus 
often requires signal repeaters or switches. 


© Reliability: Bus topology is less reliable because a single break in the main cable can disrupt 
the entire network. 


Example: Older Ethernet networks used bus topology. If there is a cable break in the main bus, it 
can disable communication for all devices on the network segment. An Ethernet network is a 
widely used local area network (LAN) technology that enables devices within a specific 


geographical area, such as a home, office, or campus, to communicate with each other. It employs 
a protocol known as Ethernet for data transmission over a wired connection. 


Scalability and Reliability in Ring Topology 


© Scalability: Ring topology is moderately scalable. Adding more devices to the ring is possible, 
but it can become complex to manage as the number of devices increases. 


© Reliability: Ring topology can be highly reliable. Data can travel in both directions, reducing 


the riskof a single point of failure. However, if one device or cable segment fails, it can disrupt 
the entire ring. 


Example: 4 token ring network, used in some legacy LANs, forms a ring topology. If one device 
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fails, it does not disrupt the entire network, but the failed device cannot participate in 
communication. 


Scalability and Reliability in Mesh Topology 

c Scalability: Mesh topology offers high scalability. Devices can be added with ease, and each 
device has multiple paths to communicate with others, reducing congestion. 

© Reliability: Mesh topology is highly reliable. The redundancy of multiple paths ensures that if 
one path or device fails, data can take an alternative route, minimizing downtime. 


Example: Large data centers and cloud networks often use mesh topologies to ensure scalability 
and redundancy. Adding servers to such networks does not require a significant overhaul. 


Scalability and Reliability in Hybrid Topology 

6 Scalability: Hybrid topologies can be highly scalable, depending on the combination used. It 
allows for combining the strengths of multiple topologies. 

© Reliability: Reliability in hybrid topologies varies based on the components used. Redundancy 
from mesh components can enhance reliability. 


Example: A large enterprise network may use a hybrid topology, combining a st:ar topology for 
ease of management in office branches with a mesh topology for redundancy in data centers. 


1,5,3 Testing the Scalability and Reliability of a Network system 


Testing the scalability and reliability of a network system is essential to ensure that it can handle 
increasing workloads and maintain high availability under various conditions. 


Testing Scalability 

© Load Testing: Conduct load testing to evaluate the network's performance under heavy traffic 

conditions. Tools like Apache, JMeter, LoadRunner, or locust.io can simulate a larsze number of 

users or devices accessing the network simultaneously. 

Stress Testing: Stress testing involves pushing the network beyond its capacity’ to identify 

breaking points. Gradually increase the load or traffic until the network performaince starts to 

experience significant latency or fail. 

© Scalability Testing: Perform scalability testing by adding resources (e.g., servers, switches, or 
routers) to the network and measuring its ability to handle increased demand. Test horizontal 
scalability (adding more instances) and vertical scalability (upgrading existing inst.ances). 


6 Benchmarking: Compare network performance against industry standards or coinpetitors to 


assess how well it scales. 

Realistic Scenarios: Use real-world usage scenarios to test scalability, considering peak traffic 
times and growth projections. 

Performance Monitoring: Implement performance monitoring tools to continuously monitor 
the network's scalability in production environments. 
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Testing Reliability 


© Availability Testing: Test the network's availability by simulating various failure scenarios, 


including hardware failures, network congestion, and server crashes. Measure the time it 
takes to recover from failures. 


© Redundancy Testing: Evaluate the effectiveness of redundancy mechanisms, such as load 


balancing, failover, and backup systems. Simulate the failure of redundant components to 
ensure seamless failover. 


© Disaster Recovery Testing: Test disaster recovery plans to ensure data and services can be 
restored in the event of disastrous failures or data breaches. 


© Fault Tolerance Testing: Verify the network's ability to continue functioning even when 


individual components fail. Intentionally inject faults or errors into the network and observe 
how it responds. 


© Security Testing: Security is a key aspect of reliability. Perform penetration testing and 
vulnerability assessments to identify and address security weaknesses. 


© Load Balancing Testing: Verify that load balancing mechanisms evenly distribute traffic across 
servers or resources to prevent overloading and maintain reliability. 


© Continuous Monitoring: Implement continuous monitoring tools to detect anomalies and 
potential issues in real-time, allowing for preemptive maintenance and improvements. 


S Documentation and Reporting: Maintain thorough documentation of tests performed and 
their results. Provide detailed reports to stakeholders. 


1.5.4 Cloud Computing 


Cloud computing is a technology model that provides access to computing resources and services 
over the internet, rather than owning and maintaining physical hardware and infrastructure. Ina 
cloud computing environment, users can access and use computing resources such as servers, 
storage, databases, networking, software, and analytics through the internet. 


Cloud computing has become a fundamental technology for 
businesses and individuals, offering scalability, cost- 
effectiveness, and the ability to innovate rapidly without 
the burden of managing physical infrastructure. 


Key characteristics of cloud computing include: 


© On-Demand Self-Service: Users can provision and 
manage computing resources as needed, without 
requiring human intervention from service providers. 


G Broad Network Access: Services and resources are 
accessible over the network and can be accessed by 
various devices with internet connectivity. 
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© Resource Pooling: Computing resources are shared and pooled to serve multiple customers. 
Resources dynamically adjust to meet demand. 
© Rapid Elasticity: Resources can be quickly scaled up or down to accommodate changes in 
demand, providing flexibility and cost efficiency. 
© Measured Service: Usage of computing resources is monitored, controlled, and billed based 
on the actual usage. 


© Security: Cloud providers implement robust security measures to protect data and resources. 
This includes encryption, identity and access management, and compliance with industry 
standards and regulations. 


Cloud computing is typically categorized into three service models and four deployment models: 

Service Models: 

i) Infrastructure as a Service (laaS): This model delivers virtualized computing resources, 
including virtual machines, storage, and networks, via the internet. 


ii) Platform as a Service (PaaS): It offers a platform that includes tools, services, and 
frameworks for application development, without the complexity of managing underlying 
infrastructure. 


iii) Software as a Service (SaaS): SaaS delivers software applications through the internet on a 
subscription basis, eliminating the need for users to locally install, maintain, or update 
software. 

Deployment Models: 


1) Public Cloud: In this model cloud resources are owned and operated by a third-party cloud 
service provider and are made available to the general public. 


ii) Private Cloud: In this model cloud resources are used exclusively by a single organization, 
providing more control and customization over the infrastructure. 


iii) Hybrid Cloud: It combines elements of both public and private clouds, allowing data and 
applications to be shared between them. 

lv) Community Cloud: In this the cloud infrastructure is shared by several organizations with 
common interests, such as regulatory requirements or industry standards. 

Examples of Cloud Computing Services: 


© Amazon Web Services (AWS): Offers a wide range of cloud services, including computing 
power, storage, databases, machine learning, and more. 


© Microsoft Azure: Provides cloud services for computing, analytics, storage, and 
networking, along with tools for building, deploying, and managing applications. 


© Google Cloud Platform (GCP): Offers cloud services for computing, storage, machine 
learning, and data analytics, along with various development tools. 


© IBM Cloud: Provides a range of cloud computing services, including laaS, PaaS, SaaS, and 


seers 
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hybrid cloud solutions. 


1.5.6 Scalability and Reliability in Cloud computing 


Scalability and reliability are two important characteristics of cloud computing, each serving a 
distinct but interconnected purpose in ensuring that cloud services meet the demands of users 
and applications effectively. 


Scalability in Cloud Computing 


Scalability in cloud computing refers to the ability of a cloud system or service to handle 
increasing workloads, either by expanding resources (scaling out) or upgrading existing ones 
(scaling up). Scalability ensures that as the demand for computing resources grows, the cloud 
infrastructure can accommodate it without causing a drop in performance or service quality. 
There are two main types of scalability in cloud computing: 


© Horizontal Scalability (Scaling Out): Horizontal 
scaling means increasing the number of servers 
that run the application, and distributing the 
workload among them. This can enhance the 
scalability and availability of the application to 
users, as it can handle more requests and 
tolerate failures or outages of individual servers. 
However, horizontal scaling also has some 
challenges and trade-offs. It needs to design the << 
application to support distributed architecture, 
and use techniques such as load balancing, 
replication, sharing, caching, or micro services 
to manage the communication and coordination among multiple servers. Also it needs to deal 
with the complexity and overhead of managing more servers, and ensure the consistency and 
security of the data and code. 


Horizontal scaling is primarily useful for organizations that need high availability and near- 
zero downtime for their online services. Compared to vertical scaling, horizontal scaling is 
quicker and easier to accomplish. 


© Vertical Scalability (Scaling Up): Vertical scaling 
means increasing the capacity of asingle server by 
adding more resources, such as CPU, RAM, disk 
space, or network bandwidth. This can improve 
the performance and reliability of the application, 
as it can handle more requests and process them 
faster. However, vertical scaling also has some 
limitations and drawbacks. First, there is a 
physical limit to how much a single server.can be 


he 
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Reliability in Cloud Computing 


Sse AE real relates to the ability of a cloud service or infrastructure to 
aaa ieri sich intended functionality and maintain uptime, often referred to as "high 

ity." Reliability ensures that applications and services hosted in the cloud are accessible 
and perform as expected, minimizing downtime and disruptions. 

Key components of reliability in cloud computing include redundancy, fault tolerance, disaster 
recovery, and failover mechanisms. Cloud providers invest in robust infrastructure, data centers, 
and networking to maintain high levels of reliability. 

Example of Reliability in Cloud Computing: Consider a financial institution that uses cloud- 
based storage for critical customer data. To ensure data reliability and availability, the cloud 
provider may employ redundancy by storing data in multiple data centers across different 
geographical regions. If one data center experiences an outage due to unforeseen circumstances, 
the data is still accessible from other locations, ensuring that customer transactions can continue 


without significant interruptions. 
1.6 Cybersecurity 


Cybersecurity is the protection of internet-connected systems such as computers, servers, 
mobile devices, electronic systems, networks, and data from malicious attacks. It is also known 
as information technology security or electronic information security. The practice is used by 
individuals and enterprises to protect against unauthorized access to data centers and other 


computerized systems. 
1.6.1 Importance of Cybersecurity 


Cybersecurity is vital in any organization, no matter 
how big or small the organization fs. This is due to 
increasing technology and increasing software 
needs across various areas like government, 
education, hospitals, etc. Attackers target small 
and large companies and obtain their essential 
documents and information. Cybersecurity is 
becoming increasingly important in today's 
interconnected world. As more and more data is 
stored and transmitted electronically, the risk of 
cyber-attacks has also increased. 
The following points further elaborate the need for 
cybersecurity. 
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a) Protecting Sensitive Data 


With the increase in digitalization, data is becoming more and more valuable. Cybersecurity 


helps protect sensitive data such as personal information, financial data, and intellectual 
property from unauthorized access and theft. 


b) Prevention of Cyber Attacks 


Cyber-attacks, such as Malware infections, Ransomware, Phishing, and Distributed Denial of 
Service (DDoS) attacks, can cause significant disruptions to businesses and individuals. Effective 


cybersecurity measures help prevent these attacks, reducing the risk of data breaches, financial 
losses, and operational disruptions. 


¢) Safeguarding Critical Infrastructure 


Critical infrastructure, including power grids, transportation systems, healthcare systems, and 
communication networks, heavily relies on interconnected computer systems. Protecting these 
systems from cyber threats is crucial to ensure the smooth functioning of essential services and 
prevent potential disruptions that could impact public safety and national security. 


d) Maintaining Business Continuity 


Cyber-attacks can cause significant disruption to businesses, resulting in lost revenue, damage to 
reputation, and in some cases, even shutting down the business. Cybersecurity helps ensure 
business continuity by preventing or minimizing the impact of cyber-attacks. 


e) Compliance with Regulations 


Many industries are subject to strict regulations that require organizations to protect sensitive 
data. Failure to comply with these regulations can result in significant fines and legal action. 
Cybersecurity helps ensure compliance with these regulations. 


f) Protecting National Security 


Cyber-attacks can be used to compromise national security by targeting critical infrastructure, 
government systems, and military installations. Cybersecurity is critical for protecting national 
security and preventing cyber warfare. 


g) Preserving Privacy 

In an era where personal information is increasingly collected, stored, and shared digitally, 
cybersecurity is crucial for preserving privacy. Protecting personal data from unauthorized 
access, surveillance, and misuse helps maintain individuals’ privacy rights and promotes trust in 
digital services. 


—OO 
47 


Downloaded from Atta Shad College Digital Library. 


1.6.2 Cybersecurity Threats 


Cybersecurity threats are harmful acts performed b, 
individuals or groups with destructive intent that aims to 
gain unauthorized access, damage, disrupt, or steal an 
information technology asset, computer network, 
intellectual property, or any other form of sensitive data. 
The following are some common types of cybersecurity 
threats. 


Malware (Malicious Software) 


Malware is a broad category of software specifically designed to harm or exploit computer 

systems, steal data, or gain unauthorized access. Malware can take many forms and often 

disguises itself as legitimate software. Some common types of malware includes: 

© Viruses: Malicious code that attaches itself to legitimate programs and spreads when the 
infected program is executed. 

© Worms: Self-replicating malware that spreads across networks without user intervention. 


© Trojans: Software that appears legitimate but hides malicious functions, such as remote 


control or data theft. 
Ransomware: Encrypts files or entire systems and demands a ransom for decryption keys. 


Spyware: Collects user information without their knowledge, often for advertising or 
surveillance purposes. 
Phishing 


Phishing is a social engineering attack where cybercriminals impersonate trusted entities to 
deceive users into revealing sensitive information, such as login credentials, credit card details, 


or personal information. 
© Spear Phishing: Targeted phishing attacks directed at specific individuals or organizations, 


often using personalized information. 


© Email Phishing: Cybercriminals send deceptive emails that appear to be from legitimate 
sources, encouraging recipients to click on malicious links or download infected attachments. 


Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks 

DoS and DDoS attacks aim to overwhelm a target system or network with an excessive amount of 
traffic, rendering it inaccessible to legitimate users. 

@ DoS: Asingle attacker floods the target with traffic, often using multiple devices. 

© DDoS: Multiple compromised devices coordinate to flood the target, making it more 


challenging to mitigate. 


eee ee ee 
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Ransomware 


Ransomware encrypts a victim's data and demands a ransom 
for the decryption key. Payment does not guarantee data 
recovery, and victims may lose access to critical 
information. Ransomware can lead to data loss, financial 


losses (including ransom payments), and operational 
disruptions. 


Insider Threats 


Insider threats involve individuals within an organization 
(employees, contractors, or business partners) who misuse 
their access to systems and data for malicious purposes, for 
example sharing sensitive information with external 
parties. This can lead to data breaches, finaiicial losses, 


Cloud security threats 


Cloud security threats are potential risks and vulnerabilities 
that can compromise the security of data, applications, and 
infrastructure hosted in cloud environments. As 
organizations increasingly adopt cloud computing services, 
it is important to be aware of these threats and take 
measures to shrink them. With businesses moving to cloud 
resources daily, many environments are growing more 
complex. This is particularly true in the case of hybrid and 
multi-cloud environments, which require extensive monitoring and integration. 


___ Fig 1.46 - Cloud security threats 


er 


1.6.3 Protection against Cyber-Threats 
Protecting computer systems against cyberattacks is crucial in today's digital age. Various 
methods and techniques are used to safeguard systems from different types of cyber threats. 

The following are different methods and techniques for the 
protection of systems against cyberattacks. 

Use strong passwords 


Strong password security is an important aspect of Lael 
cybersecurity. A strong password helps protect users’ es. 


accounts and sensitive information from unauthorized [Zasestiisan 
access. 


‘Fig 1.47 - Strong password 
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Characteristics of a Strong Password: 


Astrong password typically possesses the following characteristics. 


é Length: Astrong password should be long, usually at least 12 characters. Longer passwords are 


harder to crack. 

© Complexity: It should contain a mix of uppercase andl 
characters (e.g.,!, @, #, $, %). 

¢ Unpredictability: Avoid using easily guessable information like names, birthdays, or common 


owercase letters, numbers, and special 


phrases. 
é Uniqueness: Use different passwords for different account 


risk if one account is compromised. 
swords: These password includes a mix of uppercase letters, lowercase 
predictable. 


5. Reusing passwords increases the 


Examples of Strong Pas 
letters, numbers, and special characters, making it complex and un 


P@sswOrd$Secur3!, Gr33nHOlid@ySROck!, Op!f@8@2002aug, B@QnESV%KpLw3! @z 


Keep your software up to date 

“Keeping the software up to date” is a fundamental practice 
in cybersecurity. It involves regularly updating software, 
including operating systems, applications, and security 
tools, to patch known vulnerabilities and protect against 
security threats. Software updates may also introduce new 
security features and improvements to better defend 
against emerging threats. Outdated software can be an easy 
target for malware. Updates help safeguard your systeM | Fig 4.48: Keeping the software up to date 
against malware attacks, such as ransomware and viruses. 

2FA (Two-Factor Authentication) 

Authentication is the process of verifying the identity of é 
user or system trying to access a resource. It ensures that 
the entity is who it claims to be. 2FA is an authentication 
method that requires users to provide two different forms 
of verification before granting access. Typically, it involves 
something the user knows (password) and something they 
have e.g. anOTP (one-time password) froma mobile app. 
e, OTP (one 


~—— 
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Fig 1.49 - Two-Factor Authentication — 


Example: Logging into an online banking account with a password and a unique cod 
time password) sent to the user's smartphone. 


Be wary of suspicious emails 


Be cautious of unsolicited emails, particula 
or contain suspicious links or attachments. 


rly those that ask for personal or financial informatio 
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Educate yourself 


Stay informed about the latest cybersecurity threats and best 


practices by reading cybersecurity blogs and attending 
cybersecurity training programs. 


Fig 1.50 - Educate yourself 
Firewalls 


Firewalls are network security devices or software that 
monitor and control incoming and outgoing network traffic. 
They establish a barrier between a trusted internal network 
and untrusted external networks (e.g., the internet) to filter 
and block malicious traffic. 


Example: Blocking incoming requests from unknown or 
suspicious IP addresses to protect a corporate network. 


Antivirus and Anti-malware Software 


Antivirus and anti-malware software are designed to dete ct, 
quarantine, and remove malicious software, such as Viruses, 
Trojans, and spyware, from a system. These software 
provide real-time scanning of files and applications, ensuring 
that known malware is not allowed to execute on the system. 


Fig 1.52 - Antivirus and anti-malware 
, __ software 


Encryption 


Encryption transforms data (plaintext) into a coded format 
(cipher text) that can only be deciphered with the 
appropriate decryption key. It ensures the confidentiality and 
integrity of sensitive data. Encryption protects data when it is 
transmitted over networks, making it unreadable to 
~~! unauthorized people even if they gain access to it. 


[eae > set 


Backup and Disaster Recovery 


Regular data backups anc disaster recovery plans ensure that 
in case of a cyberattack or data breach, critical data can be 
restored, minimizing downtime and data loss. Backup and 
recovery strategies help organizations recover from cyber 
incidents and ransomware attacks without paying ransoms. 
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Cryptography 

Cryptography is a scientific approach of securing information 
by transforming it into an unreadable format using Se) 
mathematical algorithms. It ensures data confidentiality, 
integrity, and authentication. 


CRYPTOGRAPHY 


Example: Encrypting a message with a key to protect it from 
unauthorized access during transmission. 


1.6.4 Encryption 


Data encryption is a process of converting plaintext data into an unreadable format called cipher 
text using encryption algorithms and keys. The primary purpose of data encryption is to protect 
sensitive information from unauthorized access, ensuring that even if someone gains access to 
the encrypted data, they cannot decipher it without the appropriate decryption key. Encryption 
primarily aims to achieve data confidentiality, ensuring that only authorized parties with the 
decryption key can read the protected data. 

Data encryption plays a fundamental role in moder cybersecurity, and its importance continues 
to grow as digital threats and privacy concerns evolve. It provides a strong layer of defense 
against unauthorized access and data breaches, helping individuals and organizations keep their 
information confidential and secure. 


How data encryption works: 


Plaintext Ciphertext Plaintext 


ap 


© Plaintext: This is the original, human-readable form of the data that you want to protect. It 
can be any type of digital i nformation, such as text, files, or communication messages. 

@ Encryption Algorithm: An encryption algorithm is a mathematical formula or process that 
transforms plaintext into cipher text. Different encryption algorithms have varying levels of 
complexity and security. 

© Encryption Key: Akey isa piece of information used by the encryption algorithm to control the 
transformation of plaintext into cipher text and vice versa. The key can be a numeric value, 4 
passphrase, or a combination of characters. The security of the encryption depends on the 
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strength of the key. 


The encryption process involves applying the encryption algorithm to the plaintext using the 
encryption key to produce the cipher text. This cipher text is a scrambled and unreadable version 
of the original data. To decrypt the data back into its original plaintext form, the recipient needs 


to possess the decryption key, which is used with the decryption algorithm to reverse the process. 
The whole encryption process is shown in the following Figure. 


Cryptography and Encryption are related concepts in the field of information security, but 
they are not synonymous. Cryptography is the science of concealing messages with a secret code. 
Encryption is the way to encrypt and decrypt data. The first is about studying methods to keep a 


message secret between two parties (like symmetric and asymmetric keys), and the second is 
about the process itself. 


There are two types of encryption algorithms: 
© Symmetric 

© Asymmetric 

Symmetric Encryption 


Symmetric encryption is a fundamental data protection technique, relying on a single 


cryptographic key for both encrypting plaintext and decrypting cipher text. The process is shown 
in the following Figure. 


Secret Key Secret Key 


a Secure Channel 
————————_—__——_—-—— - > ¥ 


Ciphertext 


Plaintext a 


~~ dy 


ae Receiver 
* Decryption Server ° 


Symmetric encryption is one of the most widely used encryption techniques. The objective of 
symmetric encryption is to secure sensitive information. It is used in many major industries, 
including defense, aerospace, banking, health care, and other industries in which securing a 
person's, business’, or organization's sensitive data is of the utmost importance. 


Advantages of Symmetric Encryption: 


© Speed and Efficiency: Symmetric encryption is generally faster and more computationally 
efficient than asymmetric encryption. It is well-suited for encrypting large amounts of data in 
real-time, such as data transmission or disk encryption. 
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© Strong Security: When used with strong, randomly generated keys, symmetr ic encryption 
| provides a high level of security. The encryption and decryption processes are highly secure as 
long as the key remains secret. 
Cc simplicity: Symmetric encryption is simpler to implement and faster to execute because it 
involves a single key for both encryption and decryption. 


Disadvantages of Symmetric Encryption: 

© Key Distribution: One of the major challenges with symmetric encryption is securely 
distributing and managing the secret keys. If a key is compromised, all encrypted data 
becomes vulnerable. 


© Limited Use for Secure Communication: Symmetric encryption isn't suitable for secure 
communication between parties who have never met before or don't share a pre-established 


key. 


Asymmetric Encryption 

Asymmetric encryption uses two separate keys: a public key and a private key. Often a public 
key is used to encrypt the data while a private key is required to decrypt the data. The private key 
is only given to users with authorized access. As a result, asymmetric encryption can be more 
effective, but it is more costly. The process is shown in the following Figure. 


Public Key Private Key 


a Secure Channel 
——_—<—$_——————_—> 


Ciphertext 
Plaintext ‘on 


f ’ Plaintext 


gil 
@- 3" - o 


Receiver 


arp Encryption Server Decryption Server 


ig 1.58 - As 1 - an cryption — : 


Advantages of Asymmetric Encryption: 

© Key Distribution: The use of asymmetric encryption eliminates the necessity for a secure key 
distribution mechanism. Each user or entity possesses a unique pair of keys, public and 
private, where public keys can be openly shared. This approach simplifies the complexities 


associated with key management. 

Non-refutation: Asymmetric encryption provides non-refutation, which means the sender of a 
message cannot deny sending it because only their private key can decrypt the message. 
Secure Communication with Untrusted Parties: Asymmetric encryption is ideal for secure 
communication between parties who have never met before or don't share a secret key. It 


Cc 
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enables secure key exchange for subsequent symmetric encryption. 
Disadvantages of Asymmetric Encryption: 


© Computational Complexity: Asymmetric encryption algorithms are computationally intensive 
compared to symmetric encryption, which can lead to slower performance, especially when 
encrypting or decrypting large volumes of data. 


© Key Length: Longer key lengths are needed to achieve the same level of security as shorter 
symmetric keys, which can increase the size of data and messages. : 


Contrast between Symmetric and Asymmetric data transmissions 


The contrast highlights the key differences between symmetric and asymmetric encryption, 
including their mechanisms, use cases, key distribution challenges, and computational 
characteristics. 


Symmetnc Encryptior Asymmetnic Gnanypiion 


. It uses a single shared key for both . It uses a pair of public and private keys for 
encryption and decryption. encryption and decryption. 


. In this, the same key is used by both the . In this, Public key is used for encryption, 
sender and the receiver. and private key is used for decryption. 


. It is well-suited for encrypting large . It is generally slower, and suitable for 
amounts of data. smaller amounts of data or secure key 
exchange. 


. It requires a safe channel to transmit the . It enables secure key exchange over 
secret key for key distribution. insecure channels without requiring a pre- 
established secure channel. 


. It is computationally less complex . It Involves more complicated 
compared to asymmetric encryption. mathematical operations, making it 
computationally more complex. 


. It provides better performance in terms of | 6. It is slower due to the complexity of 
speed and efficiency. mathematical operations involved. 


_ It is suitable for scenarios where a secure | 7. It is more suited for scenarios where 
key distribution channel is established. secure key exchange over insecure 
channels is required. 


. It is often used in situations where . It is commonly used for secure data 
performance and efficiency are critical. transmission, digital signatures, and 
securing Communication channels. 
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» AComputer System Overview: 
© Acomputer system is a fundamental and pervasive part of modern life, revolutionizing 
work, communication, learning, and entertainment. 
© It encompasses a combination of hardware and software component 
for various tasks. 


s working together 


Digital Operation of Computers: 

© Computers are digital machines operating on binary data and binary logic. 

| © Datais processed digitally by converting input information into binary code (0s and 1s), 
storage in memory, and execution by the CPU. 

CPU and Binary Logic: 

© TheCPU performs arithmetic, logical, and control operations on binary data. | 

© Specialized units like the Arithmetic and Logic Unit (ALU) and control unit assist in 
processing. 

© Conditional branching and looping enable decision-making and task repetition. 

| 


Input and Output in Digital Computers: 


c Results are converted back to human-readable form and presented through output 


devices. 
© Digital approach enables computers to perform tasks with high speed and accuracy. 
Data Representation in Digital Computers: 
| © Binary digits (0 and 1) and alphanumeric codes are used for data representation. 


The American Standard Code for Information Interchange (ASCII) is a common 


— 
a 


c 
alphanumeric code. 
ASCII uses 7 bits to represent 128 characters, including lowercase and uppercase letters, 


numeric digits, and special characters. 


Digital Logic and Logic Gates: 
gic is fundamental for creating electronic devices like calculators, computers, 


Cc 


¢ Digital lo 
and digital watches. 

Logic gates are building blocks of digital circuits, with inputs and outputs represented as 
LOW (0) or HIGH (1). 
Basic logic gates include AND, OR, and NOT gates, each with specific logic operations. 


Digital circuits operate using logic 0 and logic 1 to represent specific voltage levels. 
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Karnaugh Maps : 


e@ Karnaugh Maps (K-Maps) are used to simplify Boolean functions and reduce logic circuit 
complexity. 

e@ K-Maps help group ones (1s) ina truth table, facilitating simplification. 

Principle of Duality in Boolean Algebra: 

© The principle of duality allows interchange of AND and OR operators while 
complementing variables, maintaining logical equivalence. 

Uses of Logic Gates: 

© Logic gates have numerous applications in memory circuits, clock synchronization, data 
encoding/decoding, mathematical operations, digital signal processing, 
encryption/decryption, calculators, traffic light control, robotics, security systems, 


automotive electronics, home automation, medical devices, and aerospace 
applications, etc. 


Software Development Life Cycle (SDLC): 


e SDLC: is the process of creating new software products and involves various 
phases/steps. 


© Defining the Problem Phase: Clearly defining the problem or system to be developed, 
documenting requirements. 


© Planning Phase: Determining project objectives, estimating resources, and preparing 
project plans. 


e Feasibility Study Phase: Assessing technical, economic, operational, legal, and schedule 
feasibility. 

© Analysis Phase: Determining end-user requirements and evaluating the need for system 
replacement. 


e@ Requirement Engineering Phase: Identifying and validating user expectations, including 
functional and non-functional requirements. 


e Design Phase: Creating architectural and user interface designs, often using algorithms 
and flowcharts. 


@ Development/Coding Phase: Writing and coding the software based on design 
specifications. 


€ Testing/Verification Phase: Evaluating the software's functionality and performance, 
identifying and fixing defects. 


Deployment/Implementation Phase: Making the software available for use through 
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installation and training. 


© Documentation Phase: Creating detailed documentation for communication and system 
maintenance. 


© Maintenance/Support Phase: Continuously monitoring, maintaining, and enhancing the 
software. 


Software Development Models: 


@ Waterfall Model: A sequential design process with phases that do not overlap, including 
Requirements Analysis and Specification, Design, Implementation and Unit Testing, 
Integration and System Testing, and Operation and Maintenance. 


© Agile Model: An iterative development approach with phases including Requirements 
Gathering, Design, Development, Testing, Deployment, and Review. It emphasizes 
flexibility and adaptation. 


Network Topology: 

Network topology refers to the arrangement of devices in a computer network. 
Common network topologies include bus, star, ring, mesh, tree, and hybrid. 
Each topology has its own advantages and disadvantages. 

Bus topology is cost-effective but can lead to congestion. 

Star topology is easy to install and reliable. 

Ring topology provides redundancy but has limited bandwidth. 

Mesh topology is highly redundant but can be expensive. 


Tree topology combines hierarchy and scalability. 
© Hybrid topology combines multiple topologies for flexibility. 
Scalability and Reliability Testing: . 
© Scalability testing assesses a network's ability to handle increasing workloads. 
© Loadtesting, stress testing, and benchmarking are used for scalability testing. 
© Reliability testing ensures consistent performance and uptime. 
© Availability, redundancy, fault tolerance, and security testing are part of reliability 
testing. 
© Continuous monitoring and documentation are essential for both aspects. 
Cloud Computing: 


© Scalability in cloud computing involves expanding resources horizontally (scaling out) or 
vertically (scaling up) to meet demand. 
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Horizontal scalability adds more identical instances to distribute workloads. 
Vertical scalability involves upgrading existing resources within instances. 


Reliability in cloud computing ensures high availability and minimal downtime. 


Redundancy, fault tolerance, disaster recovery, and failover mechanisms enhance 
reliability. 


e@ Cloud providers invest in robust infrastructure and data centers. 


Cybersecurity: 


e@ Cybersecurity involves protecting internet-connected systems, networks, and data from 
malicious attacks. 


@_Itis essential for individuals and organizations to safeguard against unauthorized access 
to computerized systems___ 


Importance of Cybersecurity: 


e Cybersecurity is crucial for organizations of all sizes due to increasing technology usage 
and software needs. 


© It protects sensitive data, prevents cyber attacks, safeguards critical infrastructure, 
ensures business continuity, and ensures compliance with regulations. 


e@ It also plays a vital role in protecting national security, preserving privacy, and 
maintaining trust in digital services. 


Cybersecurity Threats: 


@ Cybersecurity threats include various types of malicious activities, such as malware 
(viruses, worms, Trojans, ransomware, spyware), phishing attacks, denial of service 
(DoS) and distributed denial of service (DDoS) attacks, insider threats, and cloud security 
threats. 


Protection Against Cyber Threats: 
© Strong Passwords: Use long, complex, and unique passwords to enhance security. 
© Keep Software Updated: Regularly update software to patch vulnerabilities. 


Two-Factor Authentication (2FA): Require users to provide two forms of verification for 
access. 


e Be Wary of Suspicious Emails: Avoid clicking on suspicious links or downloading 
attachments from unsolicited emails. 


© Educate Yourself: Stay informed about cybersecurity threats and best practices. 
Firewalls: Use firewalls to filter and block malicious network traffic. 


Antivirus and Anti-malware Software: Employ software to detect and remove malicious 
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software. 
Encryption: Protect data confidentiality by transforming it into unreadable cipher text. 
Backup and Disaster Recovery: Regularly back up data and have recovery plans in place. 


Cryptography: Use mathematical algorithms to secure information. 


Differentiate between Cryptography and Encryption: Cryptography is the science of 
securing messages, while encryption is the process of encrypting and decrypting data. 


Encryption: 
© Encryption involves converting plaintext data into unreadable cipher text using 
encryption algorithms and keys. 
Encryption provides datd€onfidentiality and requires decryption keys for data recovery. 
There are two types of encryption algorithms: symmetric (uses a single secret key) and 
asymmetric (uses a public-private key pair). 
Symmetric encryption is faster and simpler but requires secure key distribution. 
Asymmetric encryption uses a public-private key pair, simplifying key distribution and | 
untrusted parties. f 


a 


enabling secure communication with 


Teacher’s Guide 


implement diverse assessment strategies, including practic al exercise, quizzes and projects to 


judge students understanding of cybersecurity concepts. 


Activity 1: Encryption and Decryption 


nl 


Objective: To demonstrate the principles of encryption and decryption. 


Explain the difference between symmetric and asymmetric encryption. 


© 
plaintext and encryption algorithms (e.g., Caesar cipher) for students to practice — 


© Provide sample 
encrypting and decrypting messages. 


Create a challenge where students must decrypt a message without knowing the encryption method 


| 
} 
or key. 
Demonstrate the use of encryption software or tools for secure communication. | 


e - Discuss real-world applications of encryption, such as secure email and data protection. 


-_—_~ 
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Exercise 


fis) Select the best answer for the following Multiple-Choice Questions (MCQs). 


i What are the two fundamental digits used in binary code? 
a) Oand2 b) 1and3 
c) Oand1 d) AandB 
3. How many bits does the ASCII code use to represent a character? 
a) 8bits b) 16 bits 
c) 32 bits d) 64bits 
5. In a digital computer, what do logic levels "0" and "1" represent in terms of voltage? 
a) OV for"0" and 5V for "1" b) OV for"1" and 5V for "0" 
c) OV for both "0" and "1" d) 5V for both "0" and"1” 
4. Which of the following logic gates produces a HIGH (1) output only when all of its inputs 
are HIGH (1)? 
a) AND gate b) ORgate 
c) NOT gate d) XOR gate 
Ds Which principle in Boolean algebra involves interchanging AND and OR operators while 
complementing variables? 
a) Absorption Law b) Identity Law 
c) Principle of Duality d) Distributive Law 
6. Which principle of Boolean algebra allows interchanging the AND and OR operators 
while negating the variables? 
a) Complement principle b) Dual principle 
c) Inversion principle d) Identity principle 
Ti Which phase of SDLC involves assessing whether the proposed software/system is feasible 
in terms of resources and budget? 
a) Design Phase b) Analysis Phase 
c) Feasibility Study Phase d) Coding Phase 
8. Which phase of SDLC focuses on understanding user expectations and identifying software 
requirements? 
a) Maintenance/Support Phase b) Deployment/Implementation Phase 
c) Requirement Engineering Phase d) Testing/Verification Phase 


as 
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10. 


11. 


12. 


14. 


15. 


17. 


Which Agile model phase involves evaluating the software to identify and fix defects? 
a) Design b) Testing 

c) Deployment d) Requirements Gathering 

Which software development model is characteriz1 Fy iterative development and 
frequent updates throughout the project's lifecycle? 

a) Waterfall Model b) Agile Model 

c) Feasibility Model d) Design Model 

Which type of topology is known for its high redundancy and reliability? 

b) Star Topology 

d) Ring Topology 


a) Bus Topology 
c) Mesh Topology 


What is the main disadvantage of Ring Topology? 
b) Highcost 


d) SProne to failure 


a) Limited bandwidth 


c) Complex installation 
What type of topology combines elements from multiple topologies to create a more 


efficient network? 
a) Star Topology 


c) Mesh Topology 
What type of scalability involves adding more identical virtual machines or instances in 


b) Bus Topology 
d) Hybrid Topology 


cloud computing? 


a) Horizontal Scalability b) Vertical Scalability 


c) Linear Scalability d) Elastic Scalability 


Which of the following is NOT a common type of malware? 
b) Worms 


d) Firewall 
ymmetric encryption over symmetric encryption? 
b) Simplified key distribution 
d) Lower computational complexity 


a) Viruses 

c) Spyware 

What is the main advantage of as 
a) Faster encryption and decryption 


c) Non-repudiation 
What type of attack involves cybercriminals impersonating trusted entities to deceive 


users into revealing sensitive information? 
a) Malware attack b) Denial of Service attack 


c) Phishing attack 
What type of encryp 
a) Asymmetric encryption 


c) Symmetric encryption 


d) Insider threat 
tion uses a single, secret key for both encryption and decryption? 
b) Public-key encryption 
d) Triple DES encryption 
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19. What does 2FA (Two-Factor Authentication) require for user access? 

a) Two different passwords b) Two different encryption keys 

c) Twodifferent authenticationmethods d) Twodifferent user accounts methods 
20. What is the primary purpose of a firewall in cybersecurity? 

a) Encrypting data b) Monitoring network traffic 


c) Blocking malicious traffic d) Generating strong passwords 


‘he Give short answers to the following Short Response Questions (SRQs). 

What is the principle of duality in Boolean algebra, and why is it important in digital logic? 
How memory circuits use logic gates? Give their significance in digital systems. 

Provide two examples of data encoding and decoding applications that involve logic gates. 
Give three uses of logic gates. 

What is the primary purpose of the Software Development Life Cycle (SDLC)? 

Name the different phases of SDLC. 

Why feasibility study is important in the SDLC? Give three reasons. 


oN AMR WD Oo 


How does the design phase contribute to the development of a software system? 


ve) 


What is the significance of testing/verification in SDLC? 


—s 
oO 


. Give three advantages and 2 disadvantages of Bus Topology in networking? 


— 
— 


. How does Mesh Topology provide redundancy in network communication? 


_ 
nN 


. Compare and contrast Horizontal Scalability and Vertical Scalability in cloud computing. 


=k 
w 


. Define cybersecurity. Also give its significance in today's interconnected world. 


_ 
> 


. Name three common types of cybersecurity threats. 


_ 
ui 


_What is the role of encryption in cybersecurity, and how does it protect sensitive data? 


= 
Oo 


. Differentiate between symmetric and asymmetric encryption methods. 


— 
~s 


. Why is it essential for individuals and organizations to keep their software up to date in terms 
of cybersecurity? 


ok 
co 


_ What is 2FA (Two-Factor Authentication)? Give its importance in securing user accounts. 


_ 
oO 


. What is the primary purpose of a firewall in network security, and how does it work? 


nN 
oO 


_What are the characteristics of a strong password? Give two examples. 
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‘tm ' Give long answers tothe following Extended Response Questions (ERQs). 
1. Design logic circuits for the following Boolean functions. 
i) E1= (A+B). (A+B) 
li) E2=(A.B) + (A+B). (C) 
iii) E3=(A.B+C) +A. (C+B) 
iv) E4=(A+B).B+(A+C) 
vi) E6=xz+xy 
2. Draw Truth tables for the Boolean functions in Q1. 
3. Simplify the following Boolean functions using K-Maps method. 
i) E1=(A.B)+(A.B) + (A.B) 
ii) E2=(A.B.C) + (A.B.C) + (A.B.C) + (A.B.C) 
iii) E3=(A.B.C) + (A.B.C) + (A.B.C) + (A.B.C) 
iv) E4=(A.B.C) + (A.B.C) + (A.B.C) + (A.B.C) + (A.B.C) 
vi) E6=xz+xy 
Compare and contrast the Waterfall model and Agile model in software development. Which 


4. 
one do you think is more suitable for modern software development, and why? 

5. Discuss the role of requirements engineering in SDLC. What are the challenges and benefits of 
gathering and managing requirements effectively? 

6. Outline the various methods of system deployment/implementation mentioned in the text 
(Direct, Parallel, Phased, Pilot). Provide real-world scenarios where each deployment method 
would be most suitable. 

7. Explain Bus, Star and Ring network topologies. Give their advantages and disadvantages. 

8. Inthe context of cloud computing, elaborate on the concepts of scalability and reliability. 
How do these concepts contribute to the effectiveness of cloud services? Provide a real-world 
example. 

9. Explain Symmetric and Asymmetric encryption methnds in the context of cybersecurity. 

10. Imagine you are responsible for the cybersecurity of a large organization. Describe a 


comprehensive cybersecurity strategy that includes multiple layers of defense against various 


threats. 


| os 
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is) Activity 2: Logic Gates 
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1: Logic Gates Simulation: . 


Cc 


Use digital logic simulator software (e.g., Logisim https://sourceforge.net/projects/circuit, 
Digital Works https: / / download. freedownloadmanager.org/Windows-PC /Digital-Works/FREE- 
3.0.4.38.html) to create logic gate circuits. 


Assign students various logic gate combinations and ask them to simulate and observe the outputs 
for different input combinations. 

ce Challenge them to design specific logic gate circuits to perform basic functions like addition, 
subtraction, or even a simple calculator. 


2: Truth Table Construction: 


© Provide students with Boolean expressions and ask them to construct truth tables for those 
expressions. 


Include expressions involving AND, OR, NOT, NAND, and NOR gates to cover a variety of scenarios. 
: Karnaugh Map Practice: 
Give students Boolean functions and ask them to simplify them using Karnaugh Maps. 


© 
3 
Cc 
© Provide various examples with different numbers of variables to challenge their simplification skills. 
4: Logic Gate Applications: 

Cc 


Present real-world scenarios where logic gates are used, such as traffic light control or elevator 
systems. 


e¢ Ask students to design logic circuits to simulate these scenarios using digital logic simulator 
software. 


5: Hands-On Hardware Activity: 


co 'f available, conduct a hands-on activity where students build simple logic gate circuits using 
breadboards, LEDs, and logic gate ICs. 


\c This will give them a tangible understanding of how logic gates work in hardware. 


various phases. 


Use visual aids and diagrams to illustrate the different phases of SDLC. 
1: Phases of SDLC: 

© Createa worksheet or handout with a list of SDLC phases and brief descriptions. 

© Askstudents to match each phase with its description. ¥ > =4 

© Discuss the correct answers as a Class. 
2: Case Study Analysis: 


\° Provide a real-world case study or scenario related to software development. : 
© Askstudents to identify which phase of the SDLC each part of thescenariocorrespondsto. = s—> 


~— 
Nem as eee _ 
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c Encourage students to discuss their answers and reasoning. : 
3: Feasibility Study Exercise: 


Divide students into groups. 

© Provide each group with a different software project idea. 

© Ask them to conduct a feasibility study for their assigned project, considering technical, economic, 
operational, legal, and schedule feasibility. 


© Have each group present their findings to the class. 
| 4: Requirement Gathering Practice: 
© Give students a simple problem or task (e.g., creating a mobile app for a specific purpose). 
© In pairs or small groups, have them brainstorm and document functional and non-functional 
requirements for the software. 
© Share and discuss their requirements with the class. 


5: Coding Practice: 
© Depending on the programming languages students are familiar with, assign coding exercises related 


to a specific phase of the SDLC. 
© Forexample, you can provide a coding task related to the development phase, where students write _ 
code to solve a problem. | 
6: Testing and Debugging: | 
© Present a buggy code snippet to the class. 
© Askstudents to work individually or in pairs to identify and fix the errors (bugs) in the code. | 
© Discuss common debugging techniques and strategies. 
7: Deployment Strategies: 
© Explain the four deployment/implementation methods mentioned in the text 
Implementation, Parallel, Phased, and Pilot). 
© Discuss scenarios in which each method might be appropriate. | 
© Have students analyze and choose the most suitable deployment method for a given project — 


(Direct | 


scenario. 
8: Documentation and Maintenance: 
© Provide students with a sample software documentation template. 
© Ask them to create documentation for a hypothetical software project, including user manuals, | 


j 
system architecture diagrams, and maintenance plans. 
© Encourage them to discuss the importance of documentation in the maintenance phase. | 


9: Comparison of SDLC Models: 
© Discuss the two common SDLC models mentioned in the text: Waterfall and Agile. 
| 


© Divide students into two groups, with one group focusing on Waterfall and the other on Agile. | 


© Have each group prepare a presentation comparing the advantages and disadvantages of their 


assigned model. , 
i 


ei 
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(G ft | Activity 4: Network Jepplogy Exploration 


Pplactive: To introduce students to different network topologies and their advantages and 
disadvantages. 
€ Provide students with the text on network topology. 


Divide students into groups and assign each group one type of network topology (e.g., bus, star, ring, 
mesh, tree, hybrid). 


Have each group create a presentation or poster that includes: 
€ Anexplanation of their assigned topology. 

© Advantages and disadvantages of the topology. 

€ Real-world applications of the topology. 

Each group presents their findings to the class. 


Engage in a class discussion about which topology might be suitable for different scenarios (e.g., a 
‘¢ small office, a ae aU adata ee. ; . 


— te we ee ee ee 


oF Activity a: ae Network k Scalability and Reliability 


Objective: To demonstrate how to test the scalability and reliability of anetwork system. 
C€ Introduce the concept of network testing as discussed in the text. 


€ Provide students with a simulated network environment (virtual machines, switches, routers, etc.) 
using network simulation software. 


© Instruct students to perform the following tests on the simulated network: 
© Load testing: Simulate heavy traffic to assess network performance. 
€ Stress testing: Push the network beyond its capacity to identify limitations. 


€ Scalability testing: Add resources to the network and observe its ability to handle increased 
demand. 


| 
} 
| 
© Redundancy testing: Test failover mechanisms and redundancy. 
© Have students document the results and any issues encountered during testing. 


© Discuss the importance of these tests in real-world network maintenance and troubleshooting. 


eit | Activity ¢ 6: Phishing Awareness) 


—_—-—--- ee —— — 


(apc To raise awareness about phishing attacks and teach students how to identify phishing 
attempts. | 


© Show examples of phishing emails to students and discuss the common elements and red flags. 


© Create a quiz or scenario-based exercise where students must identify phishing emails from 
legitimate ones. 


© Provide tips on how to verify the authenticity of emails and websites. 


mee = ee a ee eee te tt a at tt 
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emonstrate how to check email headers to identify phishing attempts. 
. scuss the consequences of falling for phishing scams and how to report them. 


ee eee 
SE SS —— 
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cll Activity 7: Firewall | Configuration 


Install a software firewall on the lab computers (if not already installed). 

xplain the basics of how firewalls work, including inbound and outbound traffic filtering. 

uide students through the process of configuring firewall rules to allow or block specific applications 

or ports. 

Provide scenarios where students must create firewall rules based on security requirements. 
Discuss the importance of keeping firewalls up to date and monitoring firewall logs for suspicious 

activity. 


ae me ee ee —_— =< ~ = - 
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ta eee 8: Cberseity Threat Analysts 


——_ 


courage students to stay updated on cybersecurity news and trends and share relevant articles or 


“rep ortsin Class. 
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% ~ After completing this lesson, you will 
be able to: 


c plan, develop, systematically test, and refine computational artifacts for problem 
solving. 


€ apply commen search, and sort algorithms. cl 


a — - - _—— — — = 


Pattern 
Recognition 
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UNIT INTRODUCTION 

Compu 
a onal ie BIS used to solve real word problems relevant to any topic or aspect of our life, 
ec e education, healthcare, Transportation, economics. A problem is a challenge or 
: e a“ which a solution is required. The process of analyzing that situation and accordingly 

andling it is referred as problem solving. 
. Computational thinking is a thought process that helps us to understand the problem and solve it 
in a way that computers do. Computational thinking equires understanding the capabilities of 
ROMMPULETS. For example, computers process the input in a faster and reliable way and it works by 
following the input-process-output model. 

To solve problems in any field including computer science, we can apply computational thinking. 
The solution of a problem where computational thinking is applied uses the following properties: 


Abstraction: 
Simplifying a problem or system by focusing on the most relevant aspects while ignoring ~ 


unnecessary details. It is about looking at the big picture without getting lost in the tiny details. 


Consider the task of Creating a website 
‘+ustraction is to focus on the main design and functionality without getting into the coding 
details. Think about the layout, colour scheme, and user interaction, rather than every line of 


code. 


Decomposition: 
Breaking down a complex problem into smaller, more manageable sub-problems or tasks. 


ae 
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Consider the task of Developing a mobile app 


Decomposition is to break the task into smaller parts like designing the user interface, coding 


specific features (e.g., login, navigation), and handling data storage. Each part becomes a 
manageable sub-task. 


Pattern Recognition: 
Identifying patterns or trends within data, problems, or solutions. 
Consider the task where we need to analysing user behaviour on a website. 


Pattern Recognition is to identify trends, such as which pages users visit the most or common 
paths they take. This helps in making improvements based on observed patterns. 


Algorithmic Design: 


Developing a step-by-step solution to solve a problem. 


2.1 Computational Artifacts 


Computational artifacts refer to human made objects and systems using computational thinking. 
An artifact is a byproduct of software. Particularly in computer science, the computational 
artifacts could include programs, websites, videos, simulations, databases, digital animations, 
software systems, e-commerce platforms, and mobile applications. 


2.1.1 Computational Artifacts in Software Development 


In software development, the artifact could be an object that helps to describe the architecture, 
design, and function of software. There are a range of different artifacts generated during the 
lifecycle of software development as shown in the Fig 2.2. The artifacts are considered important 
because they make the process of developing software easy. 


Meeting notes/ \ ; Source code 


Images 


Diagrams Software 


documentation 


Fig 2.2 - Computational Artifacts in Software Development Lifecycle 
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The artifacts generated during computational thinking in the software development process are 
the objects to be used before starting the coding phase. Artifacts define the behavior of a 
software with the help of some control sequences. By using these artifacts, software developers 
can easily understand how software works without requiring going into coding complexities. 


2.1.2 Computational Solution Design 

During the computational thinking, following are the commonly used computational artifacts. 

a. Design Methods 

@ Algorithms 

© Flowcharts 

@ Pseudocode 

Algorithms, pseudocodes, and flowcharts serve as a structured and systematic representation of 
a computational process. 

Algorithms: While solving a problem using a computer, the first step is to think about the 
algorithm. An algorithm is a step-by-step set of instructions that defines how a specific problem 
should be solved. It is a high-level description of the solution without worrying about the 
implementation details such as specific programming language. Algorithms are normally written 


in natural language. 


Example 
Let's consider a simpler example and write algorithm to add two numbers. 


Algorithm: Add Two Numbers 
1. Input two numbers, let's call them num1 and: 
num2. 
2. Addnum1 and num2 together. 


3. Store the result in a variable, let's callit sum. ‘aut numd 


4. Output the value of sum. 
Flowchart: Flowchart is another tool used in the process 
of algorithm design. This provides a visual representation 
of flow and logic using defined symbols. Flowcharts are 
mostly helpful in explaining complex loops and decision- 


Input mum2 


_— 


making processes. poe See 
Example Qutputsum 


Flowchart: Add Two Numbers 


Fig 2.3 - Flowchart: add two numbers 
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Pseudocode: Once you have devised an algorithm, now it's time to create pseudocode. 
Pseudocode is an intermediate step between the algorithm and actual programming code. It's a 
more structured and semi-formal way of representing the algorithm using a combination of 
natural language and simplified programming constructs. Pseudocode helps in explaining the 


logic and structure of the algorithm before starting programming. It can be thought of as a 
detailed plan of how the algorithm should be implemented. 


Example 
Pseudocode: Add Two Numbers 
// Step 1: Input two numbers 
Input “Enter the first number: "into num1 
Input “Enter the second number: “into num2 
// Step 2: Add the two numbers and store result in sum 
sum <-num1 + num2 
// Step 3: Output the result 


Output "The sum of two numbers is: " sum 


Algorithms - Pseudocode 


However, it is important to note that the above sequence can vary depending on the complexity of 
the problem and your personal preference. Some programmers may skip flowcharts and go 
directly from algorithms to pseudocode or even from algorithms to writing code; especially for 
simpler tasks. 


Let's consider another example to check whether a given number is even or odd and write 
algorithm, pseudocode and also draw its flowchart. 


Algorithm: Check Even or Odd 
1. Input anumber, let's call itnum. 
2. Check if num is divisible by 2. 
3. If the remainder is 0, output “The number is even." 


4. \f the remainder is not 0, output “The number is odd.” 
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Pseudocode: Check Even or Odd , 
// Step 1: Input a number 
Input “Enter a number: "into num 
// Step 2: Check if the number is even or odd 
if num % 2 =O then 
// Step 3: Output result for even number 
Output " number is even." 
else 
// Step 4: Output result for odd number 
Output " number is odd.” 
end if 
Flowchart: Check Even or Odd 


INDUt Ti 


b. Algorithm Design 

The primary goal of pseudocode is to convey the algorithm's logic in a clear and understandable 
way, irrespective of specific programming language conventions. 

Pseudocode writing is not standardized and there isn't a universal set of rules for its formatting. 
However, certain conventions are commonly used. Below is a set of guidelines that are often 
followed, but keep in mind that these are not strict rules, and you can adapt them based on your 


preferences or the requirements of a specific solution: 
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Font, Size, Style: 
Font: It is typically written ina plain, easy-to-read font. 
Size: Use a standard font size that is easy to read, often around 10-12 points. 
Style: Italicizing or bolding keywords is sometimes done for emphasis, but it’s not a strict rule. 


Indentation: 


Use consistent indentation to visually represent the structure of your code. Commonly, 2-4 spaces 
or a tab character is used for each level of indentation. 


Case: 


While pseudocode is not case-sensitive, using uppercase for keywords and lowercase for variables 
can enhance readability. For example, FORi FROM 1 TO nor if condition then. 


Line Numbers: 
Including line numbers is optional and depends on personal preference or the requirements of a 
specific project. Line numbers can aid in discussions about the algorithm. 


Comments: 


Comments are essential for explaining the logic. They are often denoted by symbols like // for 
single-line comments or /**/ for multiline comments. 


Data Type Keywords: 


Some pseudocode styles use data type keywords like INTEGER, STRING, etc., to indicate the type 
of a variable. However, this is optional. 


Variable Assignments & Declarations: 


Variables can be declared using DECLARE or simply by mentioning them. Assignments are often 
denoted using 9 or :=. 


Common Operators: 

Use standard operators such as +, -,*, /, =, <,>, <=, >=, != to represent common operations. 

Key Commands: | 

Key commands like INPUT, OUTPUT, FOR, IF, WHILE can be used to represent specific actions or 
control structures. 

2.1.3 Planning and Developing a Computational Artifact 

The following steps are used for planning and development of an artifact. 

a. Define the problem: State the problem you are trying to solve in clear and concise terms. 


b, List the inputs (information needed to solve the problem) and the expected outputs (what 
the algorithm will produce as a result) 


c, Plan: 
i) Outline the logic: For this purpose, breakdown the problem into smaller problems and 
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consider how to solve each one. 


" setae Data Structures: A data structure is a storage to save and organize the data. We have 
different types of data structures such as array, stack, queue, etc. The choice of data 
structures is determined by considering the merits and drawbacks associated with each 


specific data structure. 


iii) Choose Control Structures: enables to determine the order of program execution. The 


sequential order of execution is disturbed in two aspects: 


© skip some program statements. This is usually done with the help of conditional statements. 


© repeat one or more program statements. This is done by using loops. 


Those control structures are selected that are most appropriate for over solution. 


d. Development: Describe the steps needed to convert or manipulate the inputs to produce 
the outputs. Start at a high level first and keep refining the steps until they are effectively 
computable operations. Keep the process simplified and remember that the number of steps 


should be finite. 
e. Test the algorithm: choose data sets and verify that your algorithm. 


5 


Example 


To solve this example, we need to have some domain knowledge first about the problem. 


Jeroo is a Kangaroo like animal. A Jeroo can pick flowers from a location and can plant them to 
some other. The Jeroo moves by hopping in the four directions e.g. forward, backward, right and 


2 


List inputs 
and 
outputs 


Define 
problem 


Test 


algonthm : 
Outiine: 


the topic 


Development 


Structures 


e Development L cycle 
leveLor Ment t Te ycte 


left. As the Jeroo hop; it must avoid water, nets, and other of it kind. 


sciences assassins: 
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Problem Definition 


Consider the given diagram, where the field is divided into 5x5 matrix and a Jeroo is available at 
position (0, 0) facing East. The flower is located at (3, 0). Write an algorithm where the Jeroo 
picks the flower and plant it to another location (3, 2). After its plantation, the Jeroo should move 
one hop East and stop there. Assume there are no other Jeroos, flowers or nets available in the 
field. Top left corner of matrix is (0,0) values of x increases horizontally and y downwards. 


Finish 


List of inputs & Outputs | 


Inputs: 


Outputs i 


Jeroo starts location (0, 0) flower new location (3, 2) 


. flower current location (3, 0) | Jeroo should stop one hop East 
Plan: . 
Breakdown the problem: 


Pick flower 
Put flower 
Move East 


Development: 
Pick Flower 


Hop 3 times 
take the flower 


Put Flower 
Turn right 
Hop 2 times 


cas 
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Plant the flower 
Move East 
Turn left 
Hop 1 time 
After the development of the algorithm, try to refine it by asking yourself the following questions: 
€ Does the developed algorithm solve some specific problem of could it may be generalized. 
For example: 


The algorithm that finds the area of a circle having radius of 3 meters (formula A=113’) solves a 
specific problem, but it could be made generalized by using the formula A=nr” 


© Can the developed algorithm be made simplified? 
For Example: 7 
The formula for calculating perimeter of square is: 
Perimeter of square = side + side + side + side 
Asimple formula would be: 
Perimeter of square = 4 x side 


2.1.4 Testing Computational Artifacts 

The computational artifacts should be tested by 
considering potential logical errors. For example, you should 
think what would happen if a user enters invalid or a certain 
out of range input. Testing and accordingly refinement of 
solution is the iterative process of a computational artifact. 


a) Tracing an Algorithm 
gorithm is also known as a “desk check'or dry-run". The programmers convert the 


Tracing of al 
ompilation and execution. But 


algorithms to code that is ultimately handed over to computer for c 
before going to write code for an algorithm, we manually verify that the algorithm works 


correctly. For this purpose, trace method is used that hand simulate the execution of your 
algorithm, keep change track of variable values and flow of logic control. 


Tracing of Algorithm involves the following: 
a. Understand the Algorithm: Before tracing is started, thoroughly understand the algorithm's 


logic flow. 
b. Choose Test Input: To trace the algorithm it requires input; a complete set of input is there- 


fore chosen at this point. 


ee 
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c. Initialization: Initialize the variables and data structures. This helps in setting up the 
algorithm in its initial state, where the algorithm has never run before. 
a. Trace Each Step: hand execute the algorithm step-by-step, tracking the flow of control. For 
each step of algorithm, do the following: 
€ Track record Inputs: write the input values and variable values relevant to that step. 


© Perform processing: Do computation / perform the operation specified in that step of 
algorithm. 


€ Update Variables: keep an eye on the changes in the variable values and data structures 
in response to performing operation. 


© Go by Control Flow: Normally, the steps of algorithms are followed sequentially but 
sometime this sequence is broken by loops, conditional statements, and function calls. 
Therefore, we need to track how an algorithm decides which step to execute next. 


e. Repeat Until Completion: Tracing the algorithm continues step by step until we reach the end 
of algorithm. 


f. Verify Output: At the end, evaluate the final output and ensure that it matches our 
expectations based on the given set of inputs. 


Example: 
Let's take example of Jeroo that we solved in previous topic and apply algorithm tracing. 


a. Understand the Algorithm: What we need to do, from where we need to pick flowers and 
to which location, we need to plant flower. 


b. Choose test Input: In the example flower pickup location e.g. (3,0) serves as input 

c. Initialization: Initial position of Jeroo and Initial position of flower 

d. Trace eachstep: 
Track record input: Jeroo's location, flower's location are the input variables. 
Processing: Taking moves, taking turns, picking flower, putting flower are the action that 
require processing. 

© Update variables: Jeroo's location and flower's location will be updated after each step 

movement of jeroo and flower pick /put action respectively. 


© Gobycontrol flow: follow the algorithm e.g. sequentially. 


e. Repeat until Completion: take moves and turns until the jeroo is reached its destination 
and flower is placed at the designated location. 

f. Verify output: verify whether the completion done in above step is same as desired in the 
problem statement. 
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Trace Tables: The dry run of an algorithm can be done with a technique known as Trace Tables, | 
These tables show the variables change at each stage in the algorithm. The trace tables generate _ 
the output on a given set of input data to test if algorithm is giving expected output. It also helps 
to check that our logic is correct and find logical errors, if any. 


Example: Consider the following the pseudocode and accordingly its trace table. 


Trace Table 


. PRINT number 
. FOR i from 1 to 3: 
. number = number +5 
. PRINT number 
. PRINTF “2?” 


Pseudoco 
Example: Start 
Consider the same example, we discussed re 
in the chapter above. Read ti 
. m=n*c 


. print m 

. C=C+1 

. Repeal steps 4 to 6 
while (c<=10) 

. End 


Ca 
ae Teacher’s Guide 


"CS Unplugged: Computational Thinking Activities” 


https: //www.csunplugged.org/ 
This resource provides a series of activities designed to familiarize students with computational 


thinking principles such as problem decomposition, algorithms, and testing. These activities serve as 


an excellent introduction to the fundamental aspects of creating computational artifacts, all without 


the requirement of computers. 
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b) Algorithms Evaluation Parameters 

Algorithms are evaluated using a variety of criteria and methods to assess their performance, 
efficiency, and correctness for specific tasks. The evaluation process determines whether an 
algorithm meets its intended objectives. The following are some common ways to evaluate 
algorithms, however at advanced level there are many other ways also. 


Correctness: 
Correctness is considered the most fundamental evaluation parameter. An algorithm must 
produce the desired output for all possible valid inputs. Therefore, various inputs are tried during 


evaluation of algorithm. 


Efficiency: 

Efficiency of an algorithm deals with time and space (amount of memory) complexity. The time 
complexity refers to the amount of time taken by an algorithm to run and space complexity refers 
to the amount of memory required to run that algorithm. 


Clarity: 
This refers to how easily the algorithm's logic and steps can be understood by humans involved in 
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the software development lifecycle. 
Reliability: 


apie, peters to the ability to always produce correct and accurate results when the algorith 
S given a set of inputs. A reliable algorithm should always perform the required task with a hig 
degree of accuracy and consistency. | 


2.2 Common Computing Algorithms ; 


Different problems require different types of algorithmic 
techniques to solve the problems. Similarly, different 
programmers prefer to use different algorithms to solve the 
same problem. There are many algorithms that have been 
pre-developed because they are considered fundamental 
and commonly used in solving daily life problems. Few of 
them are discussed in the below sections. 


2.2.1 Sorting Algorithms: 
The sorting algorithms are used to arrange data in a useful manner (Such as ascending or 
descending order). Various methods of sorting are used for example Insertion sort algorithms, 
Bubble sort algorithms, etc. 
a) Insertion sort algorithm 

in Insertion sort, we compare adjacent elements and sort them if they are not in correct order. 


While comparison, the smallest element is selected and swapped with the element that is placed 
at first location. This is the first iteration, and we will continue until all elements are sorted. At 


Sorted output 


the end, we have an array of sorted elements. 


i. Working of insertion sort algorithm 
Consider the following array of unsorted elements which need to be sorted in ascending order. 


For ease let's use four colors to represent four different things in the given array 


© Yellow color for unsorted array. 
© Blue color for elements to be compared in the unsorted array. 


© Greencolor for sorted array. 
© Redcolor for elements that are not correct in the sorted part of array. 


At the start, all elements are colored yellow 


Assuming first element (12) is already sorted. 
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NN 
We pick the second element (31) and compare with the adjacent element with sorted array. 


jaaifist| 25 |e | 32 | 17 | 


Because 31 is larger than 12. It means that first element is already in correct order. 


Now, move to the next element (25) and compare it with adjacent element in the sorted array 
(25 with 31). 


Here, 25 is smaller as compared to 31. It means, 31 is not at its correct position, therefore, swap 
both the elements 25 with 31. 


Along with swapping, we also need to check and compare it with all elements in the sorted array. 


Till now, the sorted array contains one element (12). So, 25 will be compared with 12. Here, 25 is 
greater than 12. So, the sorted array remains same. 


We now move forward to next element that is 8 and compare it with its adjacent element in the 
sorted array (31). 


After the above swapping, you will note that elements 25 and 8 are not in its correct order. 


EXEIE 


So, accordingly swap them. 


Now we move to the next elements that is 32 and compare it with adjacent element in sorted 
array that is 31. 


similarly 32 will be comapared with previous element in the sorted array there will be no change 
bacause they are aleady sorted. 


No swapping is required because they are already sorted. 


Eta 
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Here we will take the next element that is 17 and compare it with its adjacent element in sorted 


array that is 32. 
Pe [a2 [2s [1 | 32 | 17 | 


32 is greater than 17. So, swap them 


[8 [v2] as] at] a2 | 7 


This swapping will make 31 and 17 unsorted. 


[3 [+2 | 2s Siem 22 
[8 [12 [25] 17] a1] 2 | 


So, swap them too. 
Now, this will make 25 and 17 unsorted. ) 


So, swapping them again. 


Now, the sorting process iycomplete as the array is in correct order. 
ii) Insertion Sort in context of Computational Thinking 
Let's solve the Insertion sort by applying the computational thinking properties. 


Abstraction: 
Organize a collection of items by repeatedly picking up each item and inserting it into 


its correct position relative to the items already sorted. This will gradually build a sorted 


collection by inserting items in the right order. 
Decomposition: 


Sub-Processes: 
Pick and Insert: For each item, pick it up and insert it into the sorted collection. 


Correct Position Logic: Determine the correct position for each item in the sorted 


collection. 
Pattern Recognition: 
Repetition: The process involves repeating the steps for each item. 
Building Order: The algorithm focuses on building a sorted collection incrementally. 


Ordered Comparison: It employs comparisons to determine the correct position of each 


item. 
Algorithmic Deign 
1.Start with the second element: 


Begin with the second element of the array (assuming the first element is already sorted’). 


nent 
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se 
2. Pick the current element: 
Pick the current element and remember it. 
3. Compare with sorted elements: 
Compare the current element with the elements in the "sorted" part of the array. 
4. Shift larger elements to the right: 


If the current element is smaller than the elements in the "sorted" part, shift those larger 
elements to the right to create space. 


5. Insert the current element: 
Insert the current element into its correct position in the “sorted” part. 
6. Repeat for each element: 
Repeat these steps for each element in the array, gradually expanding the “sorted” part. 
b) Bubble sort algorithm 


In Bubble Sort algorithm, we repeatedly compare and swap the adjacent elements if they are not 
in correct order. 


If we need to sort the array in ascending order, then bubble sort algorithm starts by taking first 
element of the array and compare it with the second element first iteration. Suppose if the first 
element is greater than the second then it will swap these elements, and then move forward to 
compare the second element with the third element, and it continues until the largest element 
reaches the last place in the array. 


We need to repeat this process (iteration) until the complete list is sorted. 


!, Working of Bubble Sort Algorithm 


Consider the following array of elements: 


(13 | 32 | 26 | 35 | 10 | 
First Iteration 


Take the first element and compare it with its adjacent element 


Here, the first element (31) is small than the second element (32), soit is already sorted. 
Now, the second element and compare it with next adjacent element (e.g. 32 with 26). 


Here, 32 is greater than 26. So, we need to swap them both. After the swapping, array will look 


like this: 
[13 | 26 | 32 | 35 | 10 | 
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N Be ok 
aS take third element and compare it with its next adjacent (e.g. 32 with 35). No swapping is 
required because 35 is greater than 32 


Now, we will compare 35 with 10. 


Here, 35 is greater than 10 and need swapping. 
1s element 35 has reached at the last place of the array. At the end of first iteration, the array 
will look like this: 


Now, its time for second iteration. 


Second Iteration 
In second iteration, we will follow the same process. 


Here, 32 is greater than 10. So, perform swapping operation. 


= 


Similarly, next iteration will be done. 


Third Iteration 
In third iteration, we will follow the same process again. 


Now, move to next iteration. 


Fourth Iteration 
Again follow the same process the array is completely sorted now. 


[10 [13 [ 26 [ 32 [5] 
—————— oe 
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ii. Bubble Sort in context of Computational Thinking 


Let's solve the Bubble sort by applying the computational thinking properties. 
Abstraction: 


Organize a collection of items by repeatedly comparing and swapping adjacent items until the 
entire collection is sorted. It will perform iterative comparison and swapping to achieve order. 
Decomposition: 


Sub-Processes: 
1. Adjacent Comparison: Compare each pair of adjacent items. 
2. Swap Logic: If a pair is out of order, swap them. 
3. Iteration: Repeat the process until the collection is sorted. 
Pattern Recognition: 
Pairwise Comparison: The algorithm focuses on comparing and adjusting adjacent pairs. 
Iterative Process: The sorting process is achieved through multiple iterations. 


Repeating Patterns: The comparison and swapping steps are repeated until the entire 
collection is in order. 


Algorithmic Design 
1. Start from the first element of the array. 
2. Compare the first element with the adjacent element. 
© lf the first element is greater than the adjacent element, swap them. 


© if the first element is smaller or equal, do nothing and move to the next pair of 
elements. 


3. Move to the next pair of elements and repeat the comparison and swapping process. 
© Continue this process until you reach the end of the array for the first Iteration. 
4. After the first Iteration, the largest element is guaranteed to be at the end of the array. 


@ Youdon't need to consider this element in the subsequent passes since it is already 
in its correct position. 


5. Repeat the above steps for the remaining elements (excluding the ones that are already 
sorted). 


©  |neach Iteration, the next largest unsorted element will be placed in its correct 
position. 


6. Continue this process until the entire array is sorted. 


@ Thenumber of Iterations required is one less than the total number of elements in 
the array. 


Both Insertion Sort and Bubble Sort are basic sorting algorithms. The choice of sorting algorithm 
depends on the specific requirements of your problem. Following are some generic guidelines 
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at could be helpful while selecting any sorting algorithm. However, there are some advanc 


er class. 


sorting algorithms available that you would probably study in your high 


= 
Sr PVT 
rtion 


Bubble Sor 


Insertion Sort Bubble Sort 
Use for a small number of | Use for a small number of 
items items 
nearly sorted data nearly sorted data 
Prectical applications Educational purposes 
Educational purposes 


- 


When to use 


Example 


Sorting a Shelf of Books: 


alphabetical order. Compare different methods: 
Sort: Pick up each book one by one. Insert each book into its correct position on 


Imagine you have a shelf of books that you want to arrange in 


© Insertion 
the shelf relative to the books you're already holding. 
© Bubble Sort: Compare each pair of adjacent books from left to right. If a pair is out of 


order, swap their positions. Continue this process, moving from left to right, until the entire shelf 


is sorted. 
Algorithm Evaluatio 
efficiency of the sorting algorithm. 


2.2.2 Searching Algorithms: 
The searching algorithms are used to search desired element 


that is available in some group of elements. Like sorting, 
rching methods are available for example Binary 


n -> Efficiency: The time it takes and the number of movements represent the 


various sea 
Search algorithms and Linear Search algorithms. 


a) Binary Search algorithm 
This search method works on sorted lists. It follows the divide and conquer approach in which 


list is divided into two parts. The item to be searched is then compared with the middle 
n, the location of the middle element is returned. Otherwise, 


d parts depending upon the result produced in the last 


Al 
Sorted output | 2|3|4|8 


the 


sorted 
element of the list. If it matches the 


we search into one of the divide 


comparison. 


i. Working of Binary Search 
dto find anumber 56. 


Consider the following sorted array of nine elements and we nee 
3 4 0 6 7 8 


0 ,. 2 
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Divide the array in to two parts, the middle element is 39. 
0 1 2 3 4 0 6 7 8 


—— 


The item to be searched (56) is compared with the middle value (e.g. 39). we came to know that 
56 is greater than 39, therefore the item is surely in the right side of the array (because the array 
is sorted). 


Here we get right part of the array. 5 6 7 8B 


It will again be divided into two parts. 


Considering 51 the middle element, we will compare the item (56) with this, because56 is greater 
than 51 therefore, we will again take right side of the array. 


7 


Divide the array again into two parts. 


i 

Considering 56 as the middle element, we will compare it with the item to be searched (e.g. 56). 
Now, the required item is found, So we will provide output of the algorithm that is location 7. If 
the required item is not found the algorithm returns NULL. 
ii) Binary Search in context of Computational Thinking 
Let's solve the Binary Search by applying the computational thinking properties. 
Abstraction: 
Search for a specific item in a sorted collection by repeatedly dividing the search space in half 
until the target item is found or the search space is empty. It efficiently narrow down the search 
space by half in each iteration. 
Decomposition: 
Sub-Processes: 

1. Middle Item Check: Examine the middle item to determine if it matches the target. 


2. Search Space Division: Divide the search space based on the comparison result. 
3. Recursive Process: Repeat the process on the narrowed down search space. 
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Pattern Recognition: 
Halving the Search Space: The core concept is repeatedly reducing the search space by half. 
Algorithmic Design 
// Assume target value is the element that needs to be searched 
1. Start with the entire sorted array. 
2. Check the middle element of the array. 
© If it's equal to the target value, you're done. 
© If it's greater than the target value, ignore the right half. 
© if it's less than the target value, ignore the left half. 
3. Repeat the process on the remaining half. 
4. Continue until you find the target value, or the array becomes empty. 


b) Linear Search algorithm 

This is a simple search algorithm; we go through the complete list and match the elements one- 
by-one until the required item is found. If the item is found, then the location of that element is 
returned, otherwise a NULL is returned. This search is also called as sequential search algorithm. 


However, there is no compulsion that the array should be sorted. 

1) Working of Linear Search 

Consider the given unsorted array and we need to find location of item 41. 
0 1.2 0 


3 4 6 L 8 
fro [ao ao [a [ora [25] [se 


We will start from first element. 
ee ee ee oe 


The required item (41) is compared with the first element. Both don't match, we will go to next 


element. 


We will again compare the send element (e.g. 40) with required item (e.g. 41), both don't match. 


So will continue the process. 
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We found the element at location 5 so output of this algorithm would be 5. In these type of 
algorithms, if the required item is found we provide the output or if item is not found and we 
reach at the end of array then a NULLis given in output. 


Let's solve the Linear search by applying the computational thinking properties. 
Abstraction: 


Search for a specific item in a collection by checking each item in order until the target item is 
found or the end of the collection is reached. It sequentially inspects each item until a match is 
found. 


Decomposition: 
Sub-Processes: 
1. Starting Point: Begin searching from the first item. 
2. Item Checking: Inspect each item to see if it matches the target. 
3. Stopping Condition: Stop when the target is found or the end of the collection is reached. 
Pattern Recognition: 
© Sequential Nature: The process involves moving through the collection one item at a time. 
@ Linear Progression: The search progresses linearly through the collection. 
© Termination Condition: The search stops when the target is found or the entire collection is 
checked. 
Algorithmic Design 
// Assume target value is the element that needs to be searched 
1. Start from the beginning of the array. 
2. Check if the current element is equal to the target value. 
© if itis, you've found the target value. 
© If it'snot, move to the next element in the sequence. 
3. Repeat step 2 until the target value is found or you reach the end of the array. 
4. If you reach the end of the array without finding the target value, the target value is not in 
the array. 
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The choice of searching algorithm depends on the specific requirements of your problem. 
However, following are some generic guidelines that could be helpful while selecting any 
searching algorithm: 


Linear Search Binary Search 


When the list is not When the list is sorted 
sorted 


When to use 


Suitable for a smaller. | Ideal for larger number 
number of elements of elements 


Example . 
Movie Streaming: Choosing a movie to watch froma list: 
© Linear Search: Start from the top and scroll down until you find the movie. 
© Binary Search: Divide the list in half, quickly narrowing down the options. 
Algorithm Evaluation -> Efficiency: The time it takes to find a movie reflects the efficiency of the 


search algorithm. 


ce) 
($") Teacher’s Guide 


CodeCombat: Learn to Code by PlayingaGame™ 


https: //codecombat.com 
ice transforms the learning experience into a game, where students can grasp programming 


an entertaining role-playing adventure. The game effectively introduces 
h can be applied to comprehend search and sort algorithms. 


TT) + 
IS FESOL 


scepts through 


fundamental coding logic, whic 


uA 
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Summary 


© Abstraction: Identifying essential information and removal of the unnecessary details to \ 
solution. 

@ Algorithm is a step-by-step set of instructions that define how a specific problem should 
be solved. 

© Algorithm Design: This is actual designing of solution. This involves creating step-by-step 
plan of the problem solution. 

© Algorithm Evaluation assess the algorithm performance, efficiency, and correctness for 
specific tasks. 

© Algorithm Tracing is used to hand simulate the execution of your algorithm, keep change 
track of variable values and flow of logic control. 

e Binary Search: Sorted list is divided into two parts..The item to be searched is then 
compared with the middle element of the list. If it matches then, the location of the 
middle element is returned. Otherwise, we search into one of the divided parts 
depending upon the result produced in the last comparison. 

© Bubble Sort: we repeatedly compare and swap the adjacent elements if they are not in 
correct order. Bubble sort algorithm starts by taking first element of the array and 
compare it with the second element. Suppose if the first element is greater than the 
second then it will swap these elements, and then move forward to compare the second 
element with the third element, and it continues until the largest element reaches the 
last place in the array. 

e Computational Artifacts refer to human made objects and systems using computational 
thinking. 

© Computational Thinking is a thought process that helps us to understand the problem 
and solve it ina way that computers do. 

© Decomposition: Breaking down the larger problems into smaller/ manageable ones and 
working on them one by one. These smaller problems are referred to as sub-problems. 
This way we simplify the problem and solve it easily. 

© Development describes the steps needed to convert or manipulate the inputs to produce 
the outputs. 

Flowchart provides a visual representation of flow and logic using defined symbols. 
Insertion sort, we compare adjacent elements and sort them if they are not in correct 
order. While comparison, the smallest element is selected and swapped with the . 
element that is placed at first location. 

Linear Search: we go through the complete list and match the elements one-by-one until 

the required item is found. If the item is found, then the location of that element i 
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returned, otherwise a NULL is returned. This search is also called as sequential search 
algorithm. However, there is no compulsion that the array should be sorted. 

Pattern Recognition: Examine the problem for a pattern or similarities between 
previously solved problems. . 
Pseudocode is an intermediate step between the algorithm and actual programming 
code. 

Searching algorithms are used to search desired element that is available in some group 
of elements. . 
Sorting Algorithms are used to arrange data in a useful manner (Such as ascending or 
descending order). 

Trace Tables: The dry run of an algorithm can be done with a technique known as Trace 
Tables. 


————— 
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Exercise 


KG Select the best answer for the following Multiple-Choice Questions (MCQs). 


Ns Acomplexity of algorithm depends upon 
a) Time Only b) Space Only 
c) Both Time and Space d) None of above 
ve An algorithm: can be represented through 
a) Flow charts b) Pseudo-codes 
c) Instructions in common language d) Allof the mentioned above 
a There are two algorithms suppose A takes 1.41 milliseconds while B takes 0.9 milliseconds, 
which one of them is better considering all other things the same? 
a) Ais better than B b) Bisbetter thanA 
c) Both are equally good d) None of the mentioned 
4. Considering an array has 10 elements and the searching element is at array index 6. A 


starting element is present at index zero. How many comparisons are required to search 
and element using linear search? 


a) 5 b) 6 
c) 7 d) 8 
5. In computer science, the computational artifacts could include 


a) Programs 


b) Simulations 


c) Videos 
d) Programs, Simulations and videos 

6. In the planning phase of computational artifact development following is included in 
a) Logic b) Data Structures 
c) Control Structures d) Logic, Data and Control Structures 

if trace method is used to 
a) Take input b) Hand simulate the execution algorithm. 
c) Take aprint d) Align margins 

8. Trace Tables are used to 
a) dryrunalgorithm b) test if algorithm is giving expected output 
c) show the variables change d) a, bandc 

_ EEO 
95 


Downloaded from Atta Shad College Digital Library.. 


9. Algorithms are evaluated using 


a) Correctness b) Efficiency 


c) aandb d) None of above 


St Give short answers to the following Short Response Questions (SRQs). 


1. Differentiate between 
i Clarity vs. Efficiency 
ii Abstraction vs. Pattern Recognition 
iii Pseudocode vs. Flowcharts 
iv Data Structures vs. Control Structures 
v_ Algorithm vs. Pseudocode 


. Write a note on working of Bubble Sort. 
. Write names of commonly used computational artifacts made during computational thinking. 
Where we prefer to use binary search algorithm rather than linear search algorithm? 


uo kW nN 


What are the advantages of using flowcharts? 


2h?, 

7. Give long answers to the following Extended Response Questions (ERQs). 
_ Determine the properties involved in computational thinking. 

_ Sketch an algorithm that inputs length in inches and prints it in centimetres. 
. Implement an algorithm to print multiplication table of anumber in reverse order. 
_ Examine the uses of Flowcharts. 

. Anewly developed Algorithm needs to be tested. Argue about the reasons. 


Activity 1: Complete the given trace table using the following algorithm snippet. 


oh WN = 


G1 


1. Start 

2.x=2 

3. total =0 

4. REPEAT Step 5 Three TIMES 


5. total = total + x 


6. Print (total) 
End 
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Activity 2: Insertion sort algorithm 


Sort the following array using insertion sort 


Consider the following sorted array of seven elements and we need to find anumber 9. 
| 
i 


4 lac Activity 5: Linear Search alecine 


Consider the following array of eight elements and we need to find a number 9. 


[se | 25 | 30 | ve | 12] 9 | 79] 00 | 
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| After completing this lesson, you will 
be able to: 


understand the importance of computer programming and applications 
write and execute simple programs in Python. 
draw shapes using Turtle Graphics functions in Python 


understand the need for libraries and learn the use of some simp 
petition in Python. 


le libraries in Python. 


translate simple algorithms that use sequence and re 


decompose a problem into sub-problems and implement those sub-problems using 


functions in Python 
determine ways of debugging their code in Python 
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A set of well-defined instructions which a computer can execute to solve a problem is called a 
computer program. The program interacts with the user for some input, then executes one 
instruction at a time from set of instructions (called code) and delivers the result. In its simplest 
form, the program requires one algorithm to build but large programs can contain multiple 
algorithms for various tasks in a single program. When the program is executed, the program is 
loaded into main memory from where one instruction at a time is fetched and provided to the 
processor which executes it, as shown in Fig 3.1. Keep in mind that the program itself and the data 
it operates upon both are kept in the main memory for faster execution 


Sub-program 


. instruction 
. instruction 
. instruction 


. instruction 
. Instruction 


. instruction [a cel 


Program is a Set of 
Disk Memory Instructions Stored in the Processor CPU 
Ma Wn Met nol y RA NM 
Fig.3.1 - Asystematic diagram showing how instruction stored on disk is forwarded to 
processor for execution. 


Generally, computer programs are categorized into interactive and batch programs. The former, 
accepts some input which is either from a user or some other program, like a web browser. 
Whereas the latter can be executed by user or an interactive program, where multiple commands 
are bunched together which are processed sequentially and then halts. For example print jobs on 
a printer lines up in a queue, processed one after the other and halts when no more jobs are in 
queue, as shown in Fig 3.2. 


Computer Programs are developed in 
programming languages which provide the 
development environment via set of rules and 
keywords to use. With the help of keywords, 
you can create set of instructions (called code) 
which need to follow the rules of syntax of the 
said programming language. Thereafter, when 
you compile your code the compiler checks 

‘ whether the syntax is as per the rules and 
converts your code into an object file, which 
comprises of binary data and is called machine 


_ Printer : 
Fig.3.2 - Print jobs queued up in a print server 2 
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language, as shown in Fig 3.3. The machine 
language is understandable to the processor 
and executes your code. Examples of such 
programming languages which use compiler 
are C++, lava, Assembly Language, Fortran 
etc. Apart from compiler, languages like 
Python, JavaScript and Ruby use interpreter 
which are more flexible in a sense that the 
code written in high level language is 
converted into machine language line-by- 
line, as the code executes. 


— 
- 
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3.2 Python: An Overview 


One of the most popular and widely used programming languages today is Python. Pytho 
for data analytics, machine learning, and software development. Python is a high-level, object- 
oriented (data-driven), and human-friendly (easier to grasp) computer language. It was first 
introduced in 1992 and is designed to be reasonably simple to write and comprehend. As a result, 
it is the perfect coding language for individuals looking for rapid development. Python's 
widespread use is due to a variety of factors, including: 

ing point for individuals who are unfamiliar with the art of 


nis used 


© Python may be a great start 
programming, due to it's simplicity. 

© Python's syntax is quite similar to that of English, making it very simple to read and 
comprehend. You can determine what each line of code does just by looking at it. 

© Python is an open-source programming language, meaning anybody can use it and help is 
available on different sites and platforms, as developers around the world share their 


experiences. 

Python allows you to program a wide range of applications. Data scientists frequently use Python, 
which has a large number of machine learning and artificial intelligence tools and packages. 
ckly evolving field of data analytics. People who can gather, 
manage, and arrange information are needed at a time when we are producing higher quantities 
of data like never before. Python is excellent for web development, mainly because there are 
several Python website development frameworks available, like Django, Pyramid, and Flask. 
Python may be used to create apps for graphic design as well, as show in Fig 3.4. 

Python is also employed extensively in the creation of online educational materials and 
programs. For novices, learning this programming language is simple since it has an English-like 
syntax. It makes the learning process easier by providing a beginner with a standard library anda 
number of resources to comprehend the language. This is probably the main reason that Python is 
considered by novices as first choice to enter the programming paradigm. Last but not the least, 
gramming language may be used to make small games, making it a helpful tool for 


Python programming is used in the qui 


Python pro 
quickly creating a prototype. 
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3.3 Python Integrated Development Environments 


Python Integrated Development Environment (IDE) can be downloaded as IDLE from 
https: //www.python.org/downloads. It has a simple command line interface with an interactive 


console. This means you can give commands on the console prompt as well as write your whole 
- code in the form of a block, saveina file and runit. 


Besides this, there are online IDEs available through which you can write and run your code, 
without installing it on your computer. One of them is Replit, which also provides an interactive 
console and easy to use environment, which are feasible for small blocks of code, especially for 
beginners. You just create your login or you may use your Gmail account to log in. Create a REPL 
(Read-Eval-Print-Loop) by pressing the ‘Create Repl’ button. Create a new project and assign a 
name toit, else Replit will provide one by default. , 


1 # string variables 
2 


3 var_name = “python” 
4 print (var_name) 
5 


6 msg = “s “i * 
7 print(msg) 


Output of the progra 


You can write code in the code area and then press the green button which runs the program. The 
corresponding output is displayed in console area. 


Asample code of two variables are assigned string data type values and printed inh): as 
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nie in Fig 3.5. The filename is ‘define strings.py’ and respective project Is titled 

laywithStrings’, Assigning such meaningful names to files, folders and projects is a good 
ina’ This way, even without opening the file, you will recall what the code in the file is alt 
about. 


3.4 TURTLE GRAPHI 


The turtle graphics is installed with Python and we have just to invoke it and use it. No need to 
install anything to use it. It provides functions which can be easily used even from the shell 
prompt. Through these functions we can design basic drawings and two dimensional geometrical 
shapes. It is easy to use and provide interactive session and motivation for the novice. 
Nevertheless, turtle provides advanced features which are quite useful for the development of 
animations, simulations and computer games. 

On the Shell, first statement needs to be “Import turtle”. This command will invoke the turtle 
library and all the functions of the said library can now be used. The very next line as shown in 
figure is “turtle.Screen”, which loads the canvas of the turtle graphics. As soon as, a white 
canvas loads, you will be able to see a '>' which is the pen that will draw our lines and shapes. This 
pen is called turtle and correspondingly the name turtle graphics arose. 

As line 3 highlights that we can resize the canvas and it's color. Keep in mind that all 
measurements that are used in turtle graphics are in terms of pixel. To emphasize this, we print a 
dot of blue color of size 10 pixels in line 4. Another important point to remember that every 
instruction is executed from the point where the pen is currently located. Line 5, reflects that by 
default the pen color is “Black”, as the circle () function is used and the circumference of the 
circle is drawn in black. Additionally, the circle() function takes radius as input and draws the 
resultant circle. To distinguish, we next change the pen color to “Blue” and draw another circle, 
whose resulting circumference is of blue color, as shown in Fig 3.6. 


Python Tortie Graphics 


| 1. import turtle | 
2. turtle.Screen() 
_ turtle.screensize(200,150,” coral”) 
. turtle.dot(10,”Blue”) 

. turtle.circle(50) 

. turtle.pencolor("Blue”) 
. turtle.circle(-50) | 


NOOO & WwW LP 


Fig 3.6 - Drawing of 2 circles by changing color of the pen. 


To draw a triangle, you need to play with angles. The drawing of first line with forward() function 
is easy, as earlier. Thereafter, depending upon what type of triangle you want to draw, you will set 
the angle and length of line accordingly. This way, you will be thankful to your school teachers 
who taught you all the trigonometric formulae and the resultant shape of the triangle is visible on 


screen, as shown in Fig 3.7. 


NN 
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. turtle.reset() 

. turtle. forward(140) 
. turtle.left(135) 

. turtle.forward(100) 


. turtle.left(90) 
. turtle. forward(100) 


. turtle.left(45) :, 
turtle.left(90) Fig 3.7 - Example of another linear shape drawing 


On outbktwn 


To clear up the canvas, “turtle.reset()” is used and now you may have your next drawing. This 
time, let's use the most basic line drawing functions of forward() and back(). These functions 
take distance in pixels that how far you want to draw a line and in which direction. By now, it 
should be obvious enough that forward() will draw in the direction of the pen and back() will draw 
in the reverse direction of the pen. So, as the code shows, the forward() function with 100 pixels 
is called which draws a line and thereafter, left() function is called which changes the direction of 
pen. The functions left() and right() take input in terms of angles. Though, the standard of angles 
is radian, but since degrees are the more frequent in use, therefore Python by default uses 
degrees, but also provides the provision for radians. Hence, moving forward and rotating at 90 
degree angles, we have created a basic layout of a car. To provide the car with tyres, let's use the 
above example scenario and adjust the size of circle accordingly. After, the first tyre is drawn, 
let's use the penup() function and relocate your pen. Next, pendown() function is called and the 
pen is again ready to draw the second circle, as shown in Fig 3.8. ' 


. turtle.forward(100) 18.turtle.left(90) 

. turtle.left(90) - 19.turtle.forward(25) 

. turtle.forward(25) 20.turtle.pendown() 

. turtle.left(90) 21.turtle.circle(-10) 

. turtle.forward(25) 22.turtle.penup() 

. turtle.right(90) 23.turtle.right(90) 

. turtle.forward(25) 24. turtle. forward(10) 

. turtle.left(90) 25.turtle.dot(5, "Blue”) 
9. turtle.forward(50) 26.turtle.back(10) 


On ow hk wn = 


10.turtle.left(90) 27.turtle.left(90) 


11. turtle. forward(25) 28.turtle. forward(50) 

12.turtle.right(90) 29.turtle.pendown() 

13.turtle. forward(25) 30.turtle.circle(-10) 

14.turtle.left(90) 31.turtle. penup() 

15.turtle.forward(25) 32.turtle.right(90) 

16.turtle.pencolor(”Blue”) 33.turtle.forward(10) Fig 3.8 - Drawing a shape, like a car, 
17.turtle.penup() 34.turtle.dot(5, "Blue”) by lifting the pen in between. 


Turtle graphics is easy to learn and simple to use. Later in the chapter, when we will explore 


Selection and Iterations, using which you will be able to use better and complex shapes with 
comparatively lesser number of lines of code. 
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ee 
. 3.5 Libraries 


A set of code which are meant for a particular task more proficient, is called library. We Can 
produce result, with just one line of code via using a library, rather than writing our own tens 
lines of code. For example, as discussed earlier, the Turtle library is already available in Py tho, 
which provides already written and tested functions that we can use. We simply have to impor, 
library and use from the available functions, with the right set of arguments. For any additiona| 
library, it can be downloaded and imported similarly. 

By default date is not the type of data supported by Python, but ‘datetime’ library can bs 
downloaded and imported. This way, date and time in different formats can be accommodated, 
Rather than manually installing a package and trace for missing dependencies by going through al| 
the required files one by one and later install them as well, package managers are quite useful, 
Pip is a package manager for installing Python packages which is simple to use and assures that al| 
dependencies of the said package are also installed. 

For example, if you want to install “datetime” package to avail various options to display date in 
Python, simply type in command prompt: 

>pip install datetime 
So, let's consider the first example which displays the current date and time. The date returns 
year, month, day of the week along with the time till millisecond as shown in Fig 3.9 (a). 


import datetime (a) import Jatetime (b) import datetime (c) 
x= datetime. datetime.now (| | *= 23! time. datetime.now (2018,.6,1] | x= datetime. datetime.now! 
print (*} print (».strftime("*B") print (*-year ) 
print (* strftime("%A”) 
2023-09-13 Output 2023 
= vue Output Wednesday 


Output 14-314:46.409063- 
al 


Second example in Fig 3.9 (b) shows how to extract 
year from the date, in line 3. Line 4 is of special 
consideration, which uses ‘strftime()' function and 
formats according to the argument. The strftime() 
function takes the previous example’s output and 
treats it as a string. This way, based on the argument, 
the function is able to extract the particular output. In 
the Fig 3.9 (c) argument ‘%A’ returns the day. Similarly, 
‘'%B’ argument returns the name of the month, only. 
The most common arguments used for date-time 


format, are listed in Table 3.1. 


al 
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Argument Description 


| A Weekday, full version 
|B Month name, full version 


d | Day of month 01-31 


c 
n 


‘H | Hour 00-23 


Kl Hour 00-12° 


as [Second 009 
Year, full version 


i 


3.6 Python Variables 


Ava. able stores some information which when allocated in the program, can be used later on. 
For example, rather than solving the same equation which is used multiple times in a program, we 
just store the resultant in a variable, and use it without recalculating the formula. A good 
programing practice is to keep meaningful variable name. 

The name of a variable: 


@ can be alphanumeric i.e. combination of alphabets and numbers, but cannot start with a 


number. 


are Case Sensitive, i.e. ‘Num’ and ‘num are treated as two separate variables. 


cannot contain spaces, so a good technique is to use underscore ("_"), like Temp_var’ which 
reflects a meaningful message that the value assigned to this variable is temporary. 


Generally, instructions are written in the order they are supposed to execute, in all 
programming language. This way, it is easier to apply the logic which is meant to be implemented 
via those instructions. So, if for some reason, the sequence of instructions changes, it may result 
in undesirable results. And when you look again at your code the syntax of the code seems all right 
but the instructions are not behaving according to your expectations. Such a scenario is called 
Logical Bug or Bug. Bug is hard to detect just by looking at the code and this capability comes with 
experience. But the simplest method is to Dry-Run your code. 


Let's write a code to swap the values of two variables, namely ‘x’ and 'y’, with the help of a 
temporary variable ‘temp’, as shown in Fig 3.10.For some reason, if the sequence changes like as 
follows, then the corresponding output will change too. Hence, both x and y will have same 
values. In other words, if the sequence of instructions are not carefully structured and placed, 
the desired output is not likely to happen and data may be lost. 


A variable needs to be defined as what type of data it can hold and thus programming language 
needs to define support for various data types. 
Python also provides support for different data types 
by default. Numbers are stored in numeric data 
types, like int, float. Sequence of characters are 
handled by string data type. To maoeuvre a series of 
similar values, list can be used represented by 
“[_,_]". Tuple is identical to list, but are immutable, 
i.e. once defined the values in a tuple cannot be 
changed. Atuple holds the valuesin"(_,_)’. 


Activity 1 


x=5 

y=3 

temp = 0 

print (‘Values of 
print (“Lets’s § 

. temp =x 

x=y 

y = temp 

print ( Vawes o 


yj 
z. 
3: 
4. 
2% 
6 

rf 
8. 
9 


Values of x: 5 and y: 3 
Let’s Swap the values of x & y 
Values of x: 3 and y: 5 
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x=5 


y=3 
. temp =0.- _ Output 


- print (‘Values of x: ’,x,‘and y: ’,y ) 


| 
Values of x: 5 and y: 3 
Let’s Swap the values of Gy 
. temp =x ‘ ; 
J Values of x: Gand VCS) 
. y=temp <7 = 
8. x-y 
9. print (‘Values of x: ',x,'and y: ",y) 
Fig 3.11 - Sample code having a bug 


1. 
Zz: 
3 
4 
5. print (“Lets’s Swap the value of x & y”) 
6 
7 
8 
9 


So, let's try to fix the code of Fig 3.11 by Dry-Run, as shown in Table 3.2 -Table showing the values 
of variables during a Dry-Run 


Table 3.2. Dry-Run is where you execute your program on 

‘paper, and keep track of the variables. Initially, we break down yarlaules 
‘our code. First 3 lines are variable initialization. Line 4 and 5 
are print commands and so is the last line. Thus, we are left | 
with lines 6-8 which need to be focused on and examined. : 


In view of that before executing line 6, the values of the three 
variables are the same as initialized. In line 6, value of temp | 
gets updated to 5. As soon as, we check line 7, we are able to | 


highlight that value of y updates to 5, which though is the 
desired one but all other variables have the same values, as well. Hence, value of '3' is lost and 


cannot be assigned to x. 
As aresult, we now know where the problem lies, and we can fix it. 


3.7 Python Input 


The Python Shell is interactive and accepts 


commands. So, result of arithmetic operations 1, >>> print ("I Love Pakistan!!*") 
and desired output using the print function can 2. | Love Pakistan!!! +— Output 
be used. Parenthesis followed by print, i.e. A — 
print() function instructs Python to output pee 
eos tenes : tice 5. >>> print("| Love Pakistan !!!") 

whatever is inside the parenthesis, within 

, 6. | Love Pakistan!!! «— Output 
quotes. Following are 3 outputs shown to = ack 
emphasize that even if a space is entered — 
before or after the sentence within the quotes, a 
‘ : ; oa . Fi 3 12 9. >>> print( | Love Pakist antl! ) Output 
it will be displayed as it is; as shown In 193.12. Jy, ie Pakicennit 


Computer Programs are meant to be processed 
while taking some input and generating 


il 
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Fig 3.12 - 3 Commands to print from the console and 
_-_corresponding outputs 


SS 
corresponding output. User can enter data through input() function, via which data will be stored 
in a variable. This way, the same input does not need to enter again and again by the user and 
whenever the data is required, the corresponding variable is used. In the following example, a 
variable named ‘country’ takes the input in the form of character-string and the same variable is 
displayed using the print() function, in the next line. Steps are show in Fig 3.13. 


| 


| 1. country = input (“Enter the name of your country: ’) a eal 


int ( ‘tlove | aed 
2. print (‘Ilo , country) Enter the name of your country : Pakistan 


| love Pakistan 


Fig 3.13 - Command to take input from the console and respective output 


Python provides basic variable types as char, integer, float, boolean, etc. The input() function 
treats the entered data as a set of characters. Hence, if a numeral is entered, it needs to be 
converted to number, explicitly using the eval() function and can be used in conjunction with 
input(). Fig 3.14 highlights the importance of eval() function while dealing with numbers. In 
Python, eval() function evaluates expressions which are generally mathematical in nature. 
However, it also assesses strings/ set of characters and responds with an integral value, as 
highlighted in Fig 3.14 where with eval() the input is treated as integer. Note that the first output 
shows that when two variables are added, while the values are characters the add function joins 
the values rather than adding them up. The respective terminology is ‘concatenation’ of two 
strings or characters to merge them up. 


14. num = iipul (“Enter a Number: ”) Output 

| 2. print (“Double of the said number is” ,num+num) Se 

13. num=eral ( (“Enter a number:”)) hme a Number: 123 | 
L 


| 4. print (“Double of the said number is",num+num) Doumte of the said number ts: 123123} 


'Enter a Number: 123 — 
Double of the said number is: 246 


Fig 3.14 - Code highlighting how Python treats input 


; PT Activity 2 


_ Take three inputs as day, month & year, e.g. your date of birth, store in three variables and print in 
_ the form of: 


€ 13-09-2023 
€ 09-13-2023 
© 2023-09-13 
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3.8 Operators in Python 
3.8.1 Arithmetic Operators 


Other than the assignment operator (=) and normal Floor division 
arithmetic operators i.e. addition (+), subtraction 
(-), multiplication(*) and division (/); as shown in} — Multiplication (+) @)owsion 


subtraction(@) (()) exponentiation 


Fig 3.15, Python provides the option of: 


@ Modulo operator (%) which returns remainder of 
a division. e.g. 5/4=1.25 but result of 5%4=1. 


Addition () () Modulus 


@ Integer division (//), e.g. 5//4 will return 1, 
only integral value and will discard the decimal 
portion. 


@ ‘**', which is used for exponentiation. 


Python considers operator precedence in the sequence of: *,/,//,%,+,-. Operators having same 
precedence are evaluated from left to right. However, parentheses have the highest precedence 


and will be evaluated first. 
The assignment operator can be used in Python with arithmetic operators, as well. e.g. i=i+1 can 
also be written as i+=1, i=i-2 as i-=2, i=i*3 as i*=3, etc. 


3.8.2 Bitwise Operators 
Python provides operators for bitwise operations, which are used for comparison purposes of 
binary numbers. An overview of these is already discussed in chapter 1, under the heading of 


‘Basic Logic Gates’. 

© AND(&)-Bitis fixed to 1 if both comparing bits are found as 1. 

© OR(|)-Bitis fixed to 1 if at least one of the comparing bits is found as 1. 
XOR (*) - Bit is fixed to 1 if only one of the comparing bits is found as 1. 


© 
NOT (-) - Flips all the bits, i.e. Os are flipped to 1s and vice versa. It is a single operand 


© 
operator. 
Left Shift (<<) - Shifts all the bits one place to the left, while the left most bit is discarded and 


right most bit is set to a0. 
Right Shift (>>) - Shifts all the bits one place to the right, while the right most bit is discarded 


and left most bit is set to a9. 


3.8.3 Membership Operators 


Membership operators in Python are used to check whether a specified value either exists in a" 
Object or nol. The operators are ‘in’ and ‘not in’ and return true if a value is present and not 
present, respectively 
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3.8.4 Comparison Operators 


Consider the scenario, where you need to log in to your eRsratel 
system/ cell phone and you enter password. If the 
password matches, you will be logged in else it will ask 


is equal 


you to re-enter the pas’ vord. Similar is the case with |. wD ccsheanidcinse 
the programs, we develop. In anormal execution of the cabal 
program, the instructions are executed one-by-one in 


a top-down manner and the program should terminate are so ie! 
properly. But, there may be scenarios where the program has to make a selection based on some 
conditions. For someone reason, if the program is unable to execute the next instruction, the 


program will reach state of ‘hang’ and will not terminate properly. 


In the system log in scenario, if you have setup the password as 1234 but while logging in a typing 
error occurs and the password you entered is 1123. So, what should the log-in program do? 
Obviously it should compare the typed-in password with that of saved one, if it does not matches 
it should ask the user to re-enter the password. Alternatively, it should allow the user to log-in 
anyways. What do you think? 


3.8.5 Logical Operators 


The flow of the program is controlled via conditional statements which rely mainly on the 
comparison statements, the result of which either positive or negative will glide the program in 
respective direction. However, there are scenarios where more than one comparisons needs to be 
placed in a single conditional statement. For example, checking of a value for lower and upper 
limits, like mathematical constraint of (1<x<10) can be incorporated in a program code like (x>1) 
and (x<10).So, to incorporate such multiple constraints in a single conditional statement, logical 
operators are used. Python provides the support of 3 types of logical operators, as: 


© and-all conditions needs to be met, for a true outcome. 
© or-anyone condition needs to be met, fora true outcome. 
© not - negates the outcome, i.e. opposite of the outcome will be the result. 


The code in Fig 3.16 initializes three variables and in the following lines checks each of the 
variables whether their respective conditions are met in terms of the three logical operators. This 
way, the use of operator and corresponding outputs are highlighted for better understanding. 


e 
= @) hd Cy Teacher’s Guide 
: = a Output For quick reference or checking output of 
oo a a code-block, online Python interpreters 


can de use : 
print(x > 1 and x ¢« 10) an be used, like: 
print(y >» lor y ¢ 10) www. online-python.com 
print(not z > 1) 


www. onecompiler.com/python 


www. pythonontinecompiler.com 
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3.8.6 Conditional Statements 


Let us consider another example, where we take a number, input from the user and we have tg 
determine whether the entered number is even or odd. So, we apply comparison with the help of 
if’ statement and based on the result of the condition/ comparison, we will display our result to 
the user. For such comparisons, Python provides us with the six comparison operators, as shown 
in table 3-3. 

Now, we can write a program as shown in Fig 3.17, to determine whether a number is even or odd, 


———— 
1. num=eval (input(“Enter a Number: "))) Run-1 Run-2 

| 2. \!(num%2==0): 

| 3: print(“Entered Number Is Even. ™) aia ai 

| 7 di danelneniic Enter a Number : 7 Enter a Number: 4 

[> F (“Entered Number Is Odd. ") Entered a Number is Odd. Entered a Number is Even. 


Fig 3.17 - multiple ‘if statements. 


The first line of program is same, as the last example program. Next, we put an ‘if condition’ 
where we compare two values, i.e. if remainder of the number when divided by two is zero, then 
it is an even number. Remember to put a “:” after the condition, in an ‘if statement. Then we | 
repeat the same process to check whether the number is odd. Let's run the program twice and by | 
entering an even and odd number, check whether the conditions are working. This way, we know — 
now that both if conditions are working. Additionally, we also learnt that if the condition doesnot | 


matches, the corresponding ‘if statement’ is not executed. 
IF-ELSE 1. num= (iput(“Enter a Number: ")) 


: . . 2.  (num%2==0): 
Instead, a good choice to write the same code is as ” 7 . 
“is Tepe (“Entered Number Is Even. ”) 
follows, where we check for a condition in ‘if 
statement’ and the alternate condition is handled by 
an ‘else:' statement, which handles any other 
possible outcomes, as shown in Fig 3.18. 


(“Entered Number Is Odd. ”) 


Fig 3.18 - ‘if-else’ statement. 


IF-ELIF-ELSE . num= | ( ' (“Enter a Number: ")) 

Let's take a step ahead. Some people treat Zero (num%2==0): 

neither as even nor odd. It means, now we have 3 (“Entered Number Is Zero. ") 
(num%2==1): 


possibilities. The last program will treat zero as 
even integer. So, let's change it by incorporating 
‘elif, which is short of ‘else-if statement’. We 
changed the above program and tried to 
incorporate all possible outcomes of the program 
by using ‘if-elif-else’, as shown in Fig 3.19. 


(“Entered Number !s Odd. ”) 


NOM bwWwnna 


(“Entered Number Is Even. ”) 


Enter a Number: 0 


Output 
Entered Number is Even. 


Fig 3.19 - ‘if-elif-else’ statement, 
which does not provide the desired result. 


ee 
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However, it did not work, and the following outcome was displayed. What could have gone 
wrong? Let's discuss. We checked the condition if remainder is 0, then it is even. But since our 
number is zero, so is its remainder. And hence, this highlights that in ‘if-elif-else’ statement. If all 
other fail, only then the last part executes. Let's change our program accordingly where we check 
first if the input from user is zero, else-if the remainder is 1 for odd, otherwise it will be an even 


number; as shown in Fig.3.20.Corresponding output after running the program thrice, to check 
for all possible answers: 


. Num= ( (“Enter a Number: ”)) Output 


Enter a Number: 0 


(num%2==1): -_ Entered Number is Zero, 
(" 


ed Number Is Odd. ") 


Enter a Number: 7 
Entered Number is Odd. 


( d Number is Eve 
Fig 3.20 - Code represts ‘if-elif-else’ statement, after tuning. 


Alternate method is to use logical operators '&&' (and) ‘| |' (or) and ‘!=" (not), to combine multiple 
conditions in ‘if-else’ statement. This we leave as an activity for practice. 


al 1d | OOD 


Computer programs are the most useful in daily life where same task is to be executed in 
iterative fashion. Rather than write code for every part of same iteration, incorporate iterations 
in the programming language, to write small code for iterations and execute effectively. The 
most commonly used is the ‘for loop’. 


In ‘for loop’, we need to assign the starting point and the terminating condition, and the loop will 
execute the instruction(s) for the defined range. For example, you want to display your name five 
times. So, rather than writing the print() function with a subject name five times, better 
alternative is to place the print() function once within the for loop and define the range to be 
five; as shown in Fig 3.21. 


- Computer Science |! ! 
Computer Science |! ! 


Computer Science | |! 


(5): 


- Computer Science |! | | 
mputer Science 


. . ry | 
Computer Science !! | | 


Fig 3.21 - Asample for-loop 
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The output reflects that by default, the index (i) of the for loop starts with 0 with step of 1, 
Alternatively, we can define the starting point and terminating condition along with the step-size 
for a ‘for loop’ . Here another important aspect to note is the indentation of the code, which not 
only provides better readability and visibility of the code as the lines of code increases but also 
helps in outline the composition of the code and ultimately the overall program. Itis quite p ‘ical 
to follow the ‘indentation rules’ in Python, as the line/ lines of code if not correctly indentec can 
result in logical bugs and unforeseen outcome of the program. The after the for loop statement 
shows that the lines of code that follow are to be executed in the loop; and hence need to be 
indented for the understanding of Python interpreter. 

The program in Fig 3.22 starts the loop index from 11, terminating value is provided to be 15 with 
a step-size of 1. 


Output 


11 -- Computer Science ! ! | 
12 - - Computer Science ! ! ! 
13 - - Computer Science ! | ! 
14 - - Computer Science ! ! ! 


1. for i in range (11,15,1): 
2. print (i, ‘--Computer Science!!!’ ) 


When the terminating condition in a loop met, the 
loop stop. In other words, the value we provide for | |1. for iin range (10,20,2): 
terminating condition of the loop is not inclusive. As | |2. print (i, ‘--Computer Science!!!" ) 
far as the step-size is concerned, we can provide any 
non-zero value, according to which the index value 
will update itself. Fig 3.23 shows a for loop with 
step-size 2. 

For the sake of practice, you may explore for-loops 
further, by assigning a negative value to step-size, in 
range function. Thus, for any series and sequence, 
the value of range can be set accoruingly. : 
After understanding the syntax and corresponding outputs, let's explore in what other ways, We 


10 - - Computer Science ! | ! 
12 - - Computer Science ! ! ! 
14 - - Computer Science ! ! ! 
16 - - Computer Science ! ! ! 
18 - - Computer Science ! ! ! 


can utilize ‘for loop’. 


1. sum =0 Output 
2. foriin range (10); 


3. sum = sum+(i+1) The sum of first ten positive numbers 


4, print(‘The sum of first positive number is:', 
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In the Fig 3.24, first, we initialized a variable namely ‘sum’ to 0, Next, we set the range of the for- 
loop and with a single statement; we were able to sum-up the first 10 positive integers. Just, 


change the range value to 100 and the same program of 4 lines of code, will calculate the sum of 
first 100 positive integers. 


To emphasize, how to use index effectively, programs in Fig 3.25 & 3.26 use a character which is 
displayed, based on the index number in iterations. The range value defines the height of the 
triangles in both these figures which will execute 5 times. Since, the index starts with 0, therefore 
index is incremented before multiplying with character to be displayed as ‘i+1’. Otherwise, the 
first line would have been blank as index value of 0 multiplied by anything will result in nothing. 
Consequently, the same print statement reflects an additional character in each line, specially in 
first and last line while using descending index. So, in the latter, ‘i+1’ is not required. 


Br iin range(5,0,-1): | | +tet+ | 
2 | 


LS el | he 


eee ps ee 


( a “Activity 3) 


pie ee 


1. for i in range(5): 
2. print ((i+1) * ‘*') 


Activity: Take input from 
the user which determines | 
the height of the diamond 
and prints a hollow 
diamond (0). 


ees 2: 
Output Output \. 
+ 
Fig 3.26 - Printing characters 
_ using for-loop with descending 
- c =—s  imgex - 


3.10 List 

Now that we have a pretty good idea about variables and how to use them for I/O, let's take things 
to the next level. Assuming that in a class of 25 students, the teacher takes a test and marks are 
entered ina computer program. So 25 variables are required to store the numbers of each student 
in the program. In case of increase in number of students, additional variables need to be created 
and rememberd. Though, it is correct but now effective specially how many variable names can 
we create and keep track of? Python provides a data type of ‘List’, which is alterable and can 
contain many values. 


Altat {s defined with a name assigned with ‘[]’, later we can assign the values. Alternatively, it is 
a good idea to initialize the list at the time of creation; if user input is not desired to run the 
program. For example, 

Sngl_Dgt_Odd_Nums = [1 53,9,7 9) 

Printing the list is simply straight forward, we have to pass the name of the list to print() and the 
whole list will be displayed. However, if a particular value needs to be accessed or displayed, the 
corresponding index of the list can be directly accessed and needs to be assigned like: 

Print(Sngl_Dgt_Odd_Nums[2]) 
and the output will be ‘5’, which is the value on 2nd index where index value starts from 0. 

Another aspect of using list is that it provides some basic functions via which handling and 

manipulating a list is fun to learn and use. The len() function provides with the total number of 
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elements in a list. The min() and max," . “° — -an be used to extract the smallest and largest 
element of the list, respectively. While sum{; _ .ction when applied to the list, sums up all the 


Plements of the list and result is displayed as s:own in Fig 3.27. 


" | List element number 
o|_Det_Odd = 
gt_Odd_Nums = [1,3,5,7,9] | | + ealanenntuaile 


| 
2 
{ 
| List element number 4: 
i) 


1 i) range (en (Sngl_Dgt_Odd_Nums)): List element number 4) 5 
7 nat('List elemer cumber’.itt, ‘:',Sngl_Dgt_Odd_Nums[i]) / | 
We('Sum of alle - of List: "sup (Sngl_Dgt_Odd_Nums)) | | List element number § | 9 
inc('Smallest nu: ie List", y)jp)(Sngl_Dgt_Odd_Nums)) | Sum of all elements of List: 25 
it (‘Largest numi List: "smay(Sngl_Dgt_Odd_Nums)) | | cmatiest number in the List: 1 
‘ —— : - aes ; | Largest number in the List: 9 


nection Utilization 


a 
ee ete 


1. Sngl_Dgt_Odd_Nums = [1,3,5,7,9] Autput 


. Sngl_Dgt_Odd_Nums. insert (2,5) 
ine List: ‘Snel Det Odd_Nums) 
int (‘First 5 is found on index: ’, Sngl_Dgt_Odd_Nums.index(5)) 


List : (1,3,5,7,9] 
First 6 is found on index: ] 


g of a number in a list eee 


can have duplicate values, too. If we insert another value of 5, other than the one at index 
er 7, let’s say at the end of the list; the list will now hold more than one values of 5, i.e. on 
jumbers 2 and 5. In Fig 3.28 the index() function on the last line returns the position of a 
in the list. In case of multiple occurrences of the said number, the placement of first 


is returned. 

let's introduce some dynamicity in our code by introducing random numbers, as shown in 
t line of the following code. Among the modules that Python provides for convenience, is 
dom module which consists of many inbuilt functions like randint() and can be used by 
ng in the code, with the ‘import’ keyword. Once defined in the start of the program, the 
on can be used anywhere in the program to generate a random number, in the given rangé. 
line 4 which is inside a for-loop that will be executed 10 times where in every iteration the 
) function vill generate a number between | and 99. 


Activity 4 


abs( ) function returns the value/maanitud 
af an integer anly and discards “-ve" sign: 
This means that abs() will always returns 4 
positive number 


act it from 100. 
te the difference. 


=) 


i 
til 
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So, initially an empty list is defined and with the help of for loop, the list is populated with 10 


- random numbers. The outputs of running the same code shows aMiterent randomly generated 
values in each execution, as shown in Fig 3. 29. 


1. from ae port randint | Qutput 

2. Rnums = [] — 

3. for j in range (10): me Ve 6, 15, 63, 8, 73, 15, |, 30, ae 
4, Rnums.append(randint(1,99)) | | cvrtrrrertecenereteecenseseseeee 
5. print(Rnums) 


Peesecereererrecerreecererssesresessecese 


Let us extend the same code, where we initially populate random numbers and later, try to find a 
particular number in the list. The two possible outcomes are either the number is in the list or 
not. In Fig 3.30 shown is the code along with the both ee outcomes. 


As discussed earlier, the membership |,..——--— — 
operators can be used for checking whether | | _’ fro Fandom jjnpor randint 
a particular element exists in an object, like | | ~* pene oi 

list. For better understanding, in Fig 3.31, a , ses “1 

list is defined in the line 1 which consists of . 

some members. In line 2, we check for 
whether the value 5 is in the list and 
corresponding result of either true / false 
gets printed. The last 2 lines are 
commented using ‘#’ and are highlighted in 
a different color by the IDE. Since, the value 
of 5 exists in the list, therefore the output 
reflects ‘True’. The membership operators 
are quite useful to control the flow of the 
program, dynamically by incorporating 
respective logic based on the values. — 


1 
2 
3 
4 
5. fori in range (10): 
6 Rnums.append(randint(1,99)) 
7. print(Rnums) 
8. 
9. fori in range (len (Rnums)): 
. |{(numseek == Rnums[i]): 
temp= temp + 1 
. jf temp >0: 

print( “7 is on index: ". Rnums.index(7)) 
else: ® : 
print(7 is not in the list’) , 3 


tbe [ly 3s 5. 7) 
2. print(5 dn b) 
3.# should return True 

4.# because value 5 is in the list 


a ee er es 
Qratput [ 27, 20, M4, 46, 36, 46, 47, 13, 9, 12) 

7 {6 Not in the list 

(7, 61, 77, 3, 41, 67, 58, 75, 65, 97) 
7 is on index; 0 
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a 
3.11 Functions in Python 


* ia as you have experienced throughout this chapter that we started from a single line of code 
ner can develop tens of it. Additionally, via conditions and iterations we are able to not only 
write it effectively but also control the flow of the program. However, as the code lengthens it is 
rare to keep track of the logic you have applied, especially in case of if multiple algorithms co- 

So, the solution is to divide the code into segments through with which it becomes handy to 
retain and understand large program. Each segment does a separate task and can be called upon 
to fulfill that particular task, if required from the main program or another segment. Such 
segments are called functions. In Python ‘def’ is used to define a function with a unique name 


given to each function, followed by':'. For example, 
1. Def my_first_func(): 
2. print(‘This line is printed, when my_first_func() is called’) 2. em ™) 
4, def draw_hline 0: 
2. print( ‘_’ * 10) 
3. def draw_vline (): 
4. print( ‘_’) 
. draw_hline 


So, let's consider another simple example where we want to 
draw a line on the screen, which is required to be done 
frequently and hence we define a draw_line() function. 


However, if we want to extend it further and divide the 
drawing of vertical lines too, we will define another 
function and change the names of the functions, such that 
they are meaningful and easy to portray about their 
respective working. Example code and corresponding 
output is as , as shown in Fig 3.32. 

3, let's adjust the number of vertical lines to be two, such that one is in the start and 
+ of the horizontal line and place them just under the horizontal line. Since, the 
ction changed, so we may change the name of the functions as well, as 


Asanexts 

other in the ~.. 
functionality of 2.0 ~ 
reflected in the Fig ~.43. 
Here, the draw_v_parallel_line() function 
for drawing vertical lines is called 4 
times. The functionality is defined once in 
the function and the same result is 
obtained, every time. The draw_h_line() 
function is called in lines 5 and 10. 


Take a number as input from the 
user, using a function, print a 
mathematical table. 


_ def draw_h_line (): 

print( ‘_’ * 10) 

_ def draw_v_parallel_line (): 
erint( "1, **, °26, “T,) 

. draw_h_line() 
draw_v_parallel_lines() 

. draw_v_parallel_lines() 

. draw_v_parallel_lines() 

. draw_v_parallel_lines() 


10.draw_h_lines() 


1 
Z. 
3 
4. 
5 
6. 
7 
8 
9 
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3.11.1 Arguments of Function 


The beauty of defining function is that, the same functionality can be achieved for different 
values. This is done by passing arguments to the function. The function needs to be defined in | 
such a way, that it accepts a value and stores it in a variable and uses it inside the function. The 
point to remember is that, the variable defined inside the function, does not exist outside the 
function and is called local variable; as its scope is limited to the function itself. And that is the | 


very reason; to test a variable inside the function is easy as compared to the variables in the main 
program, called global variables. 


. def draw_hline (n): 
print( ‘_’* 10) | 
. def mre) 


So, let us define an argument in each of the functions, as shown 
in Fig 3.34. Arguments are variables and we can name them 
anyway we want, as per the rules defined by Python. As you 
might have observed that whenever the function is called, 
rather than a variable, a value is being passed. This way, the 
value is assigned to that argument in the function and is used 
inside the function. The output is same as that of Fig 3.33. Try it 
and experience it yourself. 


1 

2 

3 

4, print ‘|’, ‘%s“m, *]’) 
5. draw_hline(10) 

6. draw_v_parallel_lines(26) 
7. draw_v_parallel_lines(26) 
8. draw_v_parallel_lines(26) 
9. draw_v_parallel_lines(26) 
10.draw_hlines() 


Fig 3.34 - Function with Single 
Argument 4! 


To make our functions more dynamic, why not use the argument | 
portion of a function, to its potential. Let's extend the number | 
of arguments and also allow the functionality to print the 
character which is also passed in the argument. This way, each 


function now, accepts a character and a number and the function will display accordingly, as 
shown in Fig 3.35. 


Note that, in both the functions, the argument sequence is not the same. This is to emphasize 
that sequence of arguments is the choice of the developer. But, good programming technique is to 
stick to the same sequence this way; fewer errors are encountered and are easier to call the 
function without referring to the function, again and again. The important aspect is the order of 
arguments defined in the function, should be the same while calling the function. 


def draw_hline (n,o): 
print(o*n) 
def draw_v_parallet_lines (\,m): 
print( ‘|’, ‘'’, “m, ‘|’) 
draw_hline(10, ‘=’) 
draw_v_parallel_lines( ‘| |’,24) 
draw_v_parallel_lines(‘| |’,24) 
draw_v_parallel_lines(‘| |',24) 
. draw_v_parallel_lines(‘| |’,24) 
10.draw_hlines(10, ‘=') 


L_of_num = [7,8,9,10,11] 
Ce! tist_surmup (): 
{ sum=0 
forl in range5): 
sum+= L_of_num [I] 
return (sum) } 
print (list_sumup()) 


I. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9 


Nou kwWwn > 


aD 


—— 
|__ function 


Sample code and outp ut Ge 
s with multiple ar; uments 


re 
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3.11.2 Function Returns Result 


Function is not always, about displaying or printing. Functions are also used to solve an equation 
and return the result. This is done by using ‘return’. For example, the function in the Fig 3.36 
sums up the elements of a list and returns the value, which is printed in the main program. The 
point to note is that a function can return a single value only. A good practice is to enclose the 
variable or value in ‘()’ after return. 


3.12 Debugging 


Bug, is an unanticipated error which is generally logical in nature. Some are simple, as we 
discussed earlier in the example where we swapped the values of 2 variables. And to fix it we dry 
ran the code. However, for complex ones which exist in a code having large number of lines of 
code and many variables of various data types, manual dry-run will be tedious and hard. Hence, 


the solution is to debug the code. 


Debugger in IDI 


In the Python IDLE menu, locate the Debug and select ‘Debugger’. Correspondingly, you will 
notice a ‘Debug On’ message on the shell prompt before the cursor. Next, run your program anda 
window titled ‘Debug Control’ will pop-up as shown in Fig 3.37 which allows you to monitor and 
examine the defined variables and the corresponding values, after each instruction. The pop-up 
window comprises of some buttons that will help you in debugging the code. 


© Step button is the one that you will use initially, quite frequently; as it allows you to execute 
the code line-by-line. Every time you press it, the next line of code will execute. 


© Go button allows you to jump to the breakpoint directl 
iteratively to seek the bug. = 

© Over button is used when there is a 
function call and you want to avoid it 
completely. This way, the function is fully 
executed and value is returned but the 
debugger skips it. 


e Out button is used, when you have 


reached in a function and are examining it _— a 

in debugger, but wants to skip the |" * et 

remaining portion of the function and Sut lotr ‘builtins’ (built-in)> 

come out of it. “CAN\Python\37-32\\\e11-1 py’ 
°csiges this, there are some checkboxes as pees" are 
well. 'Globals' and ‘Locals’ reflect the global ee 


and local data respectively. ‘Source’ is the file, 
currently running in the debugger. Lastly, 
‘Stack’ highlights the function currently 


executed in the debugger. 
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a ee |e || 


— pe 


2. y=3 Iv Stack | Source 
3. temp =0 ¥ lee [ eee \ 
4, print (‘Values of x: ’,x,‘and y: yy) CLL pyi8 carole © 0 " 
5, print (“Lets’s Swap the value of x & y”) Freths' isaryb) sieved gieleale j s} 
6. temp =x 
7. y=temp | 
8. x=y | 
9, print (‘Values of x: ',x,‘and y: ',y ) | 
Fig 3.38 - Breakpoint in code of Fig.3.11 ‘I 
Locals 1} 
The most important element, we have a 


kept for the end, the Breakpoint. A 


_annotations_ {} 


_builtins_ 


<module ‘builtins’ (built-in) 


breakpoint is the line in the code which | —doc_ None 
= . _file_ *C:\\\\Python\37-32\\\\c1 1-1.py’ i 
needs close examination, so the debugger _taoder <class ‘_fozen_importlib. Builtinimporter’ > | 
will make a stopover there definitely. hame— ‘_main_’ 
. _package_ None i 
Although there may be multiple _spec_ None 
breakpoints, and debugger will make a Sp : | 

y 5 : 


stopover on each one of them. To assign a 
breakpoint is quite easy. After activating 
the debugger, just right click on the line of 


code, you want to set as a breakpoint and 


select ‘Set Breakpoint'. The said line will } 


be highlighted yellow and is now marked as 


a 


2 aa gr faban * y= 
ales of variables in Debus 
dow at ¢ | break; D0int 


Values of x: 5 and yi ) 
Lets’s Swap the values of xby 
riable uo 


nes 


sAlti a def ned 


a breakpoint. For every breakpoint, you 

want to set, repeat the same process on the lines of codes, you want to examine. Next, run and 
debug your code. To clear the breakpoint, right click on the highlighted line and select ‘Clear 
Breakpoint’. 

For better understanding, let’s revisit the earlier code of example Fig 3.11 as an example 
scenario. Here, we set the breakpoint on the line, where we doubt the values are not as expected 
and need to examine it for confirmation i.e. line 7, as shown in Fig 3.38. 

As soon as we run and start to step-over the code, the values of the variables are initialized and 
are shown in the Fig 3.37. 

However, when we reach the breakpoint, we observe the values of the variables and get a 
confirmation about the bug, as shown in Fig 3.39. The corresponding output on the shell is also 
visible. 


Python provides a debugger library namely Python Debugger (pdb). From the command prompt, 
you may execute the program with ‘pdb’ parameter, by giving the command: 


——— 
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> Python -m pdb swap_var.py 


Adding '-m switch’ allows python to 
run the imported module as script. 
Thereafter, you can execute through 


the code line by line using ‘step’ or : ! 
‘next’ command, as shown in Fig 40. [ SCE EA 
You may assign breakpoints via ‘break ; : : 


“line_number” ', like break 7 can be —.,* 
typed in to inspect line 7, in our Sela a 
example. Subsequently, if ‘continue’ ; kee 
command is used, the debugger will xa y 

go directly to the breakpoint. For BESAEN 

convenience and clarity, ‘list’ 
command is used in Fig 41, such that 
defined breakpoint and effect of 
continue command can be shown 


along with the code, simultaneously. 


Fig 3.40 - Executing code from Command Prompt 


= 
\P\ thon3/ 


Fig 3.41 - Break point set from Command Prompt 
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Alternatively, Python also gives the option to import pdb in the code, as the first line of the 


program. When the program executes, the d Feet [3 
) ebugger stops at : ' 
can be used. gg ps at the first line. Next, ‘step’ command 


— wii beset breakpoints in the code, using ‘pdb.set_trace()' instruction. As soon as the 
p in S cutes, it stops on the very first line after ‘pdb.set_trace()' instruction allowing the 
code to be inspected and executed line-by-line, as shown in Fig 42. 


aaa you may type in ‘step’ on the shell to execute the code line by line. Fig 43 shows the 
similar sequence of commands that were executed from command prompt, as reflected in Fig 41. 


\Values of x: 5 andy: 3 ; 
: : Values of x: 5 andy: 3 
et Seta of opis of x&y |Let's Swap the value of x & y 
| :\py swap var.py (8) <module>() |> ¢:\python37-32\swap var.py (8) <module>() 
aaa =x : r -> temp = x ~ 
— +) SSS (Pdb) list 


3 y=3 

4 temp = 0 

5 print('Values of x: ',x," and y: ',y) 
6 print("Let's Swap the value of x & y") 
7 pdb.set_trace() 

8 


print (‘Values of x: ',%,' and y: ',y) 
print("Let's Swap the value of x & y") -> temp = x 
9 y = temp 

10 x=y 

} 11 print('Values of x: ',x,' and y: ' 
enti X, y: 'yy) 
|(Pdb) next ; 

> c:\python37-32\swap_var.py(9)<module>() 

|-> y = temp 


While writing a program, the first statement you will learn is how to print and if used adequately is 
the easiest way to debug a 
program. By placing 
multiple print statements 


thoughtfully, a smooth |||print('values of x: ',x,' and y: ',y) 


traceability of any bug can pd Dicmilag Swap the value of x & y") 
be achieved. In Fig.44, we ||/print('values of x: ',x,' and y: ',y,' and temp: ', temp) 
have placed multiple print ||/)¥ * temp Pp 

statements to display the Lea Sanmes Of St Seay” ane ys "6," and tempt Comp) 
x, y and temp variables, || print('values of x: ',x,' and y: ',y,' and temp: ', temp) 
after each statement 7 
where we are assigning , Values of x: 5 andy: 3 


new values to any of the Let's Swap the value of x & y 
Values of x: 5S and y: 3 and temp: 


said variables. The Values of x: 5 and y: 5 and temp: 
corresponding output Values of x: 5 and y: 5 and temp: 


allows us to identify the 
bug. 
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Python also provides ‘assert’ keyword which just like a boolean checks for a condition and returns 
moe “il False. If the assert statement is True, the staement will execute normally otherwise an 
AssertionError’ is returned. Mainly, assert is used to locate logical bugs in code, or any illogical 
suppositions are taken into consideration. For example, if there is a typing error or miscalculation 
of multiplying the number with a negative number, in the code as shown in Fig. 45; then using 


assert before output can help in pinpointing the error. 


x= 5 # initialize 
x = 5 * =1 # may be typing error 


assert x> 0 
Assert Lenkrror 


You ean type in ‘help’ on the shell prompt, at an int in time and a Wet at available. i 
commands will be available, You may type if speci ically the help “command. fame” ‘ernie 
guidance, Like ‘help step’. 


(Pib) help stap 

a(tep) ; 
Buecute the current line, step al the first porsible eveaston 
(either bn a funetion that is datled or in the eurrent 


funetbon)., 


Take input from the user which 
determines the height of the diamond 
and print a filled diamond (#). 


Take an odd number as input from the 
user and draw a ‘X’ with the help of a 
character like ‘+’. The input number 

defines the size of ‘x’ to be displayed. 


Write a turtle graphics code to 
draw a Tic-Tac-Toe board. 


Tis 


Write a program to calculate how many 
iterations it takes to subtract a small 
number from a larger ane, whage both 
the numbers are pggitive Integrals. 
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summary 


@ A set of well-defined instructions which a computer can execute to solve a 
problem is called a computer program. 


@ When the program is executed, the program is loaded into main me:mory from 
where one instruction at a time is fetched and provided to the processor which 
executes it. 


@ Computer Programs are developed in programing languages which provide the 
development environment via set of rules and keywords to use. 


© Python is an open-source progractions are provided in code with the help of 
conditional statements like ‘if-elif-else’ statements. 


© To implement an iterative task, Python provides loops like the fior-loop to 
accomplish the said task effectively and efficiently with lesser lines of code. 


© Turtle graphics provides functions to design basic drawings and two dimensional 
geometrical shapes. 


© With the help of a library we can produce result, with just one line of code, 
rather than writing our own tens of lines of code. 


@ Functions help in separating the code which is frequently occurring, this way the 
written function can be called in a single statement, rather than writing thie same 
code again and again. 


© The variable inside a function is a local variable and its scope is limited nside the 
function only, whereas variables in the main program are global variables and its 
scope covers the whole program. 

© Arguments can be passed to functions for more dynamicity of the functi¢nality. 
Function can return the result of the task it performed in a single value. 

© Python provides a data type of List, which is-alterable and can contain many 
values. 
Bug, is an unanticipated error which is generally logical in nature. 


| 
Debugger allows examining the defined variables and the correspondinjg values, 


after each instruction. | 


© A breakpoint is the line in the code which needs close examination, so the 
debugger will make a stopover there definitely. 
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Exercise 


Ty Select the best answer for the following Multiple-Choice Questions (MCQs), 


Te Computer Programs are categorized into . 
a) Interactive Program and Batch Program b) interactive Program and Badge Program 


c) Inactive Program and Batch Program d) Inactive Program and Badge Program 


pia Python was first introduced in 
a) 1990 b) 1994 
c) 1992 d) 2022 
3. Operator !=isusedfor____. » 
a) Equal b) Logical AND 
c) Not equal d) Logical OR 
4. We can design 2D geometrical shapes in Python, using 
a) Operators b) Iterations 
d) Turtle Graphics 


. c) Variables . 
a. What will the following program do: 
for iin range(10,0,-1): 
print(‘iteration no-’,i) 
b) Itwillrun 9 times 


a) It will give error 
d) Itwillrun 11 times 


c) Itwillrun 10 times 


The interactive computer program accept some input which is from a user program like 


6. 
a) Subprogram b) Web browser 
c) Print job d) Page break 
z. provide basic variable types as str, integer, float, etc. 


a) Print job b) Page break 


c) Python 
8. The input() function treats the entered d 


d) Procedure 
ata asa set of 
b) Characters 


a) Digits 
c) Symbols d) Arithmetic operators 
% Pythonprovide the option of Modulo operator represented as 
aj b) == 
d) % 


c) | + 
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10. ‘“*isused torepresent 
a) Division b) Floor division 
C) Multiplication d) Exponentiation 
11. _ If the program is unable to execute the next instruction, the program will reach the state of 
a) Hang b) Reboot 
c) Shutdown d) Sleep 
12. | We apply comparison with the help of statement. 
a) For b) While 
c) If d) But 
13. In online IDEs, we can write and run our code without in our computer. 
a) Installing b) Creating 
c) Performing d) Detecting 
14. IDEstands for 
a) Internet Development Environment 
b) Illegal Development Environment 
c) Integrated Development Environment 
d) Installer Development Environment 
13; Turtle graphics help us to design basic drawing and 
a) 1Dshapes b) 2Dshapes 
c) 3D shapes d) 4Dshapes 
16. | AREPLmeans 
@) Read-Enter-Print-Loop b) Read-Exit-Print-Loop 
c) Read-Eval-Print-Loop ) d) Read-Evolve-Print-Loop 
17.  Todrawatriangle, weneedtoplaywith__ 
a) Angles b) Vertices 
c) Lines d) Shapes 
18. | Bugisanunanticipated error which is generally in nature. 
a) Analog . b) Digital 
c) Logical d) Legal 
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Give short answers to the following Short Response Questions (SRQs). 


1. What are the applications of computer programming in daily life? 
2. —_ code to take input a number from user and print its mathematical table on screen from 4 
010. 
3. Take an odd number as input from the user, check if it is odd, otherwise ask the user to re-enter 
an odd number. 
4. Write down the main examples of Python based application. 
5. Differentiate between global and local variables with the help of suitable example. 
B, Y 
gy. Give long answers to the following Extended Response Questions (ERQs). 
1 


2. What are the basic functions tha 
olling Race game for 2 players. Alternatively, generate a random 
ther roll. Rolls | 


j Explain the applications of Python in different business and technical domains. 


t ‘List’ provides. Elaborate each of them with an example. | 
3. Write a program for a Dice R 

number for each player. If the number rolls out to be 6, then the player gets ano 
of every iteration is summed up to the previous rolls. The player who reaches 100 first, wins. 


4. How to locate and select Debugger in IDLE? Write steps by taking an example into | 


consideration. 
5. Write code to print the multiplication of first 10 odd numbers and first 10 even numbers and © 


find the difference of the two. [Hint: Use functions] 


————————— 
Mini Project 1: Number Guessing Game 


e Random Number and ask the user to guess the number. 


d the user, whether the guess is right or wrong. 
ser and inform about how many guesses it took till the right 


ext ieee Ss SS eee 


Generat 
For each input, respon 
If the guess was right, congratulate the u 


guess. 
h wrong answer, inform the user to try again. Additionally, also provide a hint 


However for eac 
whether the guess was on the higher or lower side. 
ber of tries. e.g. if the guess is between 1 to 20, you may provide with 


Give the user appropriate num 
3 retries. 


Mini Project 2: Motorcycle Rent Calculator 


Motorcycles can be rented either based on distance travelled or the time the motorcycle was being 
used by the client. Both are separately calculated and added together, to generate total bill. 

For example hourly rate is Rs. 100 while the distance rate is of Rs. 5/ km. A client travelled only 20 
km but the possession of the motorcycle was for 3 hours. This way, the bill of travelled-distance wi 
be Rs. 100/- but the possession-charges will be Rs. 300/-. This way, total bill will be of Rs. 400/-. 
However, for existing members, the lesser of the two charges is treated as a “discount”. 

This way, if the client in above example was already a member, only Rs. 300/- needs to be paid by 


him. 
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a After Eompletinig this lesson, you wal) 
be able to: 


relate the role and importance of model building with their real-world applications. 
© understand and explain experimental design in data science. 


& analyze pre-existing datasets to create summary statistics and data visuals (such as bar 
charts, pie charts, line graphs, etc.) 


sy 
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UNIT INTRODUCTION 


Data analysis is a process, where data is cleaned, explored, and summarized, providing insights 
and information for the construction of statistical models to make predictions or draw inferences 
about real-world phenomena. The procedure helps to reduce the risks inherent in decision- 
making by providing useful insights and statistics. It is often presented in the form of charts, 
Images, tables, and graphs. 

Asimple example of data analysis is whenever we decide in our daily lives by evaluating what has 
happened in the past or what will happen in the future if we make the decision in the same way? 
Basically, this is the process of analyzing the past or future and making a decision based on that 
analysis. 


4.1 Statistical Modeling 


Statistical modeling is the use of mathematical 
models and statistical assumptions to generate 
sample data and make predictions about the real 
world. A statistical model is a collection of 
probability distributions on a set of all possible 
outcomes of an experiment. Data in a model has a 
relationship between two or more variables. For 
example, in a science experiment you collect 
some data about the height and weight of some 
specific group of students. You represent the 
‘students’ weight by variable x and students’ 
height be variable y. After plotting the values, | 
you find the relationship y = 5x + 2. It shows that 

Variable y is a dependent variable because it is 
dependent on variable x. Figure 4.1 shows this. 
rélationship graphically. 


Statistical modeling is described as the mathematical relationship between random and non- 


~ 
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random variables 


4.1.1 Use cases for statistical modeling 

Ause case is a methodology used in system analysis to identify, clarify, and organize a system. A 
data science use case is a concrete real-world task to be solved using the available data. A use 
case is a description of how the users who use the system will perform tasks or achieve the goal. 
In the framework of a particular company, many variables are analyzed using data science 


the context of the company’s specific industry. Data science use cases can be a 


techniques in 
d. Essentially, 


problem to be resolved, a hypothesis to be checked, or a question to be answere 
doing data science means solving real-world use cases. 


i 
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Although the content of each use case will likely be very different, there are some common things 
to always keep in mind: 


© Data science use case planning is outlining a clear goal and expected outcomes, understanding 
the scope of work, assessing available resources, providing required data, evaluating risks, and 
defining KP I(key performance indicators) as a measure of success. 


© The most common approaches to solve data science use cases are forecasting, classification, 
pattern and anomaly detection, recommendations, and image recognition. 


© Some data science use cases represent typical tasks across different fields, and you can rely on 
similar approaches to solve them, such as customer churn rate prediction, customer 
segmentation, fraud detection, recommendation systems, and price optimization. 


4.1.2 How to Solve a Data Science Case Study? 


The answer to this question varies from case to case. It depends on the company’s business 


strategy, and on the core of the case study itself. However, the following points can be helpful to 
outline a general roadmap to follow with any data science use case: 


1. Formulating the right question: This first step is reviewing available literature. 
2. Data collection: At this step, we conduct a data inventory and gathering process. 


3. Data wrangling: The data is cleaned, preprocessed, transformed, manipulated, and mapped 
from its raw form into a more suitable format. 


4. Data analysis and modeling: The cleaned data is analyzed from the standpoint of its current 
status, then fit into a selected predictive statistical model. 


5. Result communication: It includes sharing the most important findings and ultimate 
-conclusions with management, shareholders, and any other involved parties. 


Some examples from the real life as a case study are as follows: 


© Record of Production Goods and Services: Production analysis may help in improving the 
quality. 


© Stock Market Data Analysis: Investors and consumers can get help from predictive analysis of 
existing data of stock market. 


© Weather Forecasting: It could be helpful for aviation, agriculture, mountaineering, and 
businesses. 


© Medical Records: Data obtained and analyzed at healthcare organizations could be helpful for 
medical research and timely diagnosis of diseases. 


© Sales Tracking: A good data analysis helps to plan next strategy model to prevent loss and get 
profit. 


© Population Record: The analysis of population data is helpful for government and other 
organizations for better planning and distribution of resources. 


Ooo a | 
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© Educational Data: It helps in better planning of educational resources for students an 


teachers. 


It helps the people to take preventive measures again 
natural disasters. 


© Natural Disaster Prediction: 
earthquakes, floods, landslides, snowfall, cyclones, and other 


© Pandemic Analysis: It helps in controlling the pandemic and taking preventive measure 


timely. 
Asample case study about weather forecasting: 


Weather conditions play significant role in our daily life, from dressing to travelling, plannin; 
activities and events etc. Unfavourable weather conditions can cause damage to life an 


properties. The following are steps that how predictive analysis about weather forecast can be 


performed and would be helpful in our real life. 

1. Formulating the right question: The existing data about the comparable 
weather situations will be analyzed and reviewed. You can observe from your pas! 
experiences that which weather conditions are likely to occur before a rainy day, 2 


sunny day or otherwise. 

2. Data collection: In this step you can collect data about temperature, amount 
of rainfall, wind speed and direction, and barometric pressure. You can collect 
this data by yourself for learning purposes, by using the thermometer, rain gauge, 
compass, and barometer. For accurate data collection an existing data from 
meteorological department is acquired. 

: ‘ 3. Data wrangling: At this stage the collected data will be rearranged, processed, 
ke {\ S . and grouped for the next stage. The data will be cleaned by removing duplicate 
. values, impute missing values etc. 


4. Data analysis and modeling: The cleaned data will be fitted to some statistical 
model for analysis. 

5. Result communication: The accuracy of our results obtained 
from the statistical model will determine its reliability. Such models are trained 
on sample data and can be used to predict the weather condition. For example, 
when we give some new data about temperature, amount of rainfall, wind speed 
and direction, atmospheric pressure to this model, it will give us the prediction that how likely be 


the weather considering this new data. 


4.1.3 Statistical modeling techniques 


Data gathering is the foundation of statistical modeling. The data may come from the cloud, 
spreadsheets, databases, or other sources. There are two categories of statistical modeling 
methods used in data analysis: Supervised learning and unsupervised learning. 
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Supervised learning 


In the supervised learning model, the algorithm uses a labeled dataset for learning, with an 
answer key the algorithm uses to determine accuracy as it trains on the data. For example, if you 
give a dataset of fruit and vegetables with labels “Fruit” and “Not Fruit”. The model will learn 
from the input data and labels that how does a fruit or vegetable should look like. Then if you give 
it some fruit or vegetable without label, it will recognize it and assign it the correct label. 


Supervised learning techniques in statistical modeling include regression model and classification 
model. 


Regression model:|f the result, label, or outcome of a model is continuous value then it will be 
called regression. The most common regression model is a linear model. A linear regression model 
is a mathematical equation that allows us to predict a response for a given predictor value. The 
variable which is used for prediction is known as independent variable(x) and the variable to be 
predicted based on the value of variable x is known as dependent variable(y). In simple linear 
regression the equation of the line is y = mx + b, where m is the slope and b is the y intercept. If the 
values of independent variable is plotted along the x-axis and the values of dependent variable 
are plotted along the y-axis and a line is drawn then the intercept and slope will be as follows: 


Intercept: It is the point where the graph line meets the y-axis. It is also called y-intercept. 


Slope: It is calculated by the term rise/run where rise is the distance from the x-axis to the y- 
intercept, andthe runis the distance from y-axis to the y-intercept. 


y-axis 


y-intercept,, 


x-axis 
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Classification n ; : se ld 
-lassification model: If the result, label, or outcome of a model is a discrete value then it will 
be called classification. For example, if we predict that will a certain employ get raise in salary or 
not then it will be classification example. But if we make a prediction that how much salary raise 


an employee will get, based on some statistical data, it will be regression model. 


Unsupervised learning 

In the unsupervised learning model, the algorithm is given unlabeled data and attempts to 
extract features and determine patterns independently. Clustering algorithms and association 
rules are examples of unsupervised learning. K-mean clustering algorithms and reinforcement 
learning algorithms are used in unsupervised learning. The term clustering means the group of 
data items with maximum similarities. For example, to reduce the churn rate of customer a 
telecom company observes the customers’ usage and divide them into three clusters, the 
customers with long call duration, the customers with heavy internet usage, and the customers 
with short calls and average internet usage. Now the company will give economical call rates to 
the cluster of having long calls, and attractive internet packages to the customer with heavy 
internet usage. The term association means how likely is to do second action if first action is done. 
For example, in a supermarket customer 1 buys bread, milk, tea and tissues. Customer 2 buys 
bread, milk, coffee, and eggs. Now if the customer 3 buys bread, then there are more chances 
that he will also buy milk. In this example an association between bread and milk has been found. 


K-means clustering: 


The algorithm combines a 
specified number of data points 
into specific groupings based on 
similarities. An example based on 
the image could be a machine 
learning algorithm that instead of 
classifying by known labels 
separates data into groups where 
members are similar as possible 
as shown in Figure 4.5. 
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4.1.4 Build a statistical model using Python 


you can build statistical models to 
perform predictive analysis. Several 
tools are available for this task such as 
s-Excel, Weka, R Studio and Python. 
Many datasets are available on the 
internet. www.kaggle.gom and 
https://github.com/ are the most : 
popular platform to download various 
datasets. However, to create your 
experimental statistical model you 
don't need to download any dataset. 
You can create your own dataset by 
generating some random numbers by using python code. We will plot these numbers on a linear 
graph by using correlation coefficients y= mx +c (y =3x +4, where x will also be generated 
randomly) using slope and intercept. You could write python code in your favorite IDE if you 
already had installed any, else you can open browser on the computer and type the URL 
https://colab.google/ and press enter key. The online compiler for Python will open, click on 
“Open Colab” button on the top right corner of the browser window ( See Figure 4.6) 


Cc SS ocolac researc goog eco 


= Tips Datasets 


Fie Eon Views insert Rurtime Tools 
WOoS.cs 


tctal_bill tip sex 
16 95 12) Femee 


() ————— 
($r" Teacher’s Gui 


To explore more tools to build statistical model using python following are some useful links to downtoad 
Weka and R Studio: 
https: //www.weka.io 


https: //www.rstudio.com/tags/rstudio-ide 
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Type the following code in the browser window: 


} 


'port numpy as np 

‘rom sklearn.linear_model import LinearRegression 
'Mport matplotlib.pyplot as plt 

- #Generate a small dataset 

np.random.seed(42) 

- X=2*np.random.rand(100, 1) 

- y=4+3*X+np.random.randn(100, 1) 

. Create and fit the linear regression model 

10. model = LinearRegression() 

11. model.fit(X, y) 

12. #Make predictions onnew data points 

13. X_new = np.array([[0], [2]]) 

14. y_pred = model. predict(X_new) 

15. # Plot the original data andthe linear regression tine 

16. plt.scatter(X, y, label='Original data’) 

17. plt.plot(X_new, y_pred, ‘r-’, label='Linear regression line’) 
18. plt.xlabel(X’) 
19. pit. ylabel(‘y’) 
20. plt.legend() 
21. plt.show() 


wo MOAN AU BWHN = 


Click the Run button or press Ctr+E keys, the linear regression graph will be fitted on newly 


generated data set. See Figure 4.8. 


0.00 0.25 0.50 0.75 1.00 1.25 0.25 1.75 2.00 
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4.2 Experimental Design in Data Science 


syperimental design is about precise planning and design to ensure that you have the appropriate 
ata and design for your analysis or studies so that erroneous conclusions can be prevented. 


4.2.1 Experimentation in data science as a tool 


experimental design is a tool or technique used to organize, conduct, and clarify the results of an 
experiment efficiently. It leads to the important factors that must be investigated. An experiment 
will produce precise and trustworthy results if you select the right sample size and plan it 


carefully. Experimental design is used in many disciplines like engineering, psychology, 
agriculture, and medicine. 


Experimental Design Flow 


in data science, the experimental design flow often adheres to a standardized procedure to 
guarantee careful preparation, execution, and evaluation of experiments. Here is a general 
description of the data science experimental design flow. It will indicate what the research 
question is. Clearly define the research topic or problem statement that your experiment will 
Sttempt tosolve. This will serve as the design’s compass throughout. 


Develop Hypotheses: The first step is developing hypotheses which will clarify the differences 
and correlations between various variables involved in the experiment. 


Find the variables: In this step you must decide which variables will be fixed and which will be 
changed. The fixed variables will be called independent variables. The values that will change 
according to fixed variable will be called dependent variables. For example, if the salary of the 
person will be higher for the employees with more work experience, then years of experience 
will be independent variable and salary will be dependent variable. You should also consider 
other potential confounding factors that might need to be taken into consideration in this case 
the skill type of an employee can also affect the salary. For example, employees having C++ 
programming skills might be paid higher than employees having Java programming skills. 


+ Determine the Experimental Design: Choose an appropriate experimental design according 
to the nature of research and available resources. Factorial designs, randomized block 
designs, totally randomized designs, and more are examples of common designs. Each design 
has its own benefits and factors to consider. (The details of these experimental designs is 
beyond the scope of this book. ) 


Calculating the Needed Sample Size: Calculate the necessary sample size to generate 
appropriate statistical results and identify their significant effects. 


oO 


Random Assignment and Selection: To produce more accurate results choose random 
samples. It ensures that groups are identical in there is no bias. It will ensure that any change in 
dependent variable is purely based on the change in independent variable. 


Carry out the experiment: After taking careful sample size follow the instructions and gather 
the data. While collecting data about the samples, you should strictly follow the defined 
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Find the Calculating Carry out Interpreting 
the needed the and drawing 
sample size | experiment | | inference 


© Data Analysis: Use the collected data for appropriate statistical analysis to evaluate the 
hypotheses and develop conclusions. Depending on the experimental design and research 
issue, this may require different procedures including hypothesis testing, regression analysis, 
ANOVA, and other statistical methods. ANOVA (analysis of variance) is a statistical test for 
detecting differences in the group means, when there is one dependent variable and one or 
more independent variable. 


© Interpreting and Drawing Conclusions: After data analysis you will reach to the conclusion. 
Observe the results carefully and consider any practical factors which might affect the results. 


© Discuss and Report: Give a clear and concise presentation of the design of the experiment, 
methodology, findings, and conclusions. To enable reproducibility and transparency, the 
experiment should be thoroughly documented. In this way if the same experiment is repeated 
by different group of data scientists, it will produce more or less the same results. 


Principles of Experimental Design 


The fundamentals of this design determine whether an experiment is successful. These principles 
of experimental design consist of: 


Principle of Randomization: According to this principle you divide the people into various 
treatment groups randomly. The randomization technique ensures that there is no bias or 
preplanned grouping for example some groups might have people with one capability and others 
might have some other strengths or weaknesses, such grouping cannot provide accurate results. 
Therefore, groups should be decided randomly. For example, if we conduct an experiment about 
the effectiveness of a new medicine for asthma. There are 100 patients. The principle of 
randomization means we must randomly make the two groups of patients. 50 patients will be in 
each group. Some people in the first group might have sever asthmatic problem while the other 
might have less chronic condition. 

Principle of local Contro!: Acontrol group is a group that has not received any treatment; hence a 
control group is used to compare the treatment group's findings to its outcomes. This approach 
guarantees that the treatment is the reason that any other factors are to blame for the outcomes. 
In our example we will add the new medicine to one group and the other group will be treated 
with their regular medication. The group which will not be given the new medicine is called 


Se 
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control group. 


principle of Blocking: Grouping participants according to a particular trait that could have an 
impact on the results is known as blocking. This principle makes sure that the results aren't 
affected by group differences. For example, the patients belongs to two different genders, male 
and female. So we can make two blocks, one for women and other for men. Suppose there are 56 
women and 44 men, we will make two groups of women 28 each and two groups of men 22 each. 


One group of 28 women and 22 men will be treated with new medicine while the other group of 28 
women and 22 men will be treated with their regular medicines. 


Principle of Replication: If you repeat the experiment again and again, it is called replication. 
The replication ensures that results are reliable. This principle ensures that experimental 
outcomes are not coincident, erroneous or a result of some randomness. In above example if we 
get the results that new medicine is more effective than the previously used medicines, then 
different data scientists should repeat this test for new medicine, before finally declaring it 
effective. Because there might be some coincidence, or patients taking the new medicine might 
have some psychological impact of taking new medicine. Therefore, for principle of replication 
ensures that these experiments should be repeated with different group of patients, may be from 
some other demographic background. If the medicine gives the same results repeatedly then we 
can declare that the new medicine is more effective. 


4.2.2 Correlation and causation 


Correlation describes an association between different 
types of variables. It is a statistical measure of the degree 
to which changes to value of one variable predicts the 


Runs Out of battery 


change in the value of other variable. It is a statistical i Ne 
indicator of the relationship between variables. These sina fi naiteitni 
variables change together which means they co-vary. But 

this covariation is not necessarily due to a direct or indirect 

causal link. , 

Causation means that changes in one variable brings about —Ee 

changes in the other. There is a cause-and-effect —— aay ean 


relationship between variables. The two variables are 
correlated with each other and there is also a causal link 
between them. Acorrelation does not imply causation, but 
Causation always implies correlation. 


For example , a smart phone user complains, “Whenever | try to send text message, my phone 
lags..” Aquick look at the smartphone confirmed that there were five game apps open at the same 
time plus Facebook and YouTube. The act of trying to send a text message wasn't causing the 
lagging, the lack of RAM was causing the phone to lag. But the user immediately connected it with 
the last action she was doing before the lags. She was implying a cat.;1tion where there was only a 
Correlation. 
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4.2.3 Population and Random Sample 


Population and random sample are the terms used in 
statistics. Population is a complete collection or set of 
similar items or events, which are of interest or under 
consideration regarding some problem or experiment. 
Therefore, a population is a complete set of people 
with a specialized set of characteristics. 


Whereas, a random sample is a subset of population. 
each member of the population has an equal chance of 
being selected as a sample. A population and random 
sample is shown in Figure 4.11. . 


4.2.4 Parameter and Statistic 


Parameter is a number or quantity in statistical population, that describes an aspect of entire 
population. While a statistic is a number or quantity that describes characteristics or an aspect of 
a sample. Parameters are the key things we want to learn about, they are usually unknown. 
Sample's statistics give us estimates for parameters. There will always be some uncertainty about 
how accurate estimates are. More certainty gives us more useful knowledge. For every parameter 
we want to learn about we can get a sample and calculate a sample statistic, which gives us an 
estimate of the parameter. Some Important Examples are: 


Parameters Statistics 


Average income for Pakistan. Average income for government 
_ * employees in Pakistan. 


Standard deviation of all the Standard deviation of a random sample 
transaction times in the state bank. of 1000 transaction times in the state 
bank. 
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“igure 4.12 shows the difference between 


sla PARAMETERS STATISTICS 
yarameters and statistics. 
Mean median and mode are different types Data collected from Data collected from a 
' averages used to represent typical entire population of the group being studied 
) 


values in a population. Therefore you can 
ay that the mean value of a population is 
parameter while the mean value of a 
sample is statistics. Some examples of 
parameters and statistics are as follows: 


The typical age of people in a country 


The typical profits of a company 
The typical range of an electric car 


4.2.5 Data collection methods 


Data collection is the process of collecting, measuring and analyzing different types of 
information using a set of standard validated techniques. The main objective of data collection is 
to gather information-rich and reliable data, and analyze them to make critical business 
decisions. Once the data is collected, it goes through a rigorous process of data cleaning and data 
processing to make this data truly useful for businesses. There are two main methods of data 
collection in research based on the information that is required, namely: 


© Primary Data Collection 
© Secondary Data Collection 
Primary Data Collection Methods 


Primary data refers to data collected from firsthand experience directly from the main source. It 
refers to data that-has never been used in the past. Here are some of the most common primary 
data collection methods: 


Interviews 


Interviews are a direct method of data collection. It is simply a process in which 
the interviewer asks questions, and the interviewee responds to them. It 


changed anytime according to the situation. 


Observations 


In this method, researchers observe a situation around them and record the 
findings. It can be used to evaluate the behavior of different people in controlled 
(everyone knows they are being observed) and uncontrolled (no one knows they 
are being observed) situations. This method is highly effective because it is 
straightforward and not directly dependent on other participants. For example, 
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a person looks at random people that walk their pets on a busy street, and then uses this data to 
decide whether or not to open a pet food store in that area. 


Surveys and Questionnaires 


Surveys and questionnaires provide a broad perspective from large groups of 
people. They can be conducted face-to-face, mailed, or even posted on the 
Internet to get respondents from anywhere in the world. The answers can be yes 
orno, true or false, multiple choice, and even open-ended questions. 


Focus Groups 


A focus group is similar to an interview, but it is conducted with a group of people 
who all have something in common. The data collected is similar to in-person 
interviews, but they offer a better understanding of why a certain group of 
people thinks in a particular way. However, some drawbacks of this method are lack of privacy and 
domination of the interview by one or two participants. Focus groups can also be time-consuming 
and challenging, but they help reveal some of the best information for complex situations. 


Oral Histories 


Oral histories also involve asking questions like interviews and focus groups. 
However, it is defined more precisely, and the data collected is linked to a single 
phenomenon. It involves collecting the opinions and personal experiences of 
people in a particular event that they were involved in. For example, it can help 
in studying the effect of a new product in a particular community. 


Secondary Data Collection Methods 

Secondary data refers to data that has already been collected by someone else. It is much more 
inexpensive and easier to collect than primary data. While primary data collection provides more 
authentic and original data, there are numerous instances where secondary data collection 
provides great value to organizations. 


Here are some of the most common secondary data collection methods: 


Internet 

The use of the Internet has become one of the most popular secondary data 
collection methods in recent times. There is a large pool of free and paid 
research resources that can be easily accessed on the Internet. While this 
method is a fast and easy way of data collection, you should only source from 
authentic sites while collecting information. 


Government Archives 


There is lots of data available from government archives that you can make use 
of. The most important advantage is that the data in government archives are 
authentic and verifiable. The challenge, however, is that data is not always 
readily available due to several factors. For example, criminal records can come 
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under classified information and are difficult for anyone to have access to them. 
Libraries 


Most researchers donate several copies of their academic research to libraries. 
You can collect important and authentic information based on different 
research contexts. Libraries also serve as a storehouse for business directories, 


annual reports and other similar documents that help businesses in their 
research. 


4.2.6 Real world experimentation examples 


Facebook A/B testing: A/B testing, also known as split testing, isa method used by companies like 
Facebook to compare two versions of something to figure out which one performs better. In the 
context of Facebook or other online platforms, this often involves testing different versions of a 
webpage, app feature, or advertisement to see which one leads to better results. 


AirBnB uses data science to help renters set their prices: Airbnb uses statistical 
experimentation, such as A/B testing, to enhance its platform and user experience. For instance, 
when testing a new feature like a redesigned booking flow or a different search algorithm, Airbnb 
would create two versions (A and B) and randomly assign users to each group. By collecting and 


analyzing data on user interactions, conversion rates, or other relevant metrics, Airbnb can 
determine which version performs better. 


This data-driven approach allows Airbnb to make informed decisions about implementing 
changes that positively impact user satisfaction, booking rates, or other key performance 
indicators. Through ongoing experimentation, Airbnb continuously refines its platform, ensuring 


that updates are based on empirical evidence rather than assumptions, ultimately contributing 
toa more effective and user-friendly service. 


YouTube and statistical experimentations: YouTube utilizes statistical experimentation to 
improve user engagement, content discovery, and overall user experience. A/B testing is one of 
the key methodologies they use. For example, when introducing a new recommendation 
algorithm or modifying the layout of the platform, YouTube may create two versions (Aand B) and 
randomly assign users to each group. YouTube collects data on user interactions, such as click- 
through rates, watch time, and user feedback, to evaluate the performance of each version. By 
comparing metrics between the control group (A) and the experimental group (B), YouTube can 
make data-driven decisions about the effectiveness of the changes. This iterative process allows 
them to fine-tune algorithms, recommend more relevant content to users, and optimize features 
to enhance overall satisfaction. 


4.3 Analyze pre-existing datasets to create summary statistics and data 
visuals. (bar charts, pie charts, line graphs, etc.) 


To analyze a dataset a series of steps is involved. By following all those steps, you can extract 
meaningful insight and information from the data. These steps include: 


EE 
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© Data exploration 


© Data cleaning 


You can eliminate unwanted data to get more 
meaningful insight. Summary statistics are calculated 
to understand the tendency(how closely similar is data) 
and dispersion(how scatter is the data). After 
computing, mean, median, mode you will calculate 
count and frequently etc. After all these steps of data 
exploration, data cleaning, calculation of summary 
statistics, data will be ready for visualization. Various 
diagrams/tools are used for data visualization like 
charts, graphs, boxplots etc. various graphs are shown 

in Figure 4.13. 7 


4.3.1 Data products (charts, graphs, statistics) 


A data product is a tool that uses data to help businesses to improve their decisions and business 
processes. Data products, in turn, leverage the results of data analysis to automate processes, 
provide real-time recommendations, or deliver data-driven services to users or organizations. 


In simple words, data analysis is the process of deriving insights and knowledge from data, while 
data products are the applications or tools that use those insights to deliver value to users. 
Together, they form the core of data science, enabling organizations to harness the power of data 
for decision-making and innovation. 


4.3.2 Data Visualization 


Data visualization is the graphical representation of information and data. By using visual 
elements like charts, graphs, and maps, data visualization tools provide an accessible way to see 
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and understand trends, outliers, and patterns in data. 
Additionally, it provides an excellent way for employees or 


business owners to present data to non-technical audiences 
without confusion. 


In the world of Big Data, data visualization tools and 
technologies are essential to analyze massive amounts of 
information and make data-driven decisions. 


4.3.3 Data analysis through Python 


In today's world, a lot of data is being generated daily. And sometimes 
to analyze this data for certain trends, patterns may become difficult 
if the data is in its raw format. To overcome this data visualization 
comes into play. Data visualization provides a good, organized 
pictorial representation of the data which makes it easier to 
understand, observe, and analyze data. Python provides various 
libraries that come with different features for visualizing data. All 
these can support various types of graphs. 


Dataset of Tips in a restaurant (Tips.csv) 


Data analysis through 
Python 


Tips database is the record of the tip given by the customers in a restaurant for 
two and a half months in the early 1990s. It contains 6 columns such as total bill, 
tip, male/female, smoker, day, time, size. 


You can download the tips database from the Internet (https://www.mongodb.com_or 
https: //www.kaggle.com/datasets/jsphyg/tipping) To analyze dataset or database in Python 


you need to install certain libraries. Pandas is the most important library to install for data 
analysis. Ton install pandas library the following is the command: 


Pip install pandas 


To run the Python code you can use google colab as mention earlier in this unit. However, this time 
you need to upload the dataset “tips.csv” to your google drive, so that Python code in colab 


notebook can access it directly. You can see the dataset in the left pane of the browser in Figure 
4.17. 


Example Python Code is as following: 
import pandas as pd 

# reading the database 

data = pd.read_csv(‘tips.csv") 

# printing the top 10 rows 
display(data.head(10)) 
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Matplotlib: Matplotlib is an easy-to-use, low-level data visualization library that is built on 
NumPy arrays. It consists of various plots like scatter plot, line plot, histogram, etc. Matplotlib 
provides a lot of flexibility. To install this type the below command in the terminal. 


Scatter Plot: Scatter plots are used to observe relationships between variables and uses dots to 
represent the relationship between them. The scatter() method in the matplotlib library is used 
to draw a scatter plot. In the browser window click on + Code button to type new piece of code 


given below: 


. import pandas as pd 

. import matplotlib.pyplot as plt 

. #reading the database 

. data =pd.read_csv(“tips.csv") 

. #Scatter plot with day against tip 
. plt.scatter(data[‘day’], data['tip’]) 
. #Adding Title to the Plot 


SN FH sk wen = 


. plt.title("Scatter Plot”) 

9. # Setting the X and Y labels 
10. pit. ntabel(‘Day’) 

11. plt.ylabel(Tip’) 

12. plt.show() 
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Scatter Plot 


SS SSL 
Line Chart: Line Chart is used to represent a raationship between two data X and Y ona 
different axis. It is plotted using the plot() function You can use the following code to make line 
chart. 


import pandas as pd Line Chart 
import matplotlib.pyplot as plt 
. # reading the database 
. data = pd.read_csv("tips.csv") 
. # Scatter plot with day against tip 
. plt.plot(data[‘tip’]) 
. plt.plot(data['size’]) 
. # Adding Title to the Plot 
plt.title("Scatter Plot") 
10. # Setting the X and Y labels 
11, plt.xlabel(Dey’) 
12. rt vlabel( Tip’) 
13.7 show() 


1. 
ze 
3 
4 
3 
6 
7 
8 
9. 


Bar Chart: Abar plot or bar chart is a graph that represents the categc-, =f data with rectangular 
bars with lengths and heights that is proportional to the values which they represent. It can be 
created using the bar() method. 


. import pandas as pd 

. import matplotlib.pyplot as plt Bar Chart 
. #reading the database 

. data =pd.read_csv("tips.csv") 

. #Bar chart with day against tip 

. plt.bar(data['day’], data['tip’]) 

. plt.title("Bar Chart") 


. #Setting the X and Y labels 


Oo ON DO WN Rh WwW RY 


. plt.xlabel(‘Day’) 
10.plt.ylabel(‘Tip’) 
11.# Adding the legends 
12. plt.show() . 


Histogram: A histogram is basically used to represent data in the form of some groups. It is a type 
of bar plot where the X-axis represents the bin ranges while the Y-axis gives information about 
frequency. The hist() function is used to compute and create a histogram. In histogram, if we pass 
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categorical data then it will automatically compute the frequency of that data i.e. how often 


each value occurred. 


Histogram 


1 . import pandas as pd | | 70 
f import matplotlib.pyplot as plt | | 60 
3. # reading the database 
4. data = pd.read_csv("tips.csv") sad 
5. # histogram of total_bills 40 
6. plt.hist(data[‘total_bill’]) 30 
7. plt.title("Histogram”) hk 20 
8. # Adding the legends {I | 
10 
1 - Histogram 


Borplor: A saxplee also known as a box-and-whiske'r plot, is used to represent distribution of a 
dataset. It provides a summary of key statistical measures, allowing you to visualize the central 
tendency, spread, and identify potential outliers in the data. The boxplot() function is used to 
compute aboxplot 


Boxpolt 


jnlp sandis as pd | itinut! 
. import matplotlib.pyplot as plt, 
# reading the database | 0 


P@~ OO 


data = pd.read_csv("tips.csv") 
# boxplot of total_bills | 
plt.boxplot(data[‘total_bill’]) — 
plt.title("Boxplot”) 
. # Adding the legends 
plt.show() 


i a ek 


uu 
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Pie Efiart: A pie chart is a circular statistical chart, which is divided into sectors to illustrate 
numerical proportion. Given a set of categories or groups with their corresponding values you can 
make use of the pie function from matplotlib to create a pie chart in Python. By default, the area 
of the slices will be calculated as each value divided by the sum of values. With pyplot, you can 


use the pie() function to draw pie charts. 


eel 
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1. import pandas as pd 

2. import matplotlib.pyplot as plt 
3. # reading the database 

4, data = pd.read_csv("tips.csv") 

5. # Pie chart of tips on various days 


6. plt.pie(data[‘day’]. value_counts() | 


autopct="%.1f%%", radius=1 
labels=['Sat’, ‘Sun’, ‘Thur’, 'Fri’]) 


7. # Adding the legends 
8. plt.title("Pie Chart") 
9. plt.show() 


~= > a> Pw ae re were me te ee em a ee eee or]! 
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Note: you can display more than one graph in a single instance of code, according to the 
need of data represe:ntation. Here, only one graph in each piece of code is shown for 
simplicity and better understanding of the students. 
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ye Data analysis: is the primary step, where data is cleaned, explored, and summarized, \ 
providing insights and information for the construction of statistical models to make 
predictions or draw inferences about real-world phenomena. 
© Statistical modeling: is the use of mathematical models and statistical assumptions to . 
generate sample data and make predictions about the real world. 
© Statistical model: is a collection of probability distributions on a se 
outcomes of an experiment. 


© Use case: is a methodology used in system analysis to identify, clarify, and organize a 
system. A use case is a description of how the users will perform tasks or achieve the 


t of all possible 


goal. 
© Supervised learning model: uses a labeled dataset for learning, with an answer key to 
determine accuracy as it trains on the data. 
Regression model: is predictive model designed to analyze the relationship between 
independent and dependent variables. 
Linear regression model: is a mathematical equation that allows us to predict a 
response for a given predictor value. 
Classification model: analyzes and classifies a large and complex set of data points. 
Common models include decision trees, Naive Bayes, the nearest neighbor, random 
forests, and neural networking models. 
Unsupervised learning: is given unlabeled data and attempts to extract features and 
determine patterns independently. 
K-means clustering: combines a specified number of data points into specific groupings 
based on similarities. 
Reinforcement learning: involves training the algorithm to iterate over many attempts 
using deep learning. 
Experimental design: is about precise planning and design to ensure that you have the 
appropriate data and design for your analysis or studies so that erroneous conclusions 


can be prevented. 

Randomization: is the technique of dividing people into various treatment groups at 
random. This approach guarantees that prejudice or innate variations between the 
groups did not affect the outcomes. 

Control group: is a group that has not received any treatment, hence a control group is 
used to compare the treatment group's findings to its outcomes. This approach 
guarantees that the treatment is the reason that any other factors are to blame for the 


outcomes. 
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impact on the results. This principle makes sure that the results aren't affected by group 
differences. 


Correlation: describes an association between types of variables. 


Causation means that changes in one variable bring about changes in the other variable. 
Population is a complete set of people with a specialized set of characteristics. 
Sample: is a subset of the population. 


Parameter: is number that describes something (usually mean) about the whole 
population 


Statistics: are number that describes something (usually mean) about the sample or 
describe properties of sample. 


Mean, MEDIAN AND Mode are different types of averages used to represent typical 
values in a population. 


Data collection: is the process of collecting, measuring, and analyzing different types of 
information using a set of standard validated techniques. 


Primary data: refers to data collected from firsthand experience directly from the main 
source. It refers to data that has never been used in the past. Here are some of the most 
common primary data collection methods: 


Interviews: are a direct method of data collection. 


Observations: is the method, in which researchers observe a situation around them and 
record the findings. 


Surveys and Questionnaires: provide a broad perspective from large groups of people. 


Focus Groups: is similar to an interview, but it is conducted with a group of people who 
all have something in common. 


Oral Histories: involve asking questions like interviews and focus groups. However, it is 
defined more precisely, and the data collected is linked to a single phenomenon. 


Secondary data: refers to data that has already been collected by someone else. It is 
much more inexpensive and easier to collect than primary data.: 


Internet: is one of the most popular secondary data collection methods in recent times. 
Government Archives: contains a lot of authentic and verifiable data. 


Libraries: are important and authentic sources of information based on different 
research contexts. 


Data visualization: is the graphical representation of information and data. By using 


. visual elements like charts, graphs, and maps, data visualization tools provide a 
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accessible way to see and understand trends, outliers, and patterns in data. 

c. Tips database: is the record of the tip given by the customers ina restaurant for two and 
a half months in the early 1990s. It contains 6 columns such as total bill, tip, sex, smoker, 
day, time, size. 

©. Matplotlib: is an easy-to-use, low-level data visualization library that is built on NumPy 
arrays. It consists of various plots like scatter plot, line plot, histogram, etc. Matplotlib 
provides a lot of flexibility. 

©. Scatter Plot: Scatter plots are used to observe relationships between variables and uses 
dots to represent the relationship between them. 

c. Line Chart: is used to represent a relationship between two data X and Y on a different 
axis. ; 

c. Bar Chart is a graph that represents the category of data with rectangular bars with 
lengths and heights that is proportional to the values which they represent. 

¢. Histogram: is used to represent data in the form of groups. It is a type of bar plot where 
the X-axis represents the binary ranges while the Y-axis gives information about 
frequency. 

ce. Boxplot: is used to represent distribution of a dataset. It provides a summary of key 
statistical measures, allowing you to visualize the central tendency, spread, and identify 


potential outliers in the data. 
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Exercise | 


if Select the best answer for the following Multiple-Choice Questions (MCQs). 


Supervised learning is one of the main category o1' 


a) Statistical modeling b) Data waggling 

c) Data collection d) Evaluation modeling 

For accurate data collection, an existing data from is acquired. 

a) Sampling department b) Modeling techniques 

c) Meteorological department d) Edticational department 
Natural disaster prediction helps the people to take: preventive measures against 
a) Pandemic b) Cyc:lones 

c) Data analysis d) Temperature 


A linear regression modet is a mathematical equation that allows us to predict a response 
for given ? 


a) Predictor value b) Variable 

c) Intercepts d) Modell 

A point where graph line meet the y-axis is called _ 

a) Y-axis b) Y-intercept 

c) Y-coordinates d) Y-dimensions 
Clustering algorithms are examples of : 

a) Classical learning b) Profesisional learning 
C) Unsupervised learning d) Cognit:ive learning 
We can create our own database by generating some raindom number by using 
a) Python code b) Datacade 

c) System code d) Pseudo code 


During summer people of hot regions consume more col'd items. This information is called 


a) Parameter b) Population 
Cc) Statistics d) Random: sample 


If there are some flaws in data collection method, aftt2r analyzing such data the result 
would be more 


a) Accurate b) Huge 

Cc) Noresult can be drawn c) Erroneotis 

Experimental design is a tool used to the result effectively. 
a) Add ' b) Evaluate 

c) Organize d) Test 
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Ww . ak answers to the ollawineg Short Response Questions (SRQs). 
parameters and statisics from given statements: 
‘a) Average length of height ofa giraffe. 
b) Average weight of watermion. 
c) There are 430 doctors in aospital. 
d) Average age of students o 6th class in a school is 12 years. 
e) The number of a basketbil team players having height above 6 feet. 
2. If you want to make a report rearding the products exported from Pakistan in last five 
years, how libraries can help ya to collect data? Write steps. 
Make a pie chart of vegetable rices in the market. Consider five to ten vegetables. 
4. Enlist steps to represent the mnthly temperatures of a Pakistani city in 2023 from 
: oe till December using a ne graph. 


‘ff - 
> 


4S 
“im _ Give long answers to te following Extended Response Questions (ERQs). 
1. Simulate on paper, an experitental design for awareness of food security (Narrative 


Visualization). 
2. Sketch primary data collectin methods in context of disease outbreak, like seasonal flu. 


Argue about the use of statistical modeling techniques. Highlight all techniques discussed 


in this unit. 

4. Compare linear regression ad classification. Emphasize on their respective roles in 
statistical modeling. 

5. Defend either of supervisedearning and unsupervised learning. Give reasons for your 
preference to the other. 

6. Write a Python code to genrate a dataset with two variables where y = x? +2x. Fit scatter 
plot and box plot on this dia. 

7. Relate some real world exaples (other than Airbnb, Facebook and YouTube) where data 
science was used to impro? marketing strategies and enhance the business. 


7 Activity 1 | 


————— 


( Practice all the Python code gen in this Unit. 
| Objective: To help students delop the skill of data analysis by using Python. 
tivity will he students understand the basic syntax of Python for data analysis. 


= AL OO 


| Outcome: This ac 
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Data collection by interview method: 


Objective: To help students understand the process of data collection through 
survey and questionnaires. 


© Divide the students into small groups(not more than 3 students in each group). ° 


ce Ask the students to collect data by interviewing their fellow students, about 
their academic performance, study schedule, outdoor games etc. 

ce Ask them to organize data and plot them by using their favorite tool. 

¢ Supervise them to draw conclusions about correlation among various factors 
and academic performance. 


c Various groups will compare their results/conclusions and find the similarities 
and differences. 


Outcome: This activity will help students understand positive or negative 
correlation among academic and not academic activities. They will also develop 
the skill of conduction interview as an interviewee as well as interviewer. 


| 
| 


or" ree, 
( 4| Activity 3 ) 


Build more statistical models on new datasets. 


Objective: To help students develop the skill of data analysis by using Python and 
other tools. 


¢ Ask the students to search and download some dataset of their choice from the 
internet. 


c¢ Perform the steps of diate cleaning and feature selection. 


© Visualize the data and create various graphs according to the nature of dataset. 
Students can use other tools like MS-Excel, Weka, Pytorch, R studio etc. 


© Supervise and help them finding easy and simple tutorials on internet, students 
can later share small video tutorial through Whatsapp. 


Outcome: This activity will help students learn new tools at their own. 


ee 
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bs APPLICATION OF 
COMPUTER SCIENCE 


¢ eceribe technologies that are the foundation of loT systems, Cloud Computing, and 
Blockchain. 


© evaluate how different stakeholders’ culture, values, and (sometimes conflicting) interest 
affect Al system design. 
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UNIT INTRODUCTION 
This unit is dedicated to different technologies that have enabled Internet of Things (loT) and 


Blockchain applications. It also discusses how different stakeholders’ culture, values and 
(sometimes conflicting) interests affect Al System designs. 


4 


3.1 Introduction to Internet of Things 
Internet of Things (loT) is made up of two 
words, that is, Internet and Things. Things 
here means physical devices such as, 
smart mobiles, smart watches, smart 
security systems, medical sensors, home 
appliances, smart light bulb, smart door 
bell, smart door lock, smart TV, etc. 
Internet is through which these devices 
are connected for communication. These 
devices are smaller in size, have higher 
processing power and use longer battery 
power, due to advancement in | gg 
technologies. The wireless technologies | 
used for creating loT networks are Wi-Fi, 


Bluetooth, Zigbee and NFC (Near Field Communication).Smarthome with loT devices is shown in 
Fig.5.1. 


5.2 Technologies that Enabled Internet of Things 
The following are the technologies that enabled Internet of Things. 
6 Wireless Sensor Networks (WSNs) . 

vo her’s Guide 

6 Cloud Computing 
Mow the ATEPFNECOT 1 hings Works 
6 Big DataAnalytics Rep “at 
© Communication Protocols EN Aa 
6 Embedded Systems 


5.2.1 Wireless Sensor Network 


It is a network of physical devices, appliances, machines and physical objects that can 
communicate through wireless channels. The devices of a WSN are embedded with sensors and 
software. Three types of sensors are used to monitor environmental and physical conditions. 
These are environmental sensors, industrial sensors and motion detection sensors. 


Enviranmental sensors are used for measuring and monitoring environmental conditions. 
These include sensors such as temperature, humidity, air quality, air pressure, wind speed and 
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light sensors as shown in Fig.5.2. 
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Wireless Humidity, Temperature and | Indoor Air 
Vibration and Humidity Sensor Quality Meter 
Light Sensor 


Atmospheric Air Wind Speed and 
’ Pressure Sensor Wind Direction 
(Barometer) Sensor 


Fig 5.2 - Environmental Sensors 


Industrial sensors are used for measuring and monitoring of physical quantities in 
manufacturing process. These include heat, pressure, gas, vibration, viscosity, fluid flow and 
magnetic field sensors. 


a» 
= 


oA 


Industrial 
Pressure Flow Sensor Field Sensor 
Sensors 


Fig 5.3 - Industrial Sensors 


Motion detection sensors are used to detect movement of humans or objects in its 
surrounding. These are commonly used to prevent unauthorized movement in restricted areas. 
These include ultrasonic, proximity, vibration, Passive Infrared (PIR) sensors. 


i 
Downloaded from Atta Shad College Digital Library. 


Proximity Sensor PIR Sensor used Ultrasonic Sensor 
for detecting motion for measuring distance 


Fig 5.4 - Motion Detection Sensors 
Some examples of WSNs used in loT systems are: 
© Surveillance systems 
€ Weather monitoring systems 
e Structural health monitoring systems in civil engineering 
© Smart grid electricity network to monitor and manage the transport of electricity 


5.2.2 Cloud Computing 


It is an IT infrastructure that provides data storage, databases, servers, networking and 
application software services over the Internet. 


There are four types of cloud computing models, public cloud, private cloud, community cloud 
and hybrid cloud as shown in Fig.5.5. 


() 
i. Teacher’s Guide 


“Cloud Computing for Kids” 


Community — 
Cloud 


https: //cloudacademy.com/ 


This resource provides engaging 
interactive activities and 
games especially tailored to 
introduce children the concept 


Of cloud computing in an 


accessible manner. 


Public Cloud 


In this cloud computing model, resources are owned and operated by a cloud service provider 
instead of being installed in-house on local devices. The resources that are delivered to 
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businesses and organizations over the Internet include servers, software and storage. These 
resources are managed and maintained by the cloud service provider. Public cloud service 
Providers offer security to customers because of sensitive data stored in the cloud. Public cloud 
Provides high speed connectivity to ensure rapid access to applications and data. 


It provides services to remote users all over the world. The services can be free or offered on pay- 
per-usage or on subscription charges. Some examples of cloud computing are Amazon Web 
Services (AWS), Microsoft Azure and Google Cloud. 


Private Claud 


This cloud Computing model runs on a privately owned IT infrastructure that is used inside a single 
organization. In other words, cloud computing is dedicated to a single organization. This 
computing model requires huge investment as opposed to public cloud computing model. The 
user organization is responsible for the operation and maintenance of infrastructure (hardware, 
software, network, etc.). Private cloud solution provides more control over servers and computer 
network. It offers better performance, reliability and greater flexibility compared to public 
cloud. 


Community Cloud 


Community cloud model is a cloud infrastructure that provides access and services to multiple 
organizations to share information. It is suitable for organizations who have common concerns or 
needs such as application, security, policy, mission and compliance. It is owned, managed and 
operated by one or more organizations in the community or a third party. It can be on-site or off- 
site. It is cost effective as it is shared by many organizations. It is more secure than public cloud 
but less secure than private cloud. 


Hybrid Cloud 


Hybrid cloud is a combination of public and private cloud. This cloud computing model uses 
technology that allows data and applications to be shared between public and private clouds. The 
organizations use public cloud for performing certain tasks and store their sensitive and critical 
data and applications on the private cloud for fast access and security reasons. 


5,2.3 Big Data Analytics 


Big data analytics is concerned with collecting extremely big data from various resources and 
using analytics software to find out market trends, patterns and insights. It is used to make better 
business decisions and design smart solutions to provide better customer services and generate 
more revenue. 

Huge volume of data is created in our daily life from various digital resources. These include 
banking transactions, customer databases, medical records, emails, mobile apps, etc. which 
cannot be handled by traditional databases. The data gathered by loT devices is transformed into 
actionable information by big data analytics to improve decision-making. 
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The following are some areas of big data analytics. 


Healthcare industry 
Transport industry 
Banking and financial services 


Weather patterns and trends 
Digital marketing 


Media and entertainment 


¢ 

€ 

t 

€ 

@ Insurance industry 
¢ 

¢ 

€ Business insights 
€ 


Government sector 


5.2.4 Communication Protocols 


loT communication protocol is a set of rules that govern how data is transferred and understood 
between physical devices, sensors and the end users. Protocols provide exchange of information 
and methods of connection between loT devices and end users. It is needed for proper functioning 


of loT-enabled devices. 


5.2.5 Embedded Systems 


Embedded systems are small electronic 
devices which are combination of hardware 
and firmware. Firmware is software that is 
permanently installed in a device or 
electronic machine. Embedded systems have 
a microcontroller or a microprocessor that 
controis the. aperation.of embedded systems 
through firmware. Embedded system is 
designed to perform a specific task. Some 
embedded system are shown in Fig.5.6. 


Embedded systems have various 
applications in loT such as they can monitor a 
room's temperature and automatically adjust 
the thermostat. Embedded systems are used 
in a large variety of devices. These include 
medical equipment, home appliances, point- 
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of-sale terminals, vending machines, ticket scanners, automotive devices and industrial 
equipment. Embedded systems help in implementing various loT solutions. 
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9.3.1 Introduction to Blockchain 


A Blockchain is a digital ledger (database) of transact:~ns that is shared and maintained by 
network users. The ledger is a list of continuously growing records, known a blocks. The blocks are 
chained together as shown in Fig.5.7, using cryptography. Cryptography ensures that the 
transaction data is secure and immutable. It cannot be hacked or altered. 


Blockchain Technology 
Digital Ledger of Transactions Data 


5.4 Technologies that Enabled Blockchain 


There are three technologies that enabled Blockchain. 


© Cryptography 
© Blockchain networks 
© Transaction process on the network 


() 
ip Teacher’s Guide 


OS ASD We! “Blockchain for Kids: A Gentle 
Introduction” 
https://coinmarketcap.com/currencie 
s/save-the-kids/ 
CoinMarketCap utilizes a narrative 
driven approach in this resource to 
. mod elucidate blockchain to younger 
Pron ’ 
. ‘ audiences, introducine essential 


concepts in an enjoyable and 


© rmaNcE is 


"Fig 5.8 - Applications of Blockchain 


nt Cee captivating manner. 


5.4.1 Cryptography 
Cryptography is technology that protects information and communications by coding it in such a 
way that only those for whom it is intended can read and process it. Cryptography provides 


confidentiality, integrity and authentication. The topic of cryptography is explained in Unit 1. 
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5.4.2 Blockchain Networks 


tere are different ways of building Blockchain networks. These are public, private 
ermissioned and consortium networks as shown in Fig.5.9. The purpose of all these networks is 
toshare the ledger among all the participants using Blockchain. 


<r ~~ oe 


Private ~ 2) Consortium 
— Blockchain _ we B ain | Blockchain 
-- Network ~ va Netw y Network 
‘ A . “~- , 


ae 


ee . —— ee 


ypes of Blockchain networks 


Public Blockchain Network 


Public Blockchain Network is one that anyone can join in the world. It is an open platform for the 
public in which data is distributed across all the participants. It is adapted by many organizations 
as it is open to public. It requires substantial computing power and security is weak. 


Public Blockchain network is used for exchanging cryptocurrency such as Bitcoin. Cryptocurrency 
is a type of digital currency used by people to make direct payments to each other through an 
online system without the need for a bank. 


Private Blockchain Network 


Private Blockchain Network is managed by a single organization or private business. Public access 
to private Blockchain network is restricted. Organizations or private businesses can customize 
user access and authorization as it is administered by a single entity. It is more secure compared 
to public Blockchain network. 


Private Blockchain networks are often used by businesses, organizations, and government 
agencies to implement secure and transparent record-keeping systems. 


Permissioned Blockchain Network 


Permissioned Blockchain Network is generally set up by organizations who have built a private 
Blockchain network. In this network, only authorized individuals are allowed access and can 
Perform or view transactions. In this case, anyone who wants to join needs permission. It is a safe 
and secure network and has advantage of better transparency. 


Permissioned Blockchain networks are used for a variety of applications like supply chain 
Management, trade finance and clearing and settlement of financial assets. 
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Consortium Blockehain Network 


Consortium Blockchain Networks are permissioned Blockchain networks in which multiple 
organizations are responsible for managing a single consortium Blockchain network. It is more 
complex to set up because it requires collaboration between several organizations or businesses. 
It is safe and secure network. 


Consortium Blockchain networks are suitable for finance and banking, insurance and asset 
trading. Banks also use it to form a group that collects and stores needed information on all 
debtors in a database. 


» 4,3 Transaction Process on the Network 

The Blockchain technology allows individuals to directly make deals with each other without 
involvement of intermediaries such as bank or government. Each transaction is verified by the 
Participants in a peer-to-peer network. When a deal is made between two participants, the 
transaction is permanent. It is added to the ledger and is irreversible. Blockchain facilitates 
faster transactions than traditional databases as there are no intermediaries. Blockchain uses 
decentralization of data. The data is stored in millions of computers all over the world that are 
connected to the Blockchain. 


5.5 Integration of Blockchain and loT 


Unimaginable number of loT devices are interconnected all over the world. These devices collect 
and exchange vast amount of data through sensors which is vulnerable to Cyber-attacks. 
Therefore, it is crucial to take security measures against Cyber-attacks such as hacking and 
breaches. 

The decentraliz. ‘ !edger systems of Blockchain technology provides transparency and immutable 
recording of transactions. Blocks containing information about transactions linked together 
through cryptography store and transmit transactions in a more secure format. Blockchain 
technology does not allow transaction data to be altered. 

The integration of loT and Blockchain technologies allow to enhance the overall performance and 
reliability in managing the loT networks. Moreover, the merger of loT with Blockchain provides 
faster communication between the devices as it does not require intermediaries. . 


Integration of loT and Blockchain 
technologies are providing security 
and enhancing connectivity in many 
areas including supply chain, energy 
grid, healthcare, automotive sector, 
agriculture, and water management 
as show in Fig.5.10. 
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5.6, Stakeholders, Interests. in, Al Systems 


artificial Intelligence (Al) is a branch of computer science to make computer-controlled machines 
that can intelligently perform human-like tasks. Using Al- based machines is like fixing an 
intelligent brain in the machines that has decision-making capabilities to solve complex 
problems. 


Stakeholder is an individual or a group who are affected by Al system or have interest in its social 
impact. Al is transforming the world in various areas but it also poses ethical, social and legal 
challenges that affect the stakeholders. Stakeholders may be end users, developers, customers, 
suppliers, employees, regulators, funders, owners, policy makers and the community. 


6.6.2 Positive andl Negarine lnipacts OFA SiSkeRS 

The decision-making capabilities of Al are replacing human-decision making across all the 
industries. Al is like we have installed an intelligent brain in the computer that can make 
intelligent decisions to solve complex problems. However, there is no guarantee that all the 
predictions make by the Al algorithms will be correct as these are based on data pattern and 
machine learning. Therefore, we can say that Al systems have both positive and negative impact. 
Positive impact af Aa Syakerns 


€ Unbiased Decisions 


Decisions made by Al are based on reason and logic rather than driven by emotions. Therefore, it 
does not have biased views. For example, Al-based recruitment system will hire job applicants 
based on their skills and qualification, not ethnicity or demographics. 


@ Around the Clock Availability, 
Al systems can work 24x7 without any breaks with high efficiency and accuracy which is not 


Possible for human being. For example, online customer support Chatbot can provide assistance 
to customers anytime around the clock by answering their common questions. 


@ Zero Risk 


Al robots can perform many tasks to overcome risks in hazardous environments such as defusing a 
bomb or in manufacturing facility. 


@ Reduction in human Error 


Properly programmed Al systems reduce human errors and provide high accuracy in performing 
various tasks. For example, robotic surgery systems can perform complex operations with 
Precision ensuring patient's safety and healthcare. 


Negative Impact of Al Systems 
© Less Creativity and Emetions 


Al systems cannot be creative in decision-making. Al does not have the ability to experience 
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sina or personal connections. Al relies on algorithms and data inputs to make decision, while 
uman Creativity is influenced by experience, emotions and imagination. Humans have the ability 
0 generate ideas for innovation and progress which is not possible with Al. 


© Lack of Employment 


Robots are being utilized in various industries to replace humans which may increase 
unemployment. For example, robots are replacing humans in manufacturing industry. Robots are 
also replacing humans in hotels by carrying out tasks such as cleaning, restocking bathrooms 
supplies, checking rooms and luggage transportation. 


€ ‘thical and Moral Concerns 


It is difficult to incorporate ethics and morality into Al systems. People are concerned that one 
day, Al may grow uncontrollably and eventually destroy humanity. 


© High Cost 


Creating machines that simulate human intelligence is very costly as it requires plenty of time, 
resources and also latest hardware and software. 


5.6.3 Conflicting Requirements of Stakeholders in the Development of Al 
Systems 


Al application developers have to consider 
and manage many conflicting 
requirements of stakeholders to avoid 
failure of the resulting software. 
Stakeholders of an Al application of a 
specific area, such as, healthcare, 
education, supply chain, marketing, etc., 
may have many diverse expectation, 
desires and goals in conflicting situations. 
Conflicts among the stakeholders should 
be resolved, not suppressed. Conflicts in 
requirements between different 
stakeholders are unavoidable. They | 
express their views or disagreements on 
some decisions or values proposed in an Al 


application. Different stakeholders may 
have similar needs but may differ on how to implement them. Conflicts can be due to different 


_ interpretation or understanding of the given problem. Conflicting requirements of stakeholders 
sk of Al application design more difficult as they have to satisfy all the 


make the developers’ ta 
stakeholders. 
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Fa — Summary 
internet of Things (loT) is made up of two words, that is, Internet and Things. Things 
here means physical devices such as, smart mobiles, smart watches, smart security 
systems, medical sensors, home appliances, smart light bulb, smart door bell, smart 
door lock, smart TV, etc. Internet is through which these devices are connected for 
communication. 


Wireless Sensor Network (WSN) is a network of physical devices, appliances, machines 
and physical objects that can communicate through wireless channels. The devices of a 
WSN are embedded with sensors and software. 


Environmental Sensors are used for measuring and monitoring environmental 
conditions. These include sensors such as temperature, humidity, air quality, air 
pressure, wind speed and light sensors. 


Industrial Sensors are used for measuring and monitoring of physical quantities in 


manufacturing process. These include heat, pressure, gas, vibration, viscosity, fluid flow 
and magnetic field sensors. 


Motion Detection Sensors are used.to detect movement of humans or objects in its 
surrounding. These are commonly used to prevent unauthorized movement in restricted 
areas. These include ultrasonic, proximity, vibration, Passive Infrared (PIR) sensors. 


Cloud Computing is an IT infrastructure that provides data storage, databases, servers, 
networking and application software services over the Internet. 


In Public Cloud computing model, resources are owned and operated by a cloud service 
provider instead of being installed in-house on local devices. The resources that are 
delivered to businesses and organizations over the Internet include servers, software 
and storage. These resources are managed and maintained by the cloud service 
provider. 


Private Cloud computing model runs on a privately owned IT infrastructure that is used 
inside a single organization. In other words, cloud computing is dedicated to a single 
organization. This computing model requires huge investment as opposed to public cloud 
computing model. The user organization is responsible for the operation and 
maintenance of infrastructure (hardware, software, network, etc. ). 

Community Cloud model is a cloud infrastructure that provides access and services to 
multiple organizations to share information. It is suitable for organizations who have 
common concerns or needs such as application, security, policy, mission and compliance 
considerations. It is owned, managed and operated by one or more organizations in the 
community or a third party. ; 
Hybrid Cloud is a combination of public and private cloud. This cloud computing model 
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* uses technology that allows data and applications to be shared between public and 


Private clouds. Hybrid cloud is a combination of public and private cloud. This cloud 
computing model uses technology that allows data and applications to be shared 
between public and private clouds. 


Big Data Analytics is concerned with collecting extremely big data from various 
resources and using analytics software to find out market trends, patterns and insights. 


loT Communication Protocol is a set of rules that govern how data is transferred and 
understood between physical devices, sensors and the end users. Protocols provide 
exchange of information and methods of connection between loT devices and end users. 


Embedded Systems are small electronic devices which are combination of hardware and 
firmware. Firmware is software that is permanently installed in a device or electronic 
machine. Embedded systems have a microcontroller or a microprocessor that controls 
the operation of embedded system through firmware. 


_ ABlockchain is a digital ledger (database) of transactions that is shared and maintained 


by network users. The ledger is a list of continuously growing records, known a blocks. 
The blocks are chained together using cryptography. Cryptography ensures that the 
transaction data is secure and immutable. 

There are different ways of building Blockchain networks. These are public, private, 
permissioned and consortium networks. The purpose of all these networks is to share the 
ledger among all the participants using Blockchain. 

Public Blockchain Network is one that anyone can join in the world. It is an open 
platform for the public in which data is distributed across all the participants. It is 
adapted by many organizations as it is open to public. 

Private Blockchain Network is managed by a single organization or private business. 
Public access to Blockchain network is restricted. Organizations or private businesses 
can customize user access and authorization as it is administered by a single entity. 
Permissioned Blockchain Network is generally set up by organizations who have built a 
private Blockchain network. In this network, only authorized individuals are allowed 
access and can perform or view transactions. 

Consortium Blockchain Networks are permissioned Blockchain networks in which 
multiple organizations are responsible for managing a single consortium Blockchain 
network. It is more complex to set up because it requires collaboration between several 
organizations or businesses. 

Cryptography is technology that protects information and communications by coding it 
in such a way that only those for whom it is intended can read and process it. 
Cryptography provides confidentiality, integrity and authentication. 
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Select the best answer for the following Multiple-Choice Questions (MCQs). 


4. Fluid flow sensor is a type of: 
a) Environmental sensor b) Industrial sensor 
c) Motion detection sensor d), Climate control sensor 
2. The cloud model that provides services to multiple organizations is known as: 
a) Public cloud b) Private cloud 
c) Community cloud d) Hybrid cloud 
3. The cloud model that provides best security of data is: 


a) Public cloud b) Private cloud 
c) Community cloud d) Hybrid cloud 


4. Exchange of information between loT devices and end users is provided by: 


a) Cloud computing b) Big data analytics 


c) Embedded systems d) Communication protocols 


5. The Blockchain network that is most difficult to set up is: 


a) Public Blockchain network b) Private Blockchain network 
c) Permissioned Blockchain network d) Consortium Blockchain network 
6. The Blockchain network that is open for everyone to join is called: 
a) Public Blockchain network b) Private Blockchain network 
c) Permissioned Blockchain network d) Consortium Blockchain network 
7. The sensors used to prevent unauthorized movement in restricted areas are called: 
a) Envirnoment sensors b) Industrial sensors 
c) Motion detection sensors - d) Resticted area sensors 
8. Sensors used for measuring humidity, air quality, air pressure, tempreture and wind speed 
are called: 
a) Envirnoment sensors b) Industrial sensors 
c) Motion detection sensors d) Measurement sensors 
9. Software that is permanently installed in an electronic machine is known as: 
a) System software b) Application software 
c) Machine software d) Firmware 
10. A digital ledger of trasactions shared and maintained by network users is called: 
a) Database b) Accounting software 
c) Blockchain d) Network ledger 
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Give short answers to the following Short Response Questions (SRQs). 

. How loT can enhance our daily life? 

. Provide 3 €xamples of WSNs used in loT system. 

. Differentiate between public cloud model and private cloud models. 

- What is Blockchain? Why data stored in a Blockchain is secure? 

- Why integration of Blockchain and loT is beneficial? 

. Define permissioned Blockchain network. 

zn. 

‘e. Give long answers to the following Extended Response Questions (ERQs). 


1. What is Blockchain technology? Describe in detail how transactions are processed using 
Blockchain technology. 


om hw NY 


2. Briefly explain the role of following technologies that enabled IoT. 
a.Cloudcomputing b.Communicationprotocols cc. Embedded systems 


3. Criticize the negative impacts of Al systems in the domain of education and learning of 
students. 

4. Examine the reasons behind the conflicting requirements among stakeholders during the 
development of Al systems. 

5. Consider creating a cutting-edge system for language learning. The priorities of teachers, 
learners, and programmers will all differ. How would it help to make the new language 
seals system better by incorporating the varying priorities? How can Al be added to it? 
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Git Activity vity2 ma 


Have FI students ats work through a Blockchain n application where the students act like Blockchain users 
and maintain a ledger through their peer-to-peer network in class. 
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a ar ee 
(Have a discussion in 1 class where you divide the class into groups. Each group is further divided into 


‘three roles where one role represents advertisers that are trying to sell their products on a social 
media platform, the second role is using social media to connect with friends, and the third role is the 
developers who is trying to sign up more users and trying to get the existing users to spend more time 
on their application. Help the discussion on how each role has different expectations from the Al 
algorithms being used in the application. 
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4 Si After completing this lesson, you will 
ibe able to: 


a € understand and apply safe and responsible use of information sources, identifying sources of | 
reliable information compared to unreliable information and its sources 


€ define and discuss how computing has increased connectivity by enabling communication 
between people and the environmental, cultural, and human impact of increased 
connectivity 
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UNIT INTRODUCTION 


In our daily lives, when we need information to make decisions, learn new things, or do research, 
we get that info from different places like books, websites, or databases. These sources are super 
important because they help us understand things, analyze stuff, and solve problems in different 
areas like work or school. There are different types of information sources, each with its own job 
and unique features. 


6.1 Information 


In the context of computers, “information” refers to 
data that has been meaningfully organized, 
processed, or formatted to communicate 
knowledge, facts, or insights to a user or a system. It 
is the end result of processing raw data through 
various activities including computing, analysis, or 
transformation.Raw data is transformed or 
processed into information through a number of 
activities. Calculations, sorting, filtering, and other | 
processes that provide the data context and meaning | 
might be a part of this processing. It is frequently 

easier to retrieve, evaluate, and present information when it is organized ina planned style. 


Text, numbers, photos, audio, and video are just a few of the different formats that information 
can take. Additionally, depending on the domain and the intended purpose, it might be arranged 
in many ways. 


6.2 Information Sources 


The modern information environment is not 
complete without information sources, which act 
as repositories of knowledge and data that people 
and businesses rely on to make choices, conduct 
research, stay current, and solve issues. These 
sources can be roughly divided into three 
categories: primary, secondary, and tertiary 
sources, each of which contributes differently to 
| the gathering and sharing of knowledge. 


Primary Seurces 

Primary sources are the authentic, undisturbed documents or artifacts that offer first-hand 
knowledge of an event, issue, or subject. Examples of primary sources are letters, diaries, 
photographs, surveys, raw data etc. 
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secondary sources are created by individuals or organizations who analyze, interpret, or 
summarize primary sources. Examples of secondary sources include books, academic articles, 
documentaries, and news reports. Secondary sources are frequently used by researchers to get 
specialized information or to gain a deeper understanding of a topic. 


Tertiary Sources 


Secondary and primary sources are combined and 
gather in tertiary sources, which are used to provide 
information. They are useful for quick reference and 
overall knowledge because they are created to provide 
a thorough overview of a specific topic. Examples of 
tertiary sources are encyclopedias, dictionaries, 
handbooks, and textbooks. 


Digital Sources 


In today's digital age, information sources are 
increasingly found in digital formats, accessible through 
the internet. Examples of digital sources are websites, 
online databases, social media, blogs, and multimedia 
content. Digital sources offer real-time updates but they 
also require critical evaluation for credibility and 
reliability. 


Print sources of information often provide in-depth analysis, historical context, and a tangible 


medium for reading and research. Examples of print sources are books, newspapers, magazines, 
and journals. 


Human Sources, 


Information can also be sourced directly from people, either through personal communication or 
€xpert consultation. Examples of human sources experts, mentors, colleagues, and community 
members. 


Electronic Sources. 


Electronic sources refers to information, data, or 
Content that is stored and accessed in digital form, 
typically through electronic devices such as 
Computers, smartphones, or tablets. Examples of 
electronic sources are online databases, websites, e- 
books, digital journals, audiovisual materials etc. 
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Understanding and applying safe and 
responsible use of information sources is 
essential in today's digital age, where 
information is easily accessible but not 
always reliable. Whether you're conducting 
research, using information for decision- 
making, or simply consuming content 
online, here are some key principles to 
follow. 


In today’s digital age, where information is 
freely accessible but not always reliable, 
understanding and putting into practice 
safe and ethical use of information sources 
is crucial. Here are some important 
guidelines to remember when utilizing the internet for research, making decisions, or just 


reading content: 


Evaluate the Source's Credibility 

Check the source's reputation and authority in the field. Are they known for accurate, unbiased 
reporting? Consider the author's qualifications and expertise on the subject. Be cautious of 
sources that lack transparency about their authors or affiliations. 


Beware of Bias and Misinformation 

Recognize that all sources may have some degree of bias. Be aware of the difference between 
factual information and opinions or editorials. Be skeptical of information that seems too good (or 
bad) to be true. 

Respect Copyright and Intellectual Property 

When using information for your own work or research, be sure to properly attribute and cite your 
sources. Understand the principles of fair use and copyright laws in your jurisdiction. 


Avoid Plagiarism 
Always credit the original author when quoting or paraphrasing their work. Learn how to properly 
cite sources in the appropriate citation style (e.g. APA). 


Report False Information 
If you come across false or harmful information, report it to the platform or authorities if 


necessary. Encourage responsible information sharing within your online and offline 


communities. 
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6.4 Bias in Data 
imagine data bias as mistakes or problems in 
information that can make the conclusions we 
draw from it not quite right. It happens when there 
are errors OF unfairness in the data, like not 
picking a fair group of examples or making 
mistakes When collecting information. This can 
lead to wrong or unfair results when we use the 
data. Data bias is a big deal in things like 
computers learning and decision-making, because 
if the data is not fair, the computer might make 
unfair decisions. To fix this, we need to find and fix 


these mistakes in the data and make sure we have a good mix of different examples. This way, we 
can make sure our results are fair and accurate. 


6.4.1 Human bias in data collection 


__ Fig 6.7 - Bias in data | 


Imagine human bias in data collection as mistakes or problems in the information we gather. It 
happens when people involved in collecting data let their own views or beliefs affect the process, 
making the data not completely accurate. This bias can happen at different times, like when 


deciding how to collect data, choosing who to include, actually gathering the data, and 
Interpreting the results. 


Sampling Bias 


One of the most common forms of bias is sampling bias. This 
occurs when the sample used for data collection does not 
accurately represent the entire population. For example, if a 
survey is conducted only in urban areas, it may not capture 


-eegeeeee] the perspectives of rural populations, leading to a biased 
Fig 6.8 - Sampling Bias __} dataset 


Selection Bias 


This bias occurs when certain individuals or groups 
are systematically excluded from the data collection 
Process. It may be intentional or unintentional and 
Can result from factors such as accessibility or 
researcher preferences and it might even be 
Unplanned. For example, if a company is conducting 
interviews for a new position. If the interviewers only 
Select candidates from a specific university because 
they believe it produces the best graduates, theymay — 
inadvertently introduce selection bias. 
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Observer Blas 


Observer bias, or experimenter bias, happens when the person 
observing an event or collecting data is influenced by their own 
beliefs or expectations, which can affect how they interpret or 
record information. Imagine a scientist conducting a study ona 
new medicine. If the researcher already believes that the 
medicine will be very effective, they might unintentionally 
analyze the results in a way that aligns with their preconceived 
notion. This can lead to biased and inaccurate conclusions about 
the medicine's actual effectiveness, as the researcher's expectations influenced their 


interpretation of the data.” 


Data Interpretation Blas 

Data interpretation bias refers to the tendency of individuals to 
interpret information in a way that aligns with their pre-existing 
beliefs, expectations, or preferences,-rather than objectively 
analyzing the data. This bias can lead to a distorted 
understanding of information and may impact decision-making. 


6.5 Reliable Information 


Reliable information refers to data, facts, or knowledge 
that can be trusted and depended upon for accuracy and 
credibility. It is typically obtained through reputable 
sources, rigorous research, or established methods of 
verification. Reliable information is free from bias, 
distortion, or manipulation and is supported by evidence | 
that has undergone scrutiny and validation. 


6.5.1 Sources of reliable information 
Identifying sources of reliable information involves a critical assessment of the credibility, 
authority, and transparency of the sources. Look for well-established institutions, such as 
government agencies, universities, and reputable research organizations, as they often produce 
reliable data and research. Peer-reviewed academic journals and books by recognized experts in 
the field are excellent sources. Also, consider websites with domain extensions like .gov, .edu, or 
.org, as they often belong to government, educational, or nonprofit organizations known for 


providing accurate information. 


Academic Institutions and Peer-Reviewed publications 
For scientific or academic information, peer-reviewed journals and articles from respected 
academic institutions are generally reliable. These sources go through a rigorous review process 


by experts in the field. 
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government Websites: 


Government websites, such as those ending in .gov is often Provide accurate and up-to-date 
information on a wide range of topics. These sources are usually vetted and authoritative. 


¢ducational Institutions (edu) 


websites with ".edu" in their domain name are associated with educational institutions like 
universities and colleges. These websites are typically reliable sources of information because 
they are affiliated with academic organizations. The ".edu" domain indicates that the website 
belongs to an educational institution, and it is often used for official and trustworthy content 
related to research, education, and other academic pursuits. So, when you see a website with 
"edu" in the URL, you can usually trust the information it provides. 


Databases at the library 
For information on academic and research topics, use library resources like JSTOR, PubMed, or 
Google Scholar. These resources are available for free in many libraries. 


Cress-cheek Infermatien 


Compare information from multiple sources. If multiple reputable sources are reporting the same 
information, it is more likely to be reliable. 


De net use secial media as yeur primary seurce 


Be cautious when using social media as a primary source of information. Information can spread 
quickly on these platforms, but it may not always be accurate. 


6.6 Sources of Unreliable Information 


Unreliable information means that the information you have might not be trustworthy or 
accurate. It is like getting advice from someone who often makes mistakes or telling stories that 
are not true. When information is unreliable, you cannot always rely on it to be right, so it is 


€ssential to be cautious and double-check things before believing or using that information to 
make decisions. 


6.6, 1 Sources ef unreliable information 


Unreliable information can come from various 
sources. First, social media and websites that oe 
lack fact-checking may spread rumors, fake | ©, |) Sol eee 


. PSUVNAIUE 


News, and unverified claims. Second, biased or 
sensationalist news outlets can distort facts to 
fit their agenda. Third, anonymous sources or 
user-generated content often lack credibility, 
as their accuracy cannot be verified. Fourth, 
Outdated or incomplete information can 
mislead when the context has changed. Lastly, 
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personal anecdotes, while valuable, may not represent broader truths. To navigate unreliable 
information, it is essential to cross-check facts, rely on reputable sources, and be critical of 
content lacking evidence or transparency. 


cry of 5 | 5 


Searching for data is like going on a treasure hunt on the 
computer. Think of it as having a big box full of different 
things, and you were trying to find one special thing, like 
your favorite toy. To do this, you look through the box, 
one thing at a time, until you find what you want. 
Similarly, when you search for data, you were going 
through a huge pile of information on the internet or ina 
computer to find exactly what you need. You use special 
tools called search engines, like Google, to help you find 
that specific piece of information or answer to your 
question among all the stuff online. It is like a digital 
scavenger hunt where you use keywords and filters to discover the hidden treasures of 


information you were looking for. 
6.8 Data Source Verification Tasks Suitable for Humans 


©) 


Fig 6.14 - Data Searches 


Data source verification tasks can vary widely in terms of complexity and the suitability of humans 
versus computing devices for completing them. The choice between humans and computing 
devices depends on factors such as the task’s nature, accuracy requirements, speed, and the 
availability of resources. Here is a breakdown of the differences between tasks that should be 
completed by humans and those that are ideally completed by computing devices. 


6.8.1 Tasks Suitable for Humans 


ro ae 
if 3] 
Subjective Handling 
Judgments — Ambiguity 
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. complex | Personal 
decision-making / judgments 


Fig 6.15 - Tasks Suitable for Humans 


Subjective Judgments 
Tasks that involve subjective judgment and interpretation are often better suited for humans. For 
example, determining the sentiment of a piece of text or assessing the credibility of a news 


source may require human judgment. 
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complex Decision-Making 


Tasks that require complex decision-making based on a deep understanding of context, ethics, 
and social norms are typically handled better by humans. For example making decisions about 
content moderation on a social media platform often requires considering a range of cultural and 
ethical factors. 


Handling Ambiguity 


Humans are capable of adapting and making decisions based on their knowledge and common 
sense when the data or task requirements are unclear. 


Personal judgments 


Humans are frequently better equipped for tasks involving arbitrary judgment, interpretation, or 


nuance. For instance, human judgment may be necessary to determine the tone of a text or judge 
the reliability of a news source: . 


6.8.2 Tasks Suitable for Computer 


Speed and Pattern i 
é: reliability i i Recognition 


f Processing 


Large Amounts ——_— 


XA! Data 


Speed and 
Consistency 


oe “Statistical Automated 
Analysis Verification 


Speed and reliability 
Computers can handle data far more quickly and with constant accuracy, which makes them the 
best choice for activities requiring frequent and repetitive calculations. 


Processing Large Amounts of Data 


Handling large volumes of data quickly and accurately is a strength of computing devices. They 
Can perform tasks like sorting, filtering, and aggregating data at scale. 


Statistical Analysis 


Computing devices are well-suited for performing complex statistical analyses, regression 
Modeling, and other data-driven calculations. 


a se i ae 


Downloaded from Atta Shad College Digital Library. 


er ee 
Pattern Recognition 
Tasks that involve pattern recognition, such as identifying anomalies in data or detecting trends, 
can be efficiently handled by machine learning algorithms. 
Speed and Consistency 
Computing devices can process data much faster and with consistent precisio 
ideal for tasks that require rapid and repetitive calculations. 


n, making them 


Automated Verification 
Tasks like verifying data against predefined rules or performing data quality checks can be 
automated using computing devices. 


In many cases, a combination of both humans and computing devices may b 


approach. Humans can provide expertise, judgment, and oversight, while computing devices can 
y depends on the 


e the most effective 


handle repetitive and data-intensive tasks efficiently. The choice ultimatel 
specific requirements and constraints of the task at hand. 


6.9 Computing 


Computing refers to the process of using computers and 
computational systems to perform various tasks, solve 
problems, manipulate data, and process information. It 
encompasses a wide range of activities and technologies 
related to the use of computers and digital devices, 
including hardware, software, algorithms, and data. 


6.9.1 Connectivity is improved by 


computing 
Computing has played a significant role in increasing connectivity in various ways, transforming 
the way people, devices, and systems communicate and interact. Connectivity is significantly 
enhanced through the integration of computing technologies. This improvement is driven by 
several factors, including the ability to process and analyze large volumes of data in real-time, 
enabling more efficient communication and decision-making. 


Internet and Networking 


The internet has made it easier for people all over the world to connect 
and share information. Thanks to computer networks like the World 
Wide Web, email, and instant messaging, we can now communicate in 
real-time. This means that individuals, organizations, and governments 


globally are linked together through the internet.” 
Mobile Technology | 


With the use of smartphones and tablets, we can now effortlessly stay in contact while we are 
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Fig 6.17 = Computing ; 


away from each other. These devices have strong computers inside them 
that allow us to do cool stuff like talking to each other using voice and 
video calls, chatting on social media, checking emails, and surfing the 
internet. It's like having a mini-computer in our pocket! This makes it 


super easy for us to stay in touch with friends and family and manage 
work stuff too. 


Sociable Media 


Social networking websites like Facebook, Twitter, Instagram, and 
LinkedIn were made possible by computing, revolutionizing the way 
people communicate and exchange. information. These platforms allow 
- users to stay in touch with their friends, family, and coworkers as well as 
forge new relationships with individuals who have similar interests or occupations. 


Cloud Computing 


Cloud computing has made it possible for individuals, businesses, and 
organizations to remotely access and store data, apps, and services, 
fostering connectedness and cooperation. It enables project 


collaboration, real-time document sharing, and data access from many | 
platforms and places. 


Big Data andAnalytics 


Computing power has made it possible to collect, process, and analyze 
vast amounts of data. This data-driven approach has improved decision- 
making, enhanced personalization, and fostered connectivity between 
organizations and their customers. 


6.10 impact of Increased Connectivity on the Environment 


Increased connectivity, particularly in the context of the digital age and the Internet, can have 
both positive and negative environmental impacts. These impacts can vary depending on the 
specific technologies, infrastructure, and usage patterns involved. 


6.1 p.1 Positive Environmental Impacts 


Econom 
Resource and - 
Monitoring the Opportunitie 
Efficiency 
Environment Gre 


Cl 
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Reduced Travel 


Increased connectivity can facilitate remote work and online meetings, reducing the need for 
commuting and business travel. This can lead to lower carbon emissions from transportation. 


Resource and Efficiency Improvement 


The Internet of Things (loT) and other technologies that rely on connectivity can improve 
resource management by enabling for more effective use of resources like water, electricity, and 
other resources. 


Monitoring the Environment 


Enhanced connectivity can enable real-time environmental monitoring, helping to detect and 
respond to environmental issues such as pollution, deforestation, and natural disasters more 
effectively. 


Economic Opportunities for Green Technologies 


Green technologies, such as smart grids and renewable energy systems, can have a positive 
impact on the environment, and connectivity can open up prospects for their development and 
implementation etc. 


6.10.2 Harmful Environmental Effects 


E-waste 


The proliferation of electronic devices and constant connectivity can 
lead to increased electronic waste (e-waste) generation. The improper 
disposal and recycling of electronic devices can harm the environment 
and human health. , 


Energy Consumption 

Data centers and the infrastructure required for connectivity consume 
significant amounts of energy. The energy sources used for this 
infrastructure can have varying environmental impacts, depending on 
whether they rely on fossil fuels or renewable energy. 


Resource Extraction 


The production of electronic devices and the infrastructure for 
connectivity requires the extraction of raw materials, such as rare earth 
metals, which can contribute to habitat destruction and environmental 
degradation. 


Digital Divide 

Increased connectivity can worsen the digital divide, where some 
communities have access to technology and the benefits it brings, while 
others do not. This can result in uneven resource distribution and 
environmental impacts. 
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Privacy Issues 


Connectivity often involves the collection and storage of vast amounts 
of data, raising privacy concerns. Data breaches and misuse of personal 
information can have social and environmental implications. 


6.11 The Effects of Connectivity on Culture 


The cultural impact of increased connectivity, 
brought about by advancements in technology 
and the internet, is really big and spreads far. It 
has made a global village where people from 
different cultures can easily connect, share 
ideas, and learn from each other. This has led to 
a rich exchange of cultural practices, customs, 
and traditions, making people more aware and 
understanding of different cultures. However, 
some worry that it might make all cultures the 
same as global trends and influences spread 
quickly. In this connected world, people have 
the chance to explore and accept different 


perspectives, but they also have to deal with the challenge of keeping their own cultural. 
identities in the midst of this global mixing. 


6.12 Effects of Increased Connectivity on People 


People have experienced both positive and 
negative effects from increased connectedness, 
such as that provided by the internet and 
cellphones. On the plus side, it has made it 
simpler for us to communicate with family and 
friends, get information fast, and interact with 
people around the world. Furthermore, it has 


created new chances for online education and 
work. 


The possibility for screen and social media 
addiction, privacy issues, and the dissemination 
of false information are some of the drawbacks of 
greater connection. To maximize the advantages 
while limiting the disadvantages of this increasing connectedness, it can be helpful to maintain a 
balance and use technology with awareness. 
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Assistive technologies (AT) refer to a wide range of tools, devices, software, OF equipment 
designed to help individuals with disabilities or functional limitations perform tasks they might 
otherwise have difficulty with. The primary goal of assistive technologies is to enhance the 
independence, functionality, and quality of life for people with disabilities by addressing bar riers 
they may encounter in daily activities. These technologies can span various domains, including 
communication, mobility, education, employment, and daily living. 


6.13.1 Use of assistive technologies 


Software and 
Screen hardware that 
a are adaptable 
we 


4 readers 


é 


Voice recognition & Mobility devices 


software like wheelchairs 


Fig 6.21 - Use of assistive technologies ut 


Medes 


Voice recognition software 


Software that recognizes speech commands and enables voice control of 
computers and other devices for people with physical disabilities. 


Screen readers 
[J Text-reading software also called screen reader software are available for 
——r people with visual impairments. These are Software that reads text out loud 
to people who are blind. 


Mobility devices like wheelchairs 

Mobility devices and equipment to help people with mobility issues are 
available. Devices that make it easier for those with mobility issues to go 
around on their own. 

Software and hardware that are adaptable 
Adaptive equipments are available for those with physical limitations. Some 
examples of adaptive equipment's are modified keyboards, switches, or 
joystick controllers etc. 


The digital divide refers to the gap between those who have access to digital technologies and the 
internet and those who do not. This divide can have a significant impact on connectivity and how 
accessibility to information affects the lives of different people. It refers to the gap or disparity in 
access to and use of digital technologies and the internet between different groups of people or 
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communities. This divide can be based on various factors, 
including income, location, age, education, and socio- 
economic status. The digital divide has significant 
implications for individuals, communities, and societies, as it 
can intensify existing inequalities and limit opportunities for 
those on the wrong side of the divide. 


6.15 Technological innovations 

Various technological innovations have significantly enhanced communication between people, 
including the widespread use of Wi-Fi networks, which provide high-speed internet access for 
seamless online connectivity. Bluetooth technology enables wireless data exchange between 
devices over short distances, facilitating effortless sharing and interaction. Additionally, 
advancements in mobile communication, such as 5G networks, have revolutionized real-time 
communication, offering faster data speeds and reduced latency, thus promoting more efficient 
and reliable connections among individuals, regardless of their physical location. These 
innovations collectively empower individuals to communicate and collaborate more effectively 
in today's interconnected world. 


Wi-Fi Networks 


Wi-Fi (Wireless Fidelity) technology allows for wireless data transmission 
over short distances. It has revolutionized how we connect to the internet 
and communicate with others. Wi-Fi is used in homes, offices, public spaces, 
and even on mobile devices, enabling fast and convenient internet access. 


Bluetooth 


Bluetooth is a wireless technology standard that facilitates short-range 
‘communication between devices, such as smartphones, tablets, 
headphones, and speakers. It's commonly used for connecting peripherals 
and sharing data without the need for cables. 


3G, 4G, and 5G Networks 


Fourth-generation (4G) and fifth-generation (5G) cellular networks have 
Significantly improved mobile communication. These networks offer faster 
data speeds, lower latency, and increased capacity, enabling high-quality 
Video calls, mobile internet browsing, and loT (Internet of Things) 
Connectivity. 


Smartphones 


Modern smartphones combine various communication technologies, 
including cellular, Wi-Fi, Bluetooth, and VoIP. They are essential devices for 
voice calls, text messaging, and internet access. 
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Responsible and safe use of information sources: This relates to using knowledge 

responsibly and ethically while avoiding damaging or unethical behavior. 

€ Identifying Sources of Reliable Information: The capacity to distinguish and recognize 
reliable information sources that offer correct and credible facts is known as "identifying 
sources of reliable information." 

@ Identifying Unreliable Information Sources: The ability to spot unreliable information 
sources, frequently as a result of a lack of credibility, accuracy, or prejudice. 

e@ Recognizing Unreliable Information Sources: Identifying Reliable and Unreliable 
Information Sources recognizing the origins and traits of information sources that routinely 
deliver biased or incorrect information. 

© Responsible Information Consumption: Using information responsibly consuming 

information critically and responsibly, which entails checking facts before accepting them 

as true and preventing the spread of inaccurate or harmful information. 

Ethics in Information Use: Observing moral guidelines when utilizing and sharing 

information, making sure that one's deeds are in line with ideals of honesty, integrity, and 


ae 


os. 


| justice. 

© Computing: Computer technology, including both hardware and software, are used in 
computing to process and manipulate data, carry out calculations, and address issues. 
Connectivity: The ability of various devices, networks, or people to communicate and 
exchange data with one another is referred to as connectivity. 
Communication: The exchange of information, concepts, or messages via verbal or written 
language, electronic media, or signals between people, objects, or systems is referred to as 
communication. 
Environmental Impact: When we talk about environmental impact, we are talking about 
the potential negative consequences that increased connectedness through computing may 
have on the environment. This includes things like energy use, electronic trash, and the 
carbon footprint of digital technologies. 
Cultural Impact: Cultural impact refers to how improved connection can affect and modify 
cultural behaviors, beliefs, values, and traditions, frequently as a result of the cross- 
cultural exchange of ideas and information that computers facilitates. 


© Human Impact: Human impact refers to the effects that more computing connectivity may 


= 


have on social interactions, working habits, information access, and general well-being. 
The APA (American Psychological Association) citation style is a set of rules and guidelines 
for documenting and citing sources in academic writing, especially in the fields of 
| psychology, education, and the social sciences. 
Ms : ; 
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Select the best answer for the following Multiple-Choice Questions (MCQs). 


1, What is the primary objective of understanding and applying safe and responsible use of 
information sources? 


a) Tocollect as much information as possible 

b) To differentiate between reliable and unreliable sources 
c) Toshare information with others 

d) Tostore information securely 


2. What is one of the key points of the text regarding information sources? 


a) They are always 100% reliable b) They can be either reliable or unreliable 
c) They are all equally trustworthy d) They are only found in books 

3. Which of the following is NOT a part of safe and responsible use of information sources? 
a) Identifying reliable sources b) Sharing information without verification 
c) Applying critical thinking skills d) Understanding the sources of information 


4. What is the importance of identifying reliable information sources? 
a) Ithelpsin hoarding information 
b) It prevents access to information 
c) Itensures the accuracy and credibility of information 
d) Itpromotes the use of unreliable sources ° 
5. How can one differentiate between reliable and unreliable information sources? 
a) Bychoosingsourcesrandomly . 
b) By evaluating the credibility and trustworthiness of sources 
c) Byusing information sources without any evaluation 
d) By avoiding all information sources 
6. Which of the following isa key aspect of responsible information use? 
a) Sharing information without verifying its accuracy 
b) Citing sources when using information 
c) Keeping all information sources secret 
d) Ignoring the source of information 


™N 


. What is meant by “applying safe and responsible use of information sources”? 
a) Using information for personal gain only 
b) Using information without questioning its accuracy 


c) Using information in a way that respects ethical guidelines and respects the reliability of 
sources 


d) Using information without any concern for its origin 
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8. What role does critical thinking play in safe and responsible use of information sources? 
a) Itencourages blind acceptance of information 
b) It promotes skepticism and evaluation of information 
C) It discourages the use of information 
d) Ithasno impact on information use 
9. Which of the following is an example of an assistive technology used to enhance mobility for 
individuals with disabilities? 
a) GPS navigation apps b) Social media platforms 
c) Video streaming services d) Online shopping websites 
10. What type of assistive technology can help individuals with visual impairments access 
digital content through touch? 
a) Screen magnification software 
b) Hearing aids 
c) Braille displays 
d) Speech recognition software 


G- Give short answers to the following Short Response Questions (SRQs). 
What is the primary objective of safe and responsible use of information sources? 


2. How would you distinguish between a reliable and an unreliable information source in a real- 


world scenario? 
3. Why isit important to identify the sources of both reliable and unreliable information? 


4. Could you describe a situation where you would need to apply the principles of safe and 


responsible use of information sources? 
What are some potential consequences of using unreliable information without verifying its 


5, 
credibility? 

6. How has computing technology facilitated increased connectivity between individuals and 
communities, both locally and globally? 

7. What are some specific examples of environmental benefits and challenges that have arisen 
as a result of increased connectivity through computing? 

8. In what ways has increased connectivity through computing affected cultural exchange and 
diversity in the digital age? 

9. Can you provide specific examples of sources that are considered reliable and sources that 


are unreliable? 
10. Can you provide examples of initiatives or technologies that have harnessed increased 


connectivity for positive social or humanitarian impact, and what lessons can we learn from 


them? 
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ey Give long answers to the following Extended Response Questions (ERQs). 
1, Determine the fundamental concept regarding the safe and responsible use of information 
sources. Distinguish reliable information from unreliable sources, as well. 


2. Imagine you are researching a controversial topic online. In what ways, would you undertake 
the encountered information sources, identifying and verifying the reliability. Determine 


the steps you would take to ensure safe and responsible use of these sources in your 
research. 


3, Argue about the increased connectivity provided by computing technology, facilitating 
communication between individuals, and what are the key technological advancements 
driving this phenomenon? 

4. Distinguish the environmental consequences of increased connectivity through computing, 


including the impact on energy consumption and electronic waste, and how can these 
challenges be addressed? 


5. Analyze the ways via which increased connectivity impacts the computing, affecting various 
cultures and societies. Critically evaluate the potential positive and negative human 
cine such as changes in social behavior, privacy concerns, and the digital divide. 


(+ | Activity 1 


| ‘€ Make a collection of news items, some of which are false c or contain inaccurate information. 


' € Ask students to read the articles and evaluate each source's reliability using the specified standards. 


© Have aclass discussion in which the students present their findings and go through the warning signs that they 
| used to spot false news. 


© Identify which articles were true and which were false, and talk about the value of conducting fact checks and 
i exercising critical thought w when reading the the news. 


—— wees 6 ee eee 


Gy Activity 2 


¢ ee 2 


fe Presentation ani — Discussion Encourage debate ari critical thinking about how computers affects 
connectedness. 


€ Divide the class into smaller groups, as instructed. 
, © Telleach group to talk about the following issues: 


© _ How has the use of computing technology—such as the internet, social media, and smartphones—improved 
human connectivity? 


| © What effects has this enhanced connectivity had on the environment? (For instance, energy use and 
electronic trash) 


| © What are the human benefits and drawbacks of greater connectivity? (Examples: mental health issues, 
| privacy issues) 


© Howhas computing technology (e.g., the internet, social media, smartphones) increased connectivity among 
' Eeoret 
\ 
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Empathy through Assistive Technologies 
In this activity, participants will gain a deeper understanding of the challenges faced by individuals with diverse 
abilities and the empowering impact of assistive technologies. Each participant will be assigned a simulated 
impairment (e.g., visual impairment, motor difficulties) and equipped with a basic assistive device. The activity 
begins with a simple task or game designed to mimic real-world challenges faced by people with disabilities. 
Participants will navigate the task using their assigned assistive technologies. Following the activity, a reflective 
discussion will be facilitated to explore the emotions, insights, and frustrations experienced. This immersive 
experience aims to cultivate empathy, promote awareness, and inspire a commitment to creating more inclusive 
environments. 


[pp Activity 4 


Class Discussion on the Influence of Computing on Connectivity 
Facilitate class discussion on the impact of computing on connectivity. Divide students into groups, provide 


research materials on connectedness, and assign topics: 
Benefits of computing technology on human connectivity. 


ie] 


© Environmental consequences of increased connectivity. 
Global impact on cultures and societies. 


Cc 
© Humaneffects - positive and negative. 
Groups prepare brief presentations summarizing their findings, followed by class-wide discussion. 


‘09> —$=——----——*+~ QX- me 
if Teacher’s Guide , (¢°) Teacher’s Guide | 
“Five Challenges to Closing the Digital Divide 

and How to Solve Them” | 


The Source: A Critical Thinking Guide to 


Evaluating Information” 


} 


https: //researchtips. sdsu,edu/home/evalua https: //biarrinetworks.com/insights/ five- 


challenges-to-closing-the-digital-divide-and- 


ting? 
A comprehensive guide to explore critical _how-to-solve-them 
thinking skills for information evaluation, | 


alone with understandir@ of various types of 3 


Aresource for better understanding about the | 
implications of the digital divide and how to 


sources & Diases. solve them. 


) 


>—_—_ 
Ci Teacher’s Guide 


The Impact of Social Media on Mental Health” (American Psychological Association) 


https: //www,apa.org/ members/content/social-media-research-series 


rhe American Psychological Association offers a detailed examination of social media's influence on 


mental health in this resource. It explores the positive facets such as enhancing social connections 
slonuside negative implications like fostering social comparison and isolation. Teachers can address 


these valuable insights with their students. 
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‘2.) After completing this lesson, you will 
<->" be able to: 


© Perform advanced searches to locate information and/or design a data-collection approach 
to gather original data (e.g., qualitative interviews, simulations, prototypes, surveys) 
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UNIT INTROD 


Digital literacy is the ability to find, create, evaluate, communicate, and share digital contents, 
It Involves interaction with digital technologies like cell phones, social media platforms, smart 
devices, and the Internet. Digital literacy is the key to formulate research questions, based on 
accurate data collection or creation. 

A research question is the goal or objective to achieve after collecting data, evaluating it, and 
come to the conclusion. This conclusion provides the ultimate answer to that research question. 
Usually, a research question focuses on research, decide or develop the methodology and set a 


hypothesis. 
Data collection is the method of collecting data by Designe 
using various data collection techniques. It is further Quentont 


A tec ion 


evaluated and converted into meaningful information. 
The outcome of this activity becomes the answer to our 

research question for which the entire procedures have Weise 
been designed and followed. Meson 


Accurate data collection plays a vital role in making 
- informed business decisions, maintaining research 
integrity, and ensure quality. During data collection, 
the researchers must identify the data types, the 
sources of data, and what methods are being used. 
There are different data collection methods. Accurate > Fig 7.1 - Digital literacy 


and suitable have a pivotal role for reliable research. 
QU 
(¢r" Teacher’s Guide 


While deciding which data collection method or strategy is 
To explore more about qualitative 


to be used, following are some key points to remember: 


se or objective of the research/research 
je Ine purpe : interviews and surveys following are 


question. some useful links: 
© The type of data to be collected. https: //deakin.libguides.com/qualita 
© The methods and procedures to collect, store, and |MAMESSITeNAC Sth tyaiaze Es 

process the data. https: //freeonlinesurveys.com/survey 


research/qualitative-data-collection 


7.1 Data Collection Strategies 


Before discussing the data collection strategies, we will learn about the difference between the 
word method and strategy. Some data collection methods have been discussed in Unit No. 04. 
Therefore, first we will identify the difference between them. A method is a process, steps, or 
procedure to perform a task or implement some idea. On the other hand, the strategy is a goal, 
objective or set of actions to achieve some aim. In other words, we can say that a strategy is how 
to select a goal, while the method is how to achieve that goal. For example, a company that 


ee eel 
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regularly markets very expensive products is using a “high end” strategy. Therefore, it will use 
various methods to reach potential customers, as well as maintain the quality of their products to 


meet the customers’ needs. In simple terms, a strategy is a plan of action, which is designed to 
achieve a long-term goal or objective. 


A data collection strategy is the collection of methods that will be utilized to get accurate and 
reliable data. For example, if you want to collect data about the usage of paid cloud service for 


smart phones users, you will first collect data about available could services for smart phones. 
Following are some advanced data collection tools or strategies: 


7.1.1 Qualitative Interviews 


Qualitative interviews are usually an informal research 
method, in which open ended questions are asked from the 
participants to gain in-depth insight about the research 
question. These interviews can be formal as well in which the 
interview is strictly technical and ask the questions in a 
controlled manner. In qualitative interviews a semi structured 
approach is used to get participant centered knowledge based 
on his/her social, cultural, and contextual factors. However, 
these interviews can be unstructured and structured too. The 
interviewer uses probing techniques to delve deeper into 
participant's responses, to get clarity, additional information and uncover underlying meaning. As 
qualitative interviews are participant centered, therefore, they are aimed at understanding the 
participants’ viewpoint. They are often conducted with small numbers of participants. The 


emphasis is on the quality of in-depth analysis rather than quantity of information and 
generalization. 


Conducting a qualitative interview involves several key requirements to ensure a robust and 
insightful research process. It requires careful planning and implementation. The good outcome 
of a successful qualitative interview is meaningful and rich data, which provides better answers 


to our research questions. Some important steps to conduct a better qualitative interview are as 
follows: 


{. Define your research question or objective: 


Clearly define the rescaich question or objective for which the qualitative 
interview is required. Well defined research questions provide the foundation 
of qualitative interviews. The research question should be well explained to 
help focus on relevant aspects of the participants’ perspectives. To develop a 
research question, you should be focused on the problem/issue about which 
research is required. Start from a broader perspective and narrow down your research question 
towards the topic of interest. For example, you have to write an essay about earthquakes. The 
broad topic is that you make a research question as “Impact of earthquake on human mind”. After 
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that you will narrow down your research topic and set clear boundaries that which topic/matter 
you will address in your research and which part will you keep aside for future research. In this 
example you can keep your research question specific to certain community or group of people 
and your research question will become “Impact of earthquake in hilly areas of Pakistan”. This 
research question clearly set the boundaries for the research. 


fi. Participants Selection: 


Choosing the right participants is crucial for obtaining diverse and relevant 
answers to the research questions. Researchers should establish inclusion 
criteria based on the characteristics that align with the research question. 
Purposeful sampling allows for the selection of participants who can provide 
valuable insights, ensuring the richness and depth of the data. 


fii. Obtain informed consent: 

Before commencing interviews, researchers must obtain informed consent 
from participants. This involves clearly explaining the purpose of 
research/study, procedures, and potential risks and benefits. Participants 
should understand that their involvement is voluntary, and they have the right 
to withdraw at any time. The informed consent process ensures ethical conduct and respect for 


participants’ autonomy. 
iv. Develop an interview guideline: 


Developing a comprehensive interview guide is essential. The guide comprises 
a set of open-ended questions designed to obtain detailed responses from 
participants. It should be flexible enough to allow for spontaneous exploration 
of topics raised by participants, advancing a natural and conversational flow. 
The interview guide ensures consistency across interviews while allowing for 
adaptability based on pa rticipant responses. 


v. Interviewer Training: 

Interviewers play a key role in qualitative research. Therefore, proper training 
of the interviewers should be conducted. It is crucial to equip interviewers 
} with the necessary skills, including active listening, probing, and creating a 
comfortable environment for participants. Training helps interviewers 
maintain neutrality, minimize biases, and adhere to the study's objectives and ethical standards. 
Training should include how the interviewer can obtain fair information from the participants 


even if it is clashing with his/her own point of view. 


vi. Recording equipment: 

It is important to. record the interviews properly. In the current age of 
technology, recording by writing is less effective than recording by using some 
audio or video recorders. The recorded interview can be played repeatedly to 
get true insight into the information provided by the participant. Sometimes 
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by changing the state of mind of the interviewer the obtained information might be different. 
Such recordings provide the repetition of the answers in its original form rather than re reading it 
from the paper. Therefore, it provides true insight into the participants’ viewpoint. 


vii, Comfortable environment; 


Select a suitable place for the interview where both interviewer and the 
participant feel comfortable and free from distractions. The environment | e 
should provide complete privacy as well. Choose a relaxed and neutral | 

environment to help participants feel at ease and encourage open 
communication for qualitative interviewing. There should be trust level 
between the interviewer and the participant. The interviewer should introduce him/herself, 
explain the purpose of conducting interviews, and keenly listen to the participants’ responses. 


am) Vili. Conduct the interview: 


The interviewer should start the interview by introducing him/herself, it will 
create a friendly and comfortable environment between the interviewer and 
participant. Ther interviewer should be flexible and responsive to participants’ 

~ answers. The participant should have the liberty to speak freely and provide 
the answers according to his/her comfort. The interviewer can use probing techniques to get in- 
depth knowledge regarding research questions. The participants’ perspective should be given 
respect regardless of the interviewer's personal likes and dislikes. Seek participants’ consent to 
record the responses. The data should be clearly recorded and saved for future use. 


ix, Respect participants’ perspectives; 

The interviewer should show respect for the participants’ responses, even if 
they differ from his/her own opinion. There should be no judgments making or 
imposing the interviewer's own thinkings/responses during the interview. To 


get the honest and true response of the participants is directly dependent on 
skill of interviewer. 


, x. Transcribe and analyze the data: 


Accurate transcription of interview recordings is essential to complete the 
entire process successfully. The interviewer can promptly record the data 
after each interview before the facts disappear gradually due to passage of 
time. The interviewer should analyze the qualitative data. He/she can use 
Suitable methods to keep the data accurate and private. The entire process of planning and 
conducting the interview should be according to the ethical guidelines. No privacy should be 
breached through the interview. 


I 
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(CfS) Case Study: Qualitative Interview ) 


alibi the skill 0 conduct a qualitative interview , an example case study about qualitative interview is designed. 
te intians anes guidelines to conduct qualitative interview to find the viewpoints of parents having children aged 
$ to 5 years regarding the use of digital games/gadgets.: sae 

i. Define your research question or objective; 

The research question in this case study is to find the viewpoints of parents having children aged 4 to 5 years regarding 


the use of digital games/gadgets. The digital games involved in this case study are online games, videos played on 
smartphones and tablets. 


it, Participants Selection; 
The participants should be the parents having the children aged 4-5 years. The other condition for a potential 
participant is that their children would be using digital gadgets. 


After identifying such a group of parents, the interviewer can seek permission from them to involve 
research. Only those participants should be selected who are willing to share information without any hesitation. Those 


who don't want to be part of research should not be forced. 


ty. Develop an interview guideline: 


The guideline will contain open-ended questions. Sample questions would be as following: 


them in his/her 


|. Does your child play any digital games? 
ii. Which digital game does your child prefer? 
iii. For how long does your child use a smartphone/ tablet? 
iv. Do you think the use of digital content is affecting the cognitive level of your child positively? 
v. Doyou think the use of digital gadgets is necessary for your child? 
‘vi. Does the use of digital gadgets affect the social development of your child? 
Above are some sample research questions, the number and nature of questions may vary depending upon the nature of 
research. The questions will be adapted based on participants’ response. 


¥, Interviewer Training: 
The interviewer shall be 
this case. 

vi, Recording equipment; 

The recording equipment will be decid 
recording of the interview can be arranged in this case. 


vii. Comfortable environment: 


To conduct the interview a suitable and comfortable place/environment will be arranged. 


The interview will be conducted at the selected place. The interviewer will ask.the questions and record the response 


given by the parents. 
If some participants share information which does not match with the interviewer's thinking, it should not affect any step 
The true and genuine responses of the parents should be recorded to achieve meaningful research data. 


trained that how he/she is going to interact with the selected group of participants, parents in 


ed according to suitable options available. For example, digital audio and video 


of the process. 


x, Transcribe and analyze the data: 


All the answers provided to the interviewer should be transcribed and analyzed to get clear results. The results can be 
shared with relevant people. 


ee 
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7.1.2 Simulations 


simulation is an indirect method of data collection, in which 
the data for the research question is generated or created 
rather than collected directly by interview, surveys or 
questionnaires. It allows the researcher to observe the }) 
behavior of analytical models fitted to mock data. This | 
synthetic or fake data is an imitation of real-world data. The | 
process of creating such data is known as data simulation. The }, 
accuracy of simulation relies on the precision of underlying 
model. Simulated data is usually generated in huge amounts, 
where direct data collection from the real world is either * 
difficult or unreliable. 


In data simulation the desired attributes and characteristics can be incorporated into synthetic 
data, which are seen in real world. Such data provides the pattern and distribution of real world 
while being under a controlled environment. It enables the researchers to explore complex 
theories, and gain better insight, which might be challenging to obtain from the real-world data. 
Therefore, simulation method helps to get insight about complex system. It is not primarily a 
traditional data collection method. A real-world example of simulation is a pilot learning to fly in 
an aircraft simulator. 


7.1.3 Prototypes 


In context of data collection, a prototype refers to preliminary a amatatiar ak iresuatlh 
version of data collection tools or methods. Prototypes serve os 

as a sample for the final data or a scale down (Se) 
Product/conclusion before the full-scale implementation of : f 
the concept. The primary goals of prototyping are to identify 

and address design flaws, assess user experience, and ensure 
that the final product aligns with intended objectives. 
Prototypes are integral to the development cycle, minimizing 
risks, improving efficiency, and enhancing the overall quality }) 
of the final product or system. A few examples of prototypes in 
data collection are as follows: 


t 
| 


Survey Prototypes: It is a small-scale version of a survey before its general distribution. A survey 
Prototype helps to identify ambiguities and get clarity of questions to be asked during a survey. 


Questionnaire Prototypes: It is a draft version of questionnaire to be used for data collection. in 
this version, all the problems are identified and corrected. ‘ 


Data Collection Tool Prototypes: It is the prototype of data collection tool to be used. In the 
Protype the key working of the tool is evaluated and improved if some problems are found. 
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interview Prototypes: It is mock interviews which are conducted to check the performance of 
the tool. The interviewer conducts mock interviews to test the effectiveness of interview 
protocols. It helps in refining the questions, ensuring they generate meaningful responses, and 
Improving the overall interview process. 


Data Visualization Prototypes: It gives some glimpses of data visuals, how would they be if 
implemented in current situation. Design of early versions of data visualizations or dashboards 
provides clarity and effectiveness in conveying information. This can help refine the visual 
representation of data before final implementation. 


In general, prototype method in data collection helps the researchers and organizations to 
identify potential problems to be occurred at some later stages. After handling those problems, 
the final product becomes more reliable and meaningful. It is an effective and robust strategy. 


7.1.4 Surveys 


Asurvey is a systematic or structured tool designed 
for data collection from a group of individuals. 
Usually, surveys are conducted through printed 
questionnaires, online forms, interviews, etc. Like 
the qualitative interviews, surveys also contain a 
collection of questions to be asked from the target 
participants, but surveys are more formal and 
structured than qualitative interviews. Surveys are 
also used to collect feedback, reviews, and 
opinions from the targeted participants. In surveys, 
researchers use multiple methods of data 
collection, which may include printed | 
questionnaires, online google forms, telephonic 


surveys, and face to face surveys. Since there are 
multiple ways of data collection, the suitable method is used/preferred to collect data 


depending upon the targeted audience. The information obtained by surveys becomes available 
for statistical analysis. Analyzing results requires statistical techniques, interpretation skills, 


ensuring that the collected data is reliable and valuable for drawing meaningful conclusions. In 
as invaluable instruments for understanding and quantifying the 


summary, surveys serve 
perspectives of a chosen population ona given set of issues. 


To develop a skill of conducting survey you can design google form for the following example. to 
create a google form the following are the steps: 
i) Type “docs. geegle.com/ forms” in your web browser 


ii) Click on Blank form option to create anew form. 
iii) Click on the term “Untitled form” and type the name of the form. A blank question will be 
available in thé form. By default and multiple choice question format is provided, however, 


= ll 
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you can change the nature of the question by clicking on it. 
iv) Inthe text box click on “Untitled Question” and type your question. 


v) In the options section give your options one by one. You can assign score to each question if you 
want. 


vi) After adding all the questions you will click on three dots in the top right corner of the form 


window and you can share the link with the participants. (Note: google form is saved 
automatically) 


We will take the example to collect information about “the impact of usage of digital games and 
gadgets”, using survey method, the sample form could be as follows: 


Impact of usage of digital games/gadgets among the children aged 4-5 years 


This questionnaire is designed to get opinion from the parents about the impact of digital 
games/ gadgets on their children. 


be 


Tate r; 7 ie . ; “A } : * gts % = y Ly 4 xi 8 “ery 7 
\ ah, oS Table 7.1 Questionnaire For Parent’s Feedback Soe ier 


rt , 


Stronsty 
agreed 


Not 


Question/statement Agreed 


The children at the age of 4-5 years should have 
access to digital games/gadgets. 


Now a days access to digital gadgets is compulsory for 
children. 


To use a smartphone/tablet by children is much better 
than playing outside with their peers. 


Use of digital content is affecting the cognitive level 0 0 | 


of your child positively. 


(There is no harm in using digital games/gadgets for 
long hours e.g. 5-6 hours daily. 
+— a care 


Use of digital gadgets have negative impact on the 0 | oO 


social development of your child. 


——— 


This survey form can get information from various targeted audiences. You can compare the 
questions asked in this survey, with the question asked in qualitative interviews. In surveys you 
Can get analytic questions’ answers as well, but they provide less details as compared to 


qualitative interview, however it is a good and commonly used method to collect data from 
various sources. 
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7.2 Data presentation for research questions 


Data presentation is the process of showing the relationship between two or more datasets with 
the help of visual tools or aids. After data collection and analysis, the results or insight should be 
presented in a meaningful manner which may lead to an informed decision. It is very important to 
present the data in an effective and efficient way. This process follows data analysis and leads 
towards organization of data and information by visualization of data in a better understandable 
format. It uses various graphical formats and methods to keep the data representation more 
appealing and comprehensible. With the advancement of technology, better data visualization 
methods and tools have been developed. These tools can be in tabular form or graphical form. 
Some enhanced data representation tools are as follows: 


© Infographics 
@ Presentations 


@ Reports 


Infographics 


It is the combination of two words information and graphics. 
Infographics are the combination of text, images, and design 
elements. Infographics are used to represent findings after data 
collection and analysis. The complex information/concepts can f° 
be easily represented in infographics. Infographics simplify the 
complex data and results can be comprehend quickly by visual 
information. It is a powerful tool for communication because 
complex concepts or information can be easily conveyed with 
the help of related visuals or graphics. 

Infographics transform intricate and voluminous data into 
visually appealing formats. Therefore, it serves as a facilitator 
for effective communication and enhances the impact of 
presented information. Infographics may contain graphs, | 
charts, icons/symbols, illustrations/diagrams, and text. A good 
infographic should ensure accuracy, audience understandability, 
crisp information without unnecessary details, and visually 
appealing. It should also fulfil social and ethical constraints.A © 
sample infographic is shown in Fig. 7. 6. 

Presentations 

| Presentations with the context of data collection/visualization refers to 
| the act of showcasing the information in an attractive and meaningful way 
to the audience. Presentation is a collection of multimedia elements such 
as text, images, audio, and video data etc. A good presentation helps in 
better understanding, interpretation and right conclusion or outcome of 
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data collection and analysis. An accurate, Clear, visually appealing, audience centered 
presentation helps in better understanding. Presentations may include interactive elements as 
well to keep the audience engaged. A presentation should be effective, understandable, and 
actionable to a wide range of audience. An effective presentation enables the audience to draw 
correct and clear understanding about the research for whicha presentation is designed. 


Reports 


‘ ‘ i 
Reports helps to present data in a summarized form. They serve as a tool to 
communicate complex information in a clear and understandable manner. 
Effective reports helps the stakeholder/businessman to make informed 
decisions after getting true insight about the collected data and its analysis. 
Areports transforms the raw data into actionable insight. Reports are used 
to visualize or present the data in a structured and organized format. The 
data included in the reports might be brief, but it conveys the true understanding of the research 


question and its outcome. The structured format ensures the information to be expressed ina 
logical manner. 
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Digital literacy is the ability to find, create, evaluate, communicate, and share digital 
contents. 

A research question is the goal or objective to achieve after collecting data, evaluating 
it, and finding the conclusion. 

The outcome of data collection becomes the answer to our research question for which 
the entire procedures have been designed and followed. 

Amethod is a process, steps, or procedure to perform a task or implement some idea. 

A strategy is a goal, objective or set of actions to achieve some aim. In other words, we 
can say that a strategy is how to select a goal, while the method is how to achieve that 
goal. 

A data collection strategy is the collection of methods that will be utilized to get 
accurate and reliable data. 

Qualitative interviews are an informal research method, in which open ended questions 
are asked from the participants to gain in-depth insight about the research question. 
Choosing the right participants is crucial for obtaining diverse and relevant answers to 
the research questions. 

Before commencing interviews, researchers must obtain informed consent from 
participants. 

Developing a comprehensive interview guide is essential. The guide comprises a set of 
open-ended questions designed to obtain detailed responses from participants. 

Asurvey is a systematic or structured tool designed for data collection from a group of 
individuals. 

Prototypes serve as a sample for the final data or a scale down product/conclusion 
before the full-scale implementation of the concept. 

Simulation is an indirect method of data collection, in which the data for the research 
question is generated or created rather than collected directly by interview, surveys or 
questionnaires. 

Infographics transform intricate and voluminous data into visually appealing formats. 
Therefore, it serves as a facilitator for effective communication and enhances the 
impact of presented injuritation. 

Presentations with the context of data collection/visualization refers to the act of 
showcasing the information in an attractive and meaningful way to the audience. 


Reports help to present data ina summarized form. They serve as a tool to communicate 
complex information ina clear and understandable manner. 
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Exercise 


Te Select the best answer for the following Multiple-Choice Questions (MCQs). 


1. is a key requirement fer conducting a qualitative interview. 


a) Planning and implementation b) Survey 


c) Talking with interviewee d) Data analysis 


2. software can be used to create eye-catching Infographics. 
a) MS-Word b) MS-PowerPoint 
c) MS-Excel d) MS-Access , 
3%, ____ is the process of representing model in terms of time and space. 
a) Communication b) Simulation 
c) Control System d) Radar 
4. . refers to basic version of a product, system, or design that is created for 
the purpose of testing, evaluation, and feedback. 
a) Survey b) Questionnaire 
c) Prototype d) Chart 
5. The process of creating synthetic or fake data that resembles real-world clata is referred 
to as 
a) Presentation - b) Simulation 
Cc) Primary data ; d) Secondary data 
6. are graphics and images describing information and data in a visual way. 
a) Visual Text b) Worksheets 
c) Infographics d) Secondary data 
re 


is defined as the process of using various graphical formats to visually 
represent the relationship between two or more data sets. 


a) Primary data b) Secondary data 
c) Presentation d) Survey 


are Give short answers to the following Short Response Questions (§;RQs). 
1. Define digital literacy and it’s significance. 


2. Differentiate between simulations and prototypes. 


3. Write steps to design a google form to conduct a survey. 
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4. Write a short note on Data simulation. 


5. How reports are a good tool of data presentation? 
7} 


7, 

3 _ Give long answers to the following Extended Response Questions (ERQs). 

1. Argue about any two advanced data collection strategies in detail. 

2. Debate about the important aspects to consider for conducting a better qualitative interview? 

3. If you have to conduct a qualitative interview, which five steps would you necessarily follow? 
Give reasons for your selection. 

4. Imagine you want to track plant growth over time. How would you design a system to collect 
data on this? 


5. Determine ways via which you will ensure that the information you collect is accurate and 
unbiased? 


( G; ; Activity 1 


@ Divide the class into groups of 2 to 3 students each 4 
from real world. 


‘@ | Activity 2 


Ign a survey f oO rm to g get coll 
eran: ei d by the COV 
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7 ‘After completing this less this lesson, ip will sual 
= ~ be able to: 


oe. feotere se Bim ee _ 


ame understand what is prokayping and why is it important 
ie Create, test and iterate a prototype for a business idea 


we ee ee ene te re 


ee 
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8.1 Introduction to Product Development 


Many people keep on thinking about which business to choose form, but startups are easy to 
create especially for young professional who are yet to start their career. Entrepreneurship 
therefore requires skills, qualities and traits to undertake the risks to launch business and takeoff 
with success. 


The field of product development is dynamic and offers a range of opportunities for those who are 
passionate about creating impactful and user-centred solutions. Whether you choose a career in 
technology, healthcare, entertainment, or any other industry, the principles you've learned here 
will serve as a solid foundation for success. Embrace the journey ahead with enthusiasm, and 
continue to learn and grow in the exciting world of product development. 


8.1.1 Definition of a Product or Service 


In the world of business and innovation, a product or service is the fundamental outcome of a 
complex process designed to meet a specific need or want of consumers. Products and services 
are tangible or intangible offerings that are created, developed, and delivered to address a 
particular problem, enhance convenience, provide entertainment, or fulfill any other customer 


requirement. 
Products are typically physical items that can be seen, touched, or held. They range from 
everyday goods like smartphones, clothing, and automobiles to industrial machinery and 
consumer electronics. 

Manufacturing 


After-Sales Services 


Products 


Services 


Enterprise Business 
Medical devices Technology 
wer g ‘ owes . ae 


seociate h Products/S ; 
5$50Clz nN Froacut ( ry 
ee ee ee (ud te. oa ts @ 


Educational Technology 


Services, on the other hand, are intangible and often involve a specific action or task performed 
by individuals or organizations. These can encompass a wide array of offerings such as healthcare 
services, consulting, education, and entertainment streaming. 


Downloaded from Atta Shad College Digital Library., 


8.1.2 Importance of Successful Product Development 


Successful product development is a cornerstone of business sustainability and growth. It is not: 
just about bringing a new item to the market; it's about doing so effectively and efficiently. Here's 
why it's crucial: 

4. Competitive Advantage: A well-developed product or service can set a company apart from 


competitors. It can offer unique features, better quality, ora more appealing price point, 
making it the preferred choice for customers. 


2. Revenue Generation: New products and services can open up revenue streams, expanding a 
company's customer base and increasing profits. 


3, Customer Satisfaction: By addressing the specific needs and wants of consumers, successful 
products and services enhance customer satisfaction and loyalty. 


4. Innovation and Adaptation: Product development keeps a company at the forefront of its 
industry, encouraging innovation and the ability to adapt to changing market dynamics. 


5. Market Expansion: Developing new products or services allows a company to explore new 
markets and demographics, further diversifying its business. 


8.2 Understanding Prototypes 
8,2.1 What is a Prototype? 


In the realm of product development, a prototype is a tangible or digital representation of a 
product or a part of it, created during the design | 
and development phase. It serves as a preliminary 
model that allows designers, engineers, and 
stakeholders to visualize, test, and refine the 
concept before committing to full-scale 
production. Prototypes can vary in fidelity, 
complexity, and purpose, but they all share the 
common goal of providing valuable insights and 
feedback to improve the final product. 


Types of Prototypes 
1, Low-Fidelity Prototypes: 
ese are simple, hand-drawn or digital representations that focus on 


Sketches and Wireframes: Th . ; 
y are quick and inexpensive to create and 


the basic layout, structure, and flow of a product. The 
are ideal for early-stage ideation and concept validation. 

2. Medium-Fidelity Prototypes: | 

nvolve creating physical, interactive models using paper, cardboard, or 
ls. They offer a more detailed representation than sketches and 
hering initial user feedback. 


Paper Prototypes: These i , 
other easily manipulable materia 
are suitable for user testing and gat 
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3. High-Fidelity Prototypes: 
Digital Prototypes: These are interactive, computer-generated simulations of the final product. 
They closely resemble. the user interface and functionality of the actual product, making them 
valuable for user testing, usability studies, and investor or stakeholder presentations. 
4, Functional Prototypes: 


Proof-of-Concept Prototypes: These demonstrate the core functiona 
feasibility of a product but may lack the full aesthetic design. They are used to test technical 
aspects and validate the feasibility of a concept. 


lity and technical 


3. Working Prototypes: 

Alpha Prototypes: These are advanced, functional versions of a produc 

components in place. They are typically used for internal testing and refinement. 

Beta Prototypes: These are near-final versions of a product that are made available to a select 

group of users or testers. Beta testing helps identify any remaining issues or bugs before the 

product's official release. 

8.2.2 Importance of Prototyping in the Product Development Process 

Prototyping is a crucial and integral part of the product development process for several reasons: 

1. Visualization and Communication: Prototypes provide a tangible way to communicate ideas 
and concepts to stakeholders, team members, and potential users. They make abstract ideas 

concrete and help everyone involved understandthe vision. ~  . gona 


2. User-Centered Design: Prototyping allows designers to gather feedback from end-users early 
in the development process. This user-centric approach ensures that the final product — 


t with most features and 


addresses real user needs and preferences. 

Risk Reduction: By creating prototypes, developers can identify and address design flaws, 
technical challenges, and usability issues before investing significant resources in full-scale 
production. This helps mitigate risks and reduces the likelihood of costly errors. 

iterative Development: Prototyping supports an iterative design approach, where multiple 
versions of a product are created and improved upon based on feedback. This iterative 
process leads toa more refined and user-friendly end product. 

‘Cost Savings! It is generally more cost-effective to identify and rectify problems during the 
prototyping phase than after the product has been manufactured or deployed. Prototypes 
help prevent costly design changes late in the development cycle. 

_ Investor and Stakeholder Confidence: High-fidelity prototypes can be used to secure funding 
and gain the confidence of investors, as they provide a realistic preview of the final product's 
capabilities and potential. 

In summary, prototypes are invaluable tools in product development, allowing teams to explore 

ideas, engage with users, and refine concepts to create products that are more likely to succeed 
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in the market. They support an iterative and user-centered design process, ultimately leading to 
better, more user-friendly, and cost-effective products. 


8.3 Creating Prototypes 
8.3.1 Tools and Materials for Creating Prototypes 


Creating prototypes is a vital part of the product development process, allowing you to turn your 
ideas into tangible models for testing and refinement. The choice of tools and materials depends 
on the type of prototype you're building and your project's requirements. Here are some 
commonly used tools and materials: 


1, Sketching and Paper Prototypes: 


€ Sketchbooks and Paper: Basic sketching materials like pencils, pens, markers, and paper are 
essential for low-fidelity paper prototyping. 


2. Digital Prototyping: 
€ Design Software: Use graphic design or prototyping software like Adobe XD, Sketch, Figma, or 
InVision to create interactive digital prototypes with realistic user interfaces. 


€ Coding: For high-fidelity interactive prototypes, web and app developers may use HTML, CSS, 
and JavaScript to create functional prototypes. 

3, 3D Modeling and Printing: 

€ 3D Modeling Software: Tools like Autodesk Fusion’360 or Blender aré used for creating 3D — 
models of physical products. 

€ 3D Printers: For physical prototypes, 3D printers can transform digital designs into tangible 
objects. 

4. Materials for Physical Prototypes: 

€ Clay and Sculpting Materials: Useful for creating sculptures or models of product designs. 

© Cardboard and Foamboara: Excellent for building low-cost, low-fidelity physical prototypes. 

© Wood, Plastic, or Metal: For more durable and high-fidelity physical prototypes, these 
materials are commonly used. 


5, Prototyping Kits: 


Some projects may benefit from specialized prototyping kits that include a combination of 
materials, tools, and components, such as Arduino kits for electronics prototypes. 


6, 3D Scanners: 


These devices can be used to scan existing objects and convert them into digital models for 


Modification or replication. 


Oe  — ——————————— 
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8.3.2 Building Low-Fidelity Prototypes 

Low-fidelity prototypes are essential for quickly visualizing and testing early-stage concepts. 

Here's how to build them effectively: 

1, Sketching and Paper Prototypes: | 

© Start with rough sketches and drawings of your product or interface on paper. Keep it simple 
and focus on layout and basic functionality. 

© Use sticky notes or index cards for interactive elements, and simulate user interactions by 
manually moving or swapping them. 

© Conduct usability tests with team members or potential users to gather feedback and make 
improvements. 

2, Digital Prototyping (Low-Fidelity): 

© Create wireframes or mockups using design software. These are simplifies representations of 
the final product with minimal details. 

e Use placeholder text and generic icons to convey content and functionality. 

e Test the digital prototype with stakeholders or users to gather feedback on the overall layout 
and user flow. 

3. Physical Prototypes (Low-Fidelity): ‘ 

© Utilize readily available materials like cardboard, foamboard, or clay to build physical 


mockups of your product. 
© Focuson the basic form, size, and functionality while keeping aesthetics secondary. 


© Test the physical prototype for ergonomics, usability, and fit within the intended environment. 


The 8 Most common prototyping methods are: Sketches and Diagrams, Paper Interfaces, 
Storyboards, Lego Prototypes, Role Playing, Physical Models, Wizard of Oz (faked) Prototyping 


and User Driven Prototypes. 
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8.3.3 Iterative Design and Refinement 


Prototyping is an iterative process that involves creating, testing, and refining your designs 
multiple times. Here's how to approach iterative design and refinement: 


4, Gather Feedback: Collect feedback from users, team members, and stakeholders after each 


round of testing. This feedback should focus on usability, functionality, and overall user 
experience. 


2. Analyze Data: Analyze the data and observations from usability tests to identify areas of 
improvement. Look for common pain points, issues, and patterns in user behavior. 


3. {terate: Based on the feedback and analysis, make necessary changes and improvements to 


the prototype. This may involve revising the design, altering the user interface, or addressing 
technical issues. 


> 


te) cae Testing: After making revisions, conduct further testing with the updated prototype. 
Continue this cycle of testing, analysis, and refinement until the prototype meets the desired 
goals and user needs. 


r 
ae 


5. High-Fidelity Prototyping: As the design matures and you gain confidence in the concept, 
transition to high-fidelity prototypes with more realistic details, including graphics, colors, 
and interactive elements. 


6. Final Validation: Use high-fidelity prototypes for final validation witn users and stakeholders. 
Ensure that the product aligns with expectations and is ready for further development stages, 
such as production or coding. 


7. Documentation: Document the changes and decisions made during each iteration to maintain 
a record of the design evolution. This documentation can be valuable for reference and future 
development. 

Iterative design and refinement through prototyping are key to creating products that are user- 

friendly, functional, and aligned with your project's goals. The process allows you to catch and 

address issues early, reducing the risk of costly changes later in the development cycle. 


o>. 
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8.4.1 Importance of User Testing 


User testing is a critical phase in the product development process, and its importance cannot be 
overstated. It serves several essential purposes: 

) User testing helps ensure that the final product aligns with the needs, 
preferences, and expectations of the target audience. This user-centric approach leads toa 
more satisfying and functional end product. 

“ying losues: Testing prototypes allows you to identify and address usability probtems, 
technical glitches, or design flaws early in the development cycle. This can save time and 
resources by preventing costly changes later on. 

- /Ucovlcn.: User testing validates the assumptions and design decisions made during the 
development process. It confirms whether the product concept effectively solves the 
identified oe or meets the intended goals. 

Pe ecoacs -olloction. Gathering feedback from real users provides valuable insights into their 
thoughts and experiences. This feedback can inform design improvements and refinements. 

sobsily liprovement: Usability testing specifically focuses on how users interact with the 
product. It helps improve the user interface, navigation, and overall user experience. 

‘Lor auive Fefinement: The results of user testing drive an iterative design and development 
process, nigiiea you to make incremental improvements until the product meets or exceeds 


user expectations. 


8.4.2 Analyzing and Interpreting Test Results 
Analyzing and interpreting test results is crucial for making informed design decisions and 
improvements. Here's how to approach this process: 
| atm Collection Collect both quantitative data (e.g., task completion rates, time spent, 
survey responses) and qualitative data (e.g., user comments, observations) during testing. 
Hote Analysis: Organize and analyze the collected data to identify patterns, trends, and 
outliers. Look for common usability issues or areas where users struggled. 
‘yloriticacion: Prioritize the identified issues based on their severity and impact on the user 
exer Focus onaddressingcritical issues first. 
|. |Lerative Changes: Use the test results to inform iterative changes to the prototype. This may 
involve adjusting the user interface, improving navigation, or fixing technical bugs. 
volidalion: Re-test the prototype after making changes to ensure that the issues have been 
resolved and that the user experience has improved. 
Locumentaton: Document the results of each testing phase, the changes made, and the 
rationale behind those changes. This documentation serves as a valuable reference and can 


help track progress. 
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7. Continuous lmprovement: Recognize that testing and refinement are ongoing processes. 
Continue to test and iterate until the prototype meets the desired level of usability, 
functionality, and user satisfaction. 


By conducting user testing and effectively analyzing the results, you ensure that your prototype 
evolves into a final product that not only meets user needs but also provides an exceptional user 
experience. This user-centric approach increases the likelihood of success in the market and 
fosters customer satisfaction and loyalty. 


= 
Sate) Requirements rea Analysis & Design 
os : 


Planning 
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Process 
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Fig 8.5 - Continuous improvement via prototype testing =» 


8.5 Building and Launching the MVP 
8.5.1 Developing the MVP 


Minimum Viable Product (MVP) is a critical concept in product development, representing the 
most basic version of your product that includes essential features for addressing the core 
problem or need of your target audience. Here are key steps in developing the MVP: 


i. Feature Prioritization: Identify the core features and functionalities that are absolutely 
necessary to address the primary problem or need. These features should provide value to 
early users. 

2. Simplicity: Keep the MVP as simple and lean as possible. Avoid feature creep and focus on 
delivering a streamlined user experience. 

3. Rapid Development: Utilize agile development methodologies to build the MVP quickly. This 
allows for flexibility in responding to changing requirements and user feedback. 

4. Testing: Continuously test the MVP with real users to gather feedback and validate 
assumptions. Iterate and make improvements based on user insights. 

5. Scalability: While the MVP is minimal, design it in a way that allows for scalability in the 
future. Ensure that the architecture and technology choices support future enhancements. 

6. User Onboarding: Pay attention to user onboarding and guidance within the MVP. Make it easy 
for users to understand how to use the product effectively. 
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Facebook: 
© Approach: Facebook initially started as a social networking platform for college students but 
followed an iterative development approach. They continuously added features, expanded to 
different user demographics, and acquired companies like Instagram and WhatsApp. a 
; e Success: Facebook is now one of the largest social media platforms globally, with over 2 billion 
monthly active users. Its iterative approach allowed it to adapt to changing user needs and 
preferences. 
Amazon: 
© Approach: Amazon began as an online bookstore and gradually expanded into a vast e-commerce 
platform. They embraced iterative development by experimenting with new features, such as 
{ user reviews and recommendations, and expanding into new product categories. 
| ¢ Success: Amazon is now one of the world's largest online retailers, offering a wide range of 
! 


products and services, including Amazon Web Services (AWS) and Amazon Prime. Its focus on 
continuous improvement and customer-centric design has been key to its success. 
Netflix: 
> Approach: Netflix started as a DVD rental service and transitioned into a streaming platform. 
They continuously analyzed user data to improve their recommendation algorithms and content 
offerings. 
© Success: Netflix is now a global streaming giant with millions of subscribers worldwide. Its 
iterative approach to content production and personalized recommendations has revolutionized 


the entertainment industry. 
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(tC (cIS}) Successes and failures: Lessons Learned 


Twitter's Early Failures: 
© Challenge: Twitter faced multiple technical issues and outages in its early years due to rapid user 


_ growth. Scalability and infrastructure challenges posed significant obstacles. 
© Lesson Learned: Twitter's perseverance and commitment to continuous improvement allowed it to 
address these issues over time. It learned the importance of investing in infrastructure and 

scalability to support its growing user base. : ‘ 


Snapchat's User-Driven Features: 
€ Challenge: Snapchat initially faced criticism for its seemingly simple and ephemeral messaging 


concept. It needed to continuously innovate to stay relevant and compete with larger social media 
platforms. 

© Lesson Learned: Snapchat's iterative development approach included introducing new features 
like Stories, Filters, and Discover, which catered to user preferences. The company learned the 
importance of listening to its young user base and adapting to their evolving needs. 


Airbnb’s Trust and Safety Concerns: 
© Challenge: Airbnb faced trust and safety challenges as hosts and guests encountered issues such as 


property damage and security concerns. 
© Lesson Learned: Airbnb invested in robust trust and safety measures and continually improved its 


platform based on user feedback. It demonstrates the importance of maintaining a strong focus on 
user safety and trust, even in the sharing economy. 


Uber's Global Expansion: 
© Challenge: Uber faced regulatory challenges and resistance in various markets during its rapid 


global expansion. 
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© Lesson Learned: Uber learned the importance of adapting its business model and strategies to 
address local regulations and cultural differences. It emphasized the need for flexibility and 
collaboration in overcoming market-specific challenges. 

These case studies illustrate the power of iterative development and continuous improvement in the 

success of various products and services. They also highlight the importance of resilience, 

adaptability, and user-centricity in overcoming challenges and achieving long-term growth. 
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Tajir: 
© Tajir isa business-to-business platform for small businesses. 
GrocerApp: 


©  GrocerApp is a low-cost online grocery store that allows customers to order products from a 
variety of categories and have them delivered right to their door. 


Dawaai: 

©  Dawaai is a digital health platform that includes an online pharmacy network and generic 
pharmaceuticals. ; 

Finja: 

© sCFinja is a financial services platform that provides professionals and SMEs with payment, loan, 
and collection services. ' 

Salesflo: 


© Salesflo is a business-to-business platform that allows retailers to place orders directly with 
manufacturers, wholesalers, and authorized distributors. 

Daraz.pk: 

©  Daraz is an online retailer that sells branded clothing, footwear, apparel, jewelry, and 
accessories for men and women. 


Bykea: 
ce : Bykea is a social impact app that saves clients time and money by providing INSTANT transport and 
courier services. 
Cheetay: 
© Cheetay is Pakistan's fastest-growing NOW-Commerce platform, with five verticals to choose 
from. 
SadaPay: 
© = InPakistan, SadaPay is a “neobank.” 
TAG: 
© TAG is Pakistan's first digital bank. 
Zameen.com: 
© Zameenis Pakistan-specific software that assists people in navigating the real estate market. 
CarFirst: 
© CarFirst is a marketplace in Pakistan for selling secondhand vehicles quickly. WE BUY CARS AT 
CarFirst.com. 
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Pakistani Entrepreneur Example 


Neuro-Mat provides a 
classical example of an 
e-health startup. A 
comfortable mat, as 
shown in Fig-8.6, is 
equipped with sensors 
such that basic 
parameters of an elderly 
or a patient can be 
monitored while resting. 


The product ‘Neuro-Mat' is a multi-sensory 
mat, which not only provides comfort but 
also collects data using sensors for 
monitoring the elderly and patients 
movements. The uses of the mats are 
| multiple in terms of comfort and 
___| observation of a patient's health. The mat 
| is furnished with an alarm which buzzes 
and intimates the attendants and health 

___| staff when the patient leaves the mat, as 
juct_ =~—|_ shown in Fig-8.7. 


The inspiration was taken by the startup 
from the less number of health care staff 
in certain places. So, they came up with | 
the idea to minimize the tedious task of | ~ 
continuous monitoring of patient, while 
staying physically with the patient. 
Absence of a support staff can minimize 
the elderly's mobility and injury to a 
patient, as shown in Fig-8.8. 

With the use of Neuro-Mat, health care 
staffs are now in a better position to 
accommodate and support multiple 
patients, simultaneously. 
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Sneak Peek While incorporating 
the idea, the 
feasibility states that 
the cost of sensors and 
incorporating them in 
the mat will be around 
half while material and 
logistics will be the 
other half of the cost, 
as shown in Fig-8.9. 


Fig 8.9 - Neuro-Mat Cost breakdown 


m 8: Baby Monitors — 
m 14: Hiring Caretakers 
30 : Neuromat 


Fig 8.10 - Smoke test results of the product. 


Later, when the product was tested against baby monitors and hired caretakers, the Neuro-Mat 
achieved positive results, around double than the nearest competitor, i.e. hired caretakers. The 
constant monitoring of the Neuro-Mat was a booster and due to one-time purchase cost, it was 
treated as a cheap solution. This ultimately resulted in more than 85% users who used {t during the 
Smoke test, showed interest in pre-order; which can be termed as a huge success, as shown in Fig- 
8.10. 


Fig- 8.11 sheds light on the various feedback from people after experiencing Neuro-Mat. 


Additionally, as shown in Fig- 8.12, people preferred to buy and keep at home for continuous use 
or as a backup; rather than get it on rent. Furthermore, the interest was shown more if the 
product can be delivered at their doorstep, in the mode ‘cash-on-delivery’. 
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What People have to say 
about Neuro mat 


"A beautiful itigtive fora category that is dear 
10 Ue, end he loast we can offer them is a *Definiialy « cheaper ellenalive to 
fesponse to their bindness” caretakers Looking forward towards 

seeing (in the Mmearket . 


mune, 
WS a Ofeal INilietye, espenially having dealt with a 

dementia patients | knew how important it is lo be 
constantly nobfied about every aotivily hey do" 


“i would be 4 greal Iniative beoause In 

todays time He diffioull for farnily members 

fo look after the patient as Wey need 24/7 
oure” 


@ 20: Rs. 2500-3000 
@ 17 | Re. 3000-3500 
= 4; fs, 3600-4000 
@ 11: Rs, 4000+ 
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Fig 8.13 - Lean Experiment Iterations 
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For the product to be a multi-variable product, which addresses the problems of different 
categories of audience and supports them in various forms, series of experiments were conducted 
for the final product idea. The circuit became complex as the pressures sensors were distributed 
throughout the mat; and so did the computer program which was collecting data and analyzing it. 
So, micro-controllers and infra-red sensors were incorporated by replacing the existing devices 
and retested for different parameters for similar and better results. Lastly, a small scale circuit 


was added for switch and buzzer for the convenience of support and health staff. All the said 
series of experiments is summarized in Fig-8.13. 


In Pakistan In 2015, 2030 and 2050 
(in Ghousands) 


Neuro rat 


Future 
Demand 


e Currently Over 500. 000 
cisgnosed Demerttia patir 
Pakistan 

© Prajecte 


In the end, it is essential to highlight that currently over half a million Dementia patients are 
diagnosed in Pakistan. Fig-8.14 shows the projected number of Dementia patients till 2050; who 
being the primary audience raise the demand of Neuro-Mat. 
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Exercise 


a 
4y Select the best answer for the following Multiple-Choice Questions (MCQs). 


1. Product is the fundamental outcome of complex process design to meet the needof____. 
a) Consumers b) Industry 
c) Producers d) Entrepreneur 
Z. Developing new products that allow a company to explore new market is called 
a) Market expansion b) Revenue generation 
c) Innovation d) Customer satisfaction 
3. Prototypes share the common goal of providing valuable insights to improve the 
a) Initial products b) Revenue 
c) Final products d) Expansion 
4. In order to test technical aspects and validate the feasibility, is used. 
a) Proof of concept prototype b) Working prototype 
c) Digital prototype d) Paper prototype 
ae is used for internal testing and refinement. 
a) Alpha prototype b) Beta prototype 
c) Digital prototype d) Functional prototype 
6. Beta testing helps in identifying any remaining issue before the 
a) Product’s first release b) Product’s final release 
c) Product’s official release d) Product's beta release 
7 helps to mitigate risk and reduce the likelihood of costly errors. 
a) Risk reduction b) Iterative development 
c) Cost Saving d) Visualization 
8. 3D printers can transform digital designs into tangible objects in 
a) Physical prototype b) Paper prototype 
c) Prototype kits d) Beta prototype 
9. Iterative and refinement through prototype are key to creating products that are aligned 
with ; 
a) Project goals b) User needs 
c) Records d) Elements 
10. prototype closely resembles with the user interface. 
a) Digital prototype b) Working prototype 
c) Proof-of-Concept prototype d) Intellectual prototype 


rc 
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Give short answers to the following Short Response Questions (SRQs). 


4. List out the products and services from following items: 


a) Consulting f) Car-wash 

b) Books g) Detergent 

c) Smartphones h) Overseas traveling 

d) Coordination i) Catering 

e) Healthcare services j) Electrical appliances 


2. Why is successful product development important? 
3. Inwhat way is alpha prototype different from beta prototype? 


22%, 
2 _ Give long answers to the following Extended Response Questions (ERQs). 


1. Explain the forces that are driving the growth of entrepreneurship. 
2. Describe the important role that small businesses play in our nation's economy. 


3. Entrepreneurs may use a minimal viable product for a lean start-up process. Enlist and 
elaborate the key steps in developing a minimal viable product. 


4. Imagine you're ready to create an amazing new “bird feeder”. What materials might you 
consider using to craft a rapid prototype? 


5. Let's suppose you're aiming to design an exciting skateboard ramp for your toy cars. What 
household items could you gather to construct a rough-and-ready model for a trial run? 
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| Suggested Reading and Resources 

Read and discuss learnings on prototyping from articles such as: 

© DEO prototyping the shopping cart: https: / /youtu. be/ MOS2U2PCIEM 

/@ Make Your Ideas Tangible Through Prototypes: fttpa:/ ‘www. kleou. com/ blogs / bage/make-vour- ideas: | 
tangible throug! prototypes 

x: Prototyping service: hits: | (www ikteo. com Dlog/ 3-tips to help yOu prototype-a service 

@ Acumen Academy blog: Nitws:/ /dog.acumenacademy org/ prototyping design: process Dressure-test-kdeas , 

| Case studies of MVP of some companies such as: 

1@ Dropbox: httus. / youtu be! PQmCUDMENZE 

@ Door Dash: nttps: / “youtube / MR Tgormazute eo 

| ©  AirBnB: hrtws: / /yewve quota. com What dict Abad MVP took: like/ anawer/ Nevill) Kononenko 


\ 
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Label a team of your classmates to develop ideas about what your college or university could do to create a 
of entrepreneurship on your campus or in your community. 
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( | ( F “Activity 2) 


_ Let group of students build a simple model of a website for a product, then each group {s to brainstorm the fea 
that can be added for improvement. Like adding of video clip, a chat bot for welcoming and guiding visitors, 
analysis ara on comments of the visitors, etc. 
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; Allow students to play@ game of imagination, which uses storytelling to build an invention together. Students will 
\ | individually highlight a {on to the part of a bigger problem and later merge them in terms of collaborative 
\ functionality of the sugg prototype. This way, «tudents will reflect and emphasize on collaboration, critical 
thinking, creativity, communication. For example ders questions for a questionnaire to interview: 


© Emerging entrepreneur =, 
© Successful entrepreneur. 
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In the busy schedule, the teacher (a plant lover) presents a problem that he fs unable to water his indoor plants 


regularly. Each student group has to come up with an idea for the solution, create a simple working prototype and 
test the prototype. . ‘ 


—- 


= ee ——— We ae te ee 
\ 


= ee See ree a ee 


— ean 


220 


Downloaded from Atta Shad College Digital Library, 


Me eae eens isa step 
Me aT eien should bes 


A Blockchain is a dig 
eli A alse by 


snc set of instructions that define how a speeifie 
ed. — 


Blockchain 


i ath nature. 


eo 
— roCN avid idea.dpta storage, 
orking an¢ aleely mes ces over 


nal A: i! g is a thought rokedl 
iki ” | understand the Ay and _solve it ina Way the a 7 do. \ 
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solve a problem is O a computer program. 
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ai it in such a way that only 
summarized, rede insights and information for. the constriction of 
statistical models to make predictions or draw inferences about real- 
world phenomena. 
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Data Visualization | Data visualization is the graphical representation of information and 
data. 

Decomposition is Breaking down the larger problems into smaller/ 
manageable ones and working on them one by one. 

Development Development describes the steps needed to convert or manipulate the 

__.« inputs to produce the outputs. 
Digital Literacy Digital literacy is the ability to find, create, evaluate, communicate, 
y and share digital contents. 


Embedded Systems | Embedded Systems are small electronic devices which are combination 
aa of hardware and firmware. 


Encryption involves converting plaintext data into unreadable cipher 
text using encryption algorithms and keys. 


Firmware is software that is permanently installed in a device or 
electronic machine. » 


\ 
Flowchart provides a visual representation of flow and logic using 
defined symbols. ca? 

Human impact refers to the effects that more computing connectivity 
may have on social interactions, working habits, information access, 
and general well-being. 


Flowchart _ 


Hybrid Cloud Hybrid Cloud is a combination of public and private cloud. 

Infographics Infographics transform intricate and voluminous data into visually 
Karnaugh Map (K-Map) is used to simplify Boolean functions and reduce 
logic circuit complexity. i 

Logic Gates | 
outputs represented as LOW (0) or HIGH (1). 

Network Topology Network topology refers to the arrangement of devices in a computer 
network. 

Presentation Presentation in context of data visualization refers to the act of 
showcasing the information in ameaningful way to the audience. 

Prototypes Prototypes serve as a sample for the final data or a scale down 

product/conclusion before the full-scale implementation of the 

concept. 


appealing formats. 
Logic gates are building blocks of digital circuits, with inputs and 
Pattern Pattern Recognition is to examine the problem for a pattern or 
Recognition similarities between previously solved problems. 
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Pattern 
Recognition 


Population is the complete data under consideration. Sample is a 


Population 
subset of the population. ) ——--—-— 


Regression Model 

Reinforcement 

Learning | 

SDLC / Software Development Life Cycle (SDLC) is the process of creating new 
| / ~~| software products and involves various phases/steps. 

Searching | | Searching algorithms are used to search desired element that is 

Algorithms available in some group of elements. 

Simulation Simulation is an indirect method of data collection, in which the data 


for the research question is generated or created rather than collected 
| through interview, surveys or questionnaires. 


Sorting Algorithms Sorting Algorithms are used to arrange data in a useful manner. 
Statistical Model f Statistical model is a collection of probability distributions on a set of 
| all possible outcomes of an experiment. 
Supervised , Supervised learninguses a labeled dataset for learning, with an answer 
Learning key to determine accuracy as it trains on the data. 
Survey a A survey is a systematic or structured tool designed for data collection 
= from a group of individuals. 


Trace Tables i i 


Regression model is predictive model designed to analyze the 
relationship between independent and dependent variables. 


Reinforcement learning involves training the algorithm to iterate over 
many attempts using deep learning. 


A,research question is the goal or objective to achieve after collecting 
data, evaluating it, and finding the conclusion. 


| 


The dry run of an algorithm can be done with a technique known as 
Trace Tables. 

Turtle graphics provides functions to design basic drawings and two 
dimensional geometrical shapes. 

Unsupervised learning is given unlabeled data and attempts to extract 
features and determine patterns independently. 
Use case is a methodology used in system analysis to identify, clarify, 
and organize a system. A use case is a description of how the users will 
perform tasks or achieve the goal. 


Turtle Graphics 
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Dr. Faraz Ahsan is an Educational and IT Specialist with more than 20 years of 

experience of both academia and industry. He worked as a Software Engineer 

and Network Administrator in the industry. Later, he completed his PhD from 

COMSATS Institute of Information Technology and specialized in the field of 

ai Security. He is currently associated as Consultant with a USA based 
rm. 


Professor Mohammad Khalid, a luminary in the field of Computer Science and 
Assistant Professor at OPF Boys College. Professor Khalid’s rich pedigree, 
boasting an M.Sc. in Computer Science and B.Ed. qualifications, infuses every 
page of these meticulously crafted textbooks for Grades IX to XIl. 
Collaborating with the prestigious National Book Foundation (NBF), Professor 
Khalid's work epitomizes innovation, excellence, and pedagogical mastery. 

\ Dive into a realm of unparalleled insight, where theoretical depth converges 
with practical application, propelling students towards digital fluency and 
technological prowess. 


Dr. Saleem Iqbal received both his BS and MS in Computer Science from the 
COMSATS, Pakistan and PhD from UTM, Malaysia in 2015. He has a diversified 
experience of over 18 years comprising academic, development, research and 
administrative. Currently, he is an Associate Professor and Chairman of 
Computer Science Department at Allama Iqbal Open University. Previously he 
was with PMAS-Arid Agriculture University Rawalpindi and COMSATS, 


Islamabad . 


Ms. Lubna Kousar is an educationist and IT professional, with more than 20 
years of experience. She received her MCS degree from IIUI and completed MS 
coursework from NUST with a specialization in Intelligent Information System. 
She worked as a software engineer for a multinational company and is 
currently serving as a Computer Science professor. 


Mohammad Sajjad Heder has done Master (MS) in Computer Science from 
George Mason University, Virginia, USA and B.E. Mechanical Engineering from 
Kim Chaek University of Technology, Korea. He has 25 years’ experience of 
teaching the subject of Computer Science to students of SSC and HSSC. He has 
written 8 textbooks of Computer Science for grades 9 to 12. 
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Prafessar Shah) telam Ahan, a distinguished author renowned for his 
.groundbreaking ‘IQ Series’ books. His academic journey boasts a breadth of 
qualifications, from an MPhil in Higher Education to a range of degrees 
including BS(CS), DIT, MEd, and BEd. His diverse expertise enriches his literary 
contributions, promising readers a depth of knowledge and insight 
unparalleled in his field.Prof Shah Islam has been working in OPF BOYS 
COLLEGE ISLAMABAD for the last twenty years. 


Dr. Hamid Hassan MIAN is an Educational Specialist with more than 19 years of 
diversified experience in the field of Education specially teachers training and 
education. He did Masters in Technology Education from University of the 
Punjab with distinction and was awarded University Grants Commission's 
research scholarship for Ph.D. studies. Dr. Hassan is working as an Associate 
Professor at Federal College of Education and is involved in Teachers Training 
(In/ Pre - Service) especially in the Field of Technical, Elementary, Secondary 
and Science education. . 
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